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1. Introduction

This document is intended for Enterprise Claro Cloud users to configure and manage their cloud
services.

The instructions in this guide reflect the Enterprise Claro Cloud web console (HTML5-based Ul) and
provides you with clear and precise guidance on the processes required to manage the platform.

Enterprise Claro Cloud is a cloud platform where you can host applications and simplify the
development of new applications. It integrates the cloud services needed to develop, test, deploy
and manage your cloud computing resources.

With Enterprise Claro Cloud you can easily scale your resources as your demand increases, while
also offering the reliability you need to ensure high availability between different Enterprise Claro
Cloud regions. The Enterprise Claro Cloud dashboard allows you to easily manage all services within
Claro Cloud. In addition, you are also able to manage your cloud services using APIs.



2. How to purchase Enterprise Claro Cloud
You can purchase the Enterprise Claro Cloud service through
https://www.usclarocloud.com/portal/us/cld/products/infrastructure/enterprise-claro-cloud

1.

cloud Products Q

Control Panel

@Enterpriseclaro Cloud Description Benefits Ourproducts Plans Documentation

Enterprise Claro
Cloud

Federated Cloud infrastructure to
quickly and easily support busi
growth in Latin Amer

Buy Now >

Go to the "plans and pricing" section where you will find the available plans of the service, by
clicking on the "Buy" button of the plan that suits your needs

Plans and Prices

On-Demand

Only pay for what you use, deploy the
right VM for your workload (custom
&right-size)

v Hourly pricing for vCPU, RAM, and
Storage.

v Unlimited Resources

$0.00*

/manth

Resource Pool

Fixed, predictable monthly or yearly
price. Assign a fixed pool of vCPU,
RAM, and Storage resources—
flexibility to deploy and control
resources within the pool

w Start from 20 vCPUs, 50 GB
Memory and 200 GB Storage

w No hidden cost

$142.70*

/month

| BUY NOW > ]

BUY NOW >



https://www.usclarocloud.com/portal/us/cld/products/infrastructure/enterprise-claro-cloud

2. The following screen will be displayed, where you can select, the type of plan, contracting
period, computing region and the type of connectivity you require, by clicking on "Continue"

e On Demand

cloud Products

Control Panel

Service configuration

e On-Demand - Monthly

Hourly pricing for vCPU, RAM, and Storage

ork Setup

USA Miami v
1 Edge Gatewa
Internet N

Claro Cloud Infrastructure Web Presence Collaboration Security
What is Claro Cloud? Business Cloud Server Business Website M t e
Total cart: $0.00 *

< Back |

e Resource Pool Plan

cloud Products
Conirol Panel

Choose your plan and Region

USA Miami v

Billing Options

e Monthly

No cancellation fees

Monthly with commitment

A cancellation fee will apply

Select Subscription Pericd

I

Select a period v

Back Totalcart $0.00 *



3. If you chose a Resource Pool plan, you must define the size of the Resource Pool (vCPU, RAM,
and Storage), as well as the "T1 Edge Gateway" connectivity type. At the end of click "Continue"

cloud Products

Control Panel

plan and Resource Pool and Network Setup

Resource Pool

Qu: y Unit price Total
vePy $6.30% $126.00
Virtual Data Center Total Compute resource pool. 1¥CPU = 2 GHz vCPU
SSD Premium Storage Quantity Unit price Total
RAM Quantity Unit price Total
sl bt CenterToe P po 6B §6.00 530000

T1 Edge Gateway

Internet v

e e s

4 )

Important:

. The minimum capacity to contract is 20 vCPUs, 50 GB of RAM and 200 GB of Storage.

) The T1 Edge Gateway service in its Hybrid version, does not include the MPLS link, it can be
purchased separately, through Claro.

. The contracting of the MPLS link is subject to availability and technical feasibility.

. For second purchases in the same compute region, the T1 Edge Gateway service will not be
provisioned, in case a second instance is required to validate the Purchase section of an
additional T1 Edge Gateway

4. The summary of the purchase will be displayed, click on "Process purchase"



cloud Products

Control Panel

Qty. Product Period Price
Resource Pool - Miami - Monthly 1 month $444.00
=) Hide Details
$444.00 Delete Plan
1 Resource Pool - Miami - Monthly

1 1 Month(s)

200 $SD Premium Storage

1 Internet

Do you have a promotion code?

Subtotal $444.00
Promotion code Apply Tax $70.02

- e

5. If you are already a Claro Cloud customer, it will be required to enter your username and
password of your Cloud account, by clicking on "Login"
If you are not a customer please call our Sales Team at +1-833-992-5276

cloud Products | Q Bﬁg

Condrol Panel

\(

6. After login in the following screen will be displayed where you must accept the Terms and
Conditions of the Enterprise Claro Cloud service, by clicking on "Place your order"

Important: Payment for the service will be made through your monthly Claro invoice




cloud Products Search

Q

Control Panel

Qty. Product

Period Price
1 Resource Pool - Miami - Monthly monthly charge $444.00
Miami - Monthly
(200 emium Storage
Total: $444.00
O 1 have read and agree 1o the Claro Enterprise Solutions, LLC Terms of Service.

8. The following screen will be displayed confirming your order

cloud Products

Thanks!

Your purchase has been successful S0001402

Keep buying >

9. You will receive two notifications to your email account:

e Purchase confirmation



Order Sales Order SO001407 placed -

Provisioning

US Claro Cloud <cloudinfo@usclaro.com>
To [ Activation Specialist Cloud Services

@ If there are problems with how this message is displayed, click here to view it in a web browser.

Below are your current account details including the most recent updates and changes.

Account Details

Adriaana Peerez

FF CES Test 06

38 sw 160 av,

Miramar FL, 33028, United States of
America

Detail

Order Number: 50001407
Order Type: Sales Order
Order Status: Provisioning
Order Date: 26-Nov-2021

ID. Service Description Quantity Unit of : From fo Total
. H Measure Date Date  Amount
On-Demand - . usD
1 Monthly 1 item 0.00 0.00

Estimated tax to b
stimated tax to be USD 0.00
collected:

Total Purchase: usD 0.00

e Welcome email with your username and URL to define your password to enter the Enterprise
Claro Cloud portal

Workspace ONE Access Local User Notification

&« | o] .-
no-reply@clarocloud.com 9%
Para Jonathan Vallejo (c) 11:39 AM

@ Haga clic aqui para descargar imagenes. Para ayudarle a proteger su confidencialidad, Outlook ha impedido la descarga automatica de algunas
imagenes en este mensaje.

Hello Jonathan Vallejo:,[

Welcome to Workspace ONE Access!
Workspace ONE Access provides secure, managed access to Windows, SaaS and enterprise web applications across
different devices while retaining control and visibility via policy-driven management.

Your username is admin.US333444
Your First Login URL is https://sso-lab.clarocloud.com/SAAS/auth/reset?
token=eyJ1c2VybmFtZSI6ImFkbWIuLIVTMzMzNDQOliwiZG9tYWIuljoiQ2xhcm9jbG91ZC5jb20iLCljb2R1Ijoi)S5YFTV3bWZI

WjJuOT9iTSJ9
This link will expire in 7 day(s).

Please click this link to access your account.

Thank you for using Workspace ONE Access.



3. How to purchase Enterprise Claro Cloud with SMS

Access to the Enterprise Claro Cloud portal with tokens via SMS
In countries such as the Dominican Republic and Puerto Rico, SMS messages may not be received for
linking the Verify application, so it is necessary to run the following process to enter your service.

1. At the end of the purchase process you will receive an e-mail with the necessary access
information to be able to enter your service. As shown in the following image

Workspace ONE Access Local User Notification

&« ..
no-reply@clarocloud.com %
Para Jonathan Vallejo () 11:39 AM

@ Haga dlic aqui para descargar imagenes. Para ayudarle a proteger su confidencialidad, Outlook ha impedido la descarga automatica de algunas
imagenes en este mensaje.

Hello Jonathan Vallejo:,[

Welcome to Workspace ONE Access!
Workspace ONE Access provides secure, managed access to Windows, SaaS and enterprise web applications across

different devices while retaining control and visibility via policy-driven management.

Your username is admin.US333444
Your First Login URL is https://sso-lab.clarocloud.com/SAAS/auth/reset?
token=eyJ1c2VybmFtZSI6lmFkbWIuLIVTMzMzNDQOIliwiZG9tYWIuljoiQ2xhecm9jbG917C5jb20iLCIjb2RIIjoilS5YTV3IbWZI

WijJuOT9iTSI9
This link will expire in 7 day(s).

Please click this link to access your account.

Thank you for using Workspace ONE Access.

2. Enter in the web browser of your preference the URL attached to the e-mail, the following
interface will be displayed where you will define your access password. At the end of clicking on

the "Change Password" button
== 7 v \

1
Claro“cloud

Change Password

vmware




3. Enter your username, which you will find in the body of the e-mail previously received

Claro“cloud

vmware

4. Enter the previously defined password

Claro“cloud

Forgot password?

Click here if this is not your name

vmware




5. Enter a phone number and country code, click Sign in

Claro“cloud

VMware Verify is required for
additional authentication. Enter a
phone number to get started.

Clard“cloud

Country Code

You will get an SMS confirmation at the number
entered.

6. Enter again to https://sso.clarocloud.com/SAAS/auth/login, indicate your previously defined
username and password, click on Sign In, the following screen will appear

Claro“cloud
Embratel

Action is required:

Check the VMware Verify App to
approve the authentication
Request

Waiting on approval...

Didn't get the request?

Click here



https://sso.clarocloud.com/SAAS/auth/login

7. By clicking on the Click here button, the following screen will appear

Claro“cloud
‘Embratel

Action is required:
Copy the token from VMware
Verify to sign in

Ciwrd’ cloue

Enter Token from VMware Verity

Having an issue with VMware Verify?

Sign in with SMS

vmware

8. By clicking on the "Sign in with SMS" button, the following screen will appear.



Claro®cloud
Embratel

Action is required:
Click the link or reenter the code
from your SMS to sign in.

Cinrd cloud

Code from SMS

Didn't get the SMS? Send again

9. In parallel you will receive an SMS message to the phone registered in step 5, the SMS will
contain a code which must be entered on the screen shown in the previous step, click on Sign In

11:07 wll 4G @)

@ o

AUTHMSG

Su codigo para
Sso.clarocloud.com es 6223888

10. When you enter the click code in Sign In, your web browser will open automatically the
following screen



C Y @& ssodarocloud.com/cat

Clard“cloud Apps

Q) Search apps

All Apps

]

US1138177

11. Click on the icon with the red arrow to enter your Claro Cloud Enterprise control panel where you
can manage your cloud services. The following screen will open

For upcoming sessions to your Claro Cloud Enterprise dashboard use the following URL:
https://sso.clarocloud.com/SAAS/auth/login



https://sso.clarocloud.com/SAAS/auth/login

Resource Limit Management in Resource Pool Subscriptions

If you chose a subscription with the Resource Pool scheme you can manage the amount of vCPUs,
GB of RAM and GB of storage from your portal.

Important: The minimum amount of resources allowed in a data center is 20 vCPUs, 50 GB of RAM, and
200 GB of storage.

1. Log in to your admin panel https://cp.usclarocloud.com/

cloud

‘You are now working as Ivan Chavez.

Dashboard

Dashboard

Marketplace U e srranram
Enterprise Claro Cloud Resour... .‘
Ent ise Cl Cloud On-De...
nterprise Claro Cloud On-De. USERS MARKETPLACE
@ Domains Browse for new services
Total

W) Account

ADD NEW USER

I

2. Click on the Enterprise Claro Cloud Resource Pool section, located on the left within the
gray menu.



https://cp.usclarocloud.com/

cloud

You are now working as Ivan Chavez.

Dashboard

Dashboard i

Marketplace
Enterprise Claro Cloud Resour..,l

Enterprise Claro Cloud On-De...

MARKETPLACE

Domains Browse for new services
Total

Account

ADD NEW USER

ORDERS ENTERPRISE CLARO CLOUD
RESOURCE POOL

3. The following screen will open

cloud

You are now working as lvan Chavez.
Dashboard -

@ Enterprise Claro Cloud Resource Pool

Enterprise Claro Cloud Resource Pool

Marketplace
You are now ready to start building, managing, and monitoring your cloud applications through the Claro Cloud portal

Enterprise Claro Cloud Resour...
GO TO THE PORTAL

Enterprise Claro Cloud On-De...

G Domains Data Center: ARBUED1P-US1142095A1360270
Organization Administrator: Admin.US1142095

Il Account We will send you an e-mail to complete your secure access to the Claro Cloud Portal with two-factor authentication.

SUBSCRIPTION INFORMATION O Acmive

Expires Automatic Renewal
Mar 22, 2022 @ Enabled

Monthly Price
$230.00

ACTIONS =

4. If you have more than one Resource Pool subscription just click on the name of the
subscription you want to modify.



cloud

Dashboard fEE—— g 25 van

Enterprise Claro Cloud Resource Pool

Marketplace
ENTERPRISE CLARO CLOUD RESOURCE POOL

Enterprise Claro Cloud Resour.

Enterprise Claro Cloud is a next-generation platform

I / based on VMware technology. Secure, agile, robust,
Enterprise Claro Cloud On-De... - easy to mange and with no hidden costs.

Cloud Servers

Marketplace

Subscriptions
Domains
PLAN NAME SUBSCRIPTION ID =
Il Account
1007409
1007395
1007385

& Ivan Chavez o

SUBSCRIPTION STATUS

® Ready

@ Ready

® Ready

MANAGE SUBSCRIPTION

MANAGE SUBSCRIPTION

MANAGE SUBSCRIPTION

5. At the bottom you will find a button called "Manage Limits", click on it.

cloud @ wete

You workir ivan Chavez.
Dashboard e A

M ce
$430.00

ACTIONS =
Marketplace

Enterprise Claro Cloud Resour... [l =1=Y3e10] g el - 13

Enterprise Claro Cloud On-De... ml

Cloud Servers

SSD PREMIUM STORAGE USMIAO101 CPU

Marketplace

Domains

I Account

RAM

50°

sset ID: AS

‘ Ivan Chavez

200 GB 1 Virtual Data Center 40 GHz




6. The following screen will open where you can select the amount of resources you want to
add to your Data Center. When you finish click "OK"

@ Help ‘ Ivan Chavez

Account
@ Enterprise Claro Cloud Resource Pool
T Gy Change Resource Limits
©f Subscriptions
Your changes will be applied to the subscription #1007409 "US: Resource Pool - Miami - Monthly Payment
B3 Payment Methods
&, Account Profile RESOURCE CURRENT LIMIT NEW LIMIT MAX LIMIT FEE
veey 0 1,000 vCPU $6.00/VCPU per month

i Action Log

50,000 GB $0.05/GB per month

RAM 50 total 50 5,000 GB $6.00/GB per month

SSD Premium Storage 200 total 200

CANCEL

ﬂmportant: \

° Increased compute resources are possible up to a maximum of 1,000 vCPUs, 5,000 GB of RAM,
and 50 TB of storage. If you require more capacity contact your Claro support team.

e Itis not possible to decrease the pool of resources to an amount lower than what was contracted.
Additional resources can be decreased if they have not been used.

e 1vCPU is equivalent to 2 GHz

e If your subscription is tied to a 12, 24, or 36 month contracting period, capacity changes are

\ updated in the contracting period. J

7. A confirmation screen with the changes and new charges resulting will be displayed, click
on "Confirm" if you agree with the amounts. You will receive an email with the requested

change order.

Confirm Your Order

charged using the payment method you have selected below. Changes to your subscription will be applied as

Order Details Payment Information

ITEM
ORDER ITEMS QTY/PERIOD TOTAL
Cla payment of $3.13
/CPU Recurring o $1.56
2G8/0.13m 56
his) $0.01
Recurring
Total: $3.13

Tax Total: $0.00
Order Total: $3.13

o m




-~

Claro Cloud USA <cloudinfo@usclaro.coms
parami =

IR

.

Order Notification No.
UG000076

Below are your Cursent aceourt Getaiis Inudag the mest Fecert spates asd Carger

e
Ivan Chave: Garcia Detail
CES AMX Ordar Number: UG000076
3350 SW 148th, Ave #400, Order Type: Change Order
Miramar FL, 32027, United States of Ordar Status: Creating Order Detais
Amesica Order Date: 26-May-2021
. Sen Desci Unit of Unit From To Totsl

5 s o] [Mmsi Measure | Price Date Date  Amount
26- 31- usD
1 | veruRecumng |20 wey (1000 (May- [way- | D
2001 32021
% |3t =
2 | RaMRecumng | 20 Ge 700 |waye [wye |90
2021 2021
6 |3t
3 x"";:"l' 200 Gt 007 | May- | May- "‘;‘;
aunt rring 2021 2021 2
Estimated
tax to be USD 0.00
collected:
UsD 59.01

requested resources.

Within two to three minutes the capacity of your data center will be updated with the



3. How to use the Claro Cloud portal

Access to the Enterprise Claro Cloud portal
At the end of the purchase process you will receive an e-mail with the information necessary access

to your service. As shown in the following image

Workspace ONE Access Local User Notification

“« ...
no-reply@clarocloud.com 9%
Para Jonathan Vallejo () 11:39 AM

@ Haga dlic aqui para descargar imagenes. Para ayudarle a proteger su confidencialidad, Qutlook ha impedido la descarga automatica de algunas
imagenes en este mensaje.

Hello Jonathan Vallejo:,[

Welcome to Workspace ONE Access!
Workspace ONE Access provides secure, managed access to Windows, SaaS and enterprise web applications across

different devices while retaining control and visibility via policy-driven management.

Your username is admin.US333444
Your First Login URL is https://sso-lab.clarocloud.com/SAAS/auth/reset?
token=eyJ1c2VybmFtZSI6lmFkbWIuLIVTMzMzNDQOIliwiZG9tYWIuljoiQ2xhecm9jbG917C5jb20iLCIjb2RIIjoilS5YTV3IbWZI

WijJuOT9iTSI9
This link will expire in 7 day(s).

Please click this link to access your account.

Thank you for using Workspace ONE Access.

1. Utilizing the web browser of your preference, enter the URL provided in the e-mail. The
following interface will be displayed where you will set your password. When finished, click on
the "Change Password" button

1
Claro“cloud

Change Password




2. Enter your username, which you will find in the body of the e-mail previously received

Claré“cloud

3. Enter the previously defined password

Claré“cloud

Forgot password?
Click here if this is not your name

vmware

4. Enter a phone number and country code, This is required to be able to send download
information in order to activate the two-factor authentication



Claro“cloud

VMware Verify is required for '
additional authentication. Enter a g
phone number to get started.

Glrécloud

Country Code v

vmware

5. Via text message you will receive a link to download the mobile application that is utilized to
generate an access validation token for your account.

6. Click on the download URL indicated in the text message which will redirect you to your mobile
application store (Google Play / Apple App Store)

7. Click to download "Verify — Workspace ONE"

Verify - Workspace
ONE

Set up your pr¢

8. After downloading, click open, enter the PIN provided in the second text message.

9. Your mobile token will automatically be linked with the information in your Enterprise Claro
Cloud account.



Q Search :I

Claro“cloud

12 487 34

18"

ssa- Add Account
lab.claroclo.

10. In your web browser the following screen will open automatically

Claro“cloud Apps

O, Search apps

All Apps

=

us1138177

11. Click on the icon to enter your Enterprise Claro Cloud dashboard where you can manage your
cloud services. The following screen will open




12. After this initial setup you will access your Enterprise Claro Cloud dashboard via the following
URL: https://sso.clarocloud.com/SAAS/auth/login



https://sso.clarocloud.com/SAAS/auth/login

4. Introducing Enterprise Claro Cloud

Enterprise Claro Cloud is an efficient and flexible public cloud technology based on VMware services
with components such as vCloud Director, NSX, AVI, CSE among others. In the following chapters
you will find the necessary processes for the management of the different services.

In the Enterprise Claro Cloud control panel you can find multiple menus that will help you with the
creation, administration, monitoring, and management of your services.

Listed below are the different sections that you will have in your admin panel:

Main menu options
Data Center
Applications
Networks

Library
Administration
Supervise

App Launchpad

Kubernetes Container Cluster

Autoscale

Operations Manager

Availability

Guided Tours

Description

Distribution of data centers deployed in the
different regions of Claro Cloud

Visualization and management of virtual
applications, Virtual Machines and Scale
Groups

Management of T1 Edge Gateway instances,
virtual networks, VPN connections, NAT, DHCP,
LB, etc.

Viewing and managing public and private
catalogs, installation media (.ISO images) and
deployment of point workloads

Managing users, roles, groups, and certificates
Visualization of logs related to events and tasks
performed on the platform

Application Catalog for creating virtual
machines in your Virtual Data Center
Managing and creating Kubernetes clusters
based on virtual machines

In this section you will find the management of
the scale-up rules for your applications and
virtual machines

Visualization of health dashboards and
monthly consumption reports in your data
centers

Manage and execute workload migrations to
different compute regions available in Claro
Cloud through the vCloud Availability solution
Short capsules of most frequent and common
operations on the Enterprise Claro Cloud
dashboard



5. Network Configuration in Enterprise Claro Cloud

This section will show the steps necessary to be able to configure all the network services available
in Enterprise Claro Cloud, taking into account the T1 Edge Gateway service as the main element.

To be able to access the general network administration panel click on the top menu to the
"Networks" option.

Networking

Note: We recommend that you configure at least one routed network before creating Kubernetes virtual
machines or clusters. For Edge instances that are generated during the default purchase process, they have
the first routed network configured.

Creating a network in Enterprise Claro Cloud
Process for creating a new network in your Virtual Data Center

1. Enter in the top menu to the Networks section, select in the submenu the Networks section

Networking

2. Click "New"



cloud Embratel Data Centers \pplications Networking Libraries

3. The following screen will be displayed
New Organization VDC Scope
Network
1 Scope [- ] <?'g?"|i:5:|:::\' Virtual Data Center

Allocation Model Organization

4. Choose the network range type and select the Virtual Data Center to which the network will be
linked, then click Next.

Scope Type Description

Organization Virtual Data Center Provides connectivity only for virtual machines
in a single Virtual Data Center

Data Center Group Provides connectivity to virtual machines that

are part of a Virtual Data Center group



New QOrganization VDC
Network

1 Scope

2 Network Type

Scope

ﬂ Organization Virtual Data Center

Data Center Group

Name T+ Allocation Model Organization

ARBUEOIP-USN38177P1369580 Flex Us1138177
© USMIAOIP-USI38177P1368671 Flex usi13s77

USMIADIP-UST138177P1371551 Flex Usn3g7zz

5. Choose the type of network you want to create

New Organization VDC
Network

| 1 Scope

I 2 Network Type

Network Type
Isolated

Routed

Network Type

Select the type of network that you are about to create

© Routed

Isolated

Description

Provides a fully isolated environment, to which
only virtual machines can communicate within
a Virtual Data Center or Virtual Data Center

Group

Provides controlled virtual machine access to
networks outside the Virtual Data Center or

Virtual Data Center Group

Note: If the Routed option is selected, an additional step will be displayed regarding the Edge connection

6. (For routed networks only), select the Edge Gateway where you want to host the network, click

next



New Organization VDC Edge Connection

Network
1 Scope MName T External Networks Org VDC Networks
GW-10-06-US1138177P1368671 1 4
2 Network Type @
3 Edge Connection
1-10of 1 Edge Gateway(s)

Distributed Routing @
Guest VLAN Allowed (@ ]

CANCEL PREVIOUS | NEXT

7. Set the following parameters then click next

ltem Description
Name Name of the network to be assigned, field
without character restriction
Gateway CIDR Private IP address to be assigned as network
gateway
Description (optional) It is recommended to fill in this field for
documentation and network administration
purposes
New Organization VDC General
Network
1 Scope Name * i
2 Network Type Description

3 Edge Connection

4 General

Dual-Stack Mode » o
Gateway CIDR * ®
Shared @

CANCEL | PREVIOUS |

8. Add the private IP segment that you want to enable on the network, this segment needs to be
compatible with the Gateway defined in the previous step. When finished click next



Important: The gateway CIDR field is set by default with the information from the previous step.

New Organization VDC Static IP Pools
Network

Gateway CIDR 192.168.1./32 (D

Scope
Static IP Pools

%)

Network Type
Enter an IP range (format: 192.168.1.2 - 192.168.1.100)

w

Edge Connection

S

General

@0

Static IP Pools

Total IP addresses: 0

CANCEL PREVIOUS NEXT

9. Enter the information regarding your DNS. If you do not have one you can use 8.8.8.8 / 8.8.4.4.

Important: If your network is intended for private access, you must use private DNS instead of public DNS

New Organization VDC DNS
Netwaork
Primary DNS
1 Scope

Secondary DNS
2 Network Type

DNS suffix
3 Edge Connection

4 General

5 Static IP Pools

6 DNS

CANCEL PREVIOUS NEXT

10. The summary of the network configuration will be displayed, click on finish



New Organization VDC Ready to Complete

Network
1 Scope Scope
Site @ Claro Cloud
2 Network Type ’
Scope ¢ USMIAOIP-USTI38177P1368671
3 Edge Connection
General
4 General
Name adada
5 Static IP Pools Description
Network Type Routed
© BhE Connection o GW-10-06-USTI38177P1368671
Distributed Routing Active
7 Ready to Complete
Guest VLAN Allowed No

Gateway CIDR
Dual-Stack Mode No

Gateway CIDR 192.1681.1/32

CANCEL PREVIOUS

Configuring an Edge Gateway
During the purchase process of your first Data Center in Enterprise Claro Cloud, an Edge Gateway is
added by default and at no cost

Note: If you require an additional T1 Edge Gateway, you can purchase it for an additional fee. If you have
Virtual Data Center in different Enterprise Claro Cloud regions, you will need to have at least one T1 Edge
Gateway per region

The processes will be able to configure each available network services listed below:

e Firewall

o NAT

e VPN IPSec

e Load Balancer

e Safety

e |P Address Management
e Routing

To access the network services management panel, follow these steps:

1. Enter in the top menu to the Networks section, then in the submenu select Edge Gateways



cloud Embratel Mers Applications Networking ibraries Administration

Distributed Routing Used NICs

2. Select the Edge Gateway to configure

Embratel Dat nters Applications Networking ibraries Administration

Edge Gateways

Name 0 Status

(%)

GW-I0-01-US1138177P1373453 Normal ECGYEQIP-USTI38177P1273453 Enabled
2 ot

Important: In the Scope column, you can see which Virtual Data Center or Group each Edge Gateway is

linked to

3. The following screen will be displayed which is the interface where you can configure your

network services



cloud Embfar;f Data Centers App Networking Libraries Administration Monitor

Edge Gateways

< GW-IO-01-USN38177P1373453  oren IN vDC CONTEXT  DELETE  INCREAS

Configuration

EDIT
General
Rate Limiting ~ General
Services Name GW-10-01-UST138177P137
Firewall N B
Status (&) Norma
Descriptior
Allow Non-Distributed Routing MO
Load Balancer _ B
pe Sx
e | Settings
Connected e
Using Dedicated Provider Router No
Scope
hd ¥ P
Recent Task:
Task Status Type

Configuring Firewall Rules

Firewall rules settings are available in this section. It is possible to create, edit and delete rules
according to the needs of your organization,

1. Select the Firewall option and click the "Edit Rules" button



cloud Embfafg Data Centers Applications Networking Libraries Administration Monitor

Edge Gateways

2. The following screen will be displayed, where you must click on the "New On Top" button
Edit Rules
Name Category State Applications Source Destination Action
& 1 SharedServices User defined Enabled - Any SharedServices Allow
ZSN | e _rule & Enabled A A

3. Aline will be added in the table, where you will need to enter the following information. When
finished, click the save button

[tem Description

Number Firewall rule name
State Enabled | Disabled
Applications TCP/UDP access ports
Origin Source IP segment
Destiny Source IP segment
Action Allow / Block / Deny

Protocol Protocol used for IPv4 / IPv6 communication



Registration Enable/Disable Event Logging over the Firewall

Edit Rules
NEW ON TOP  NEW ABOVE  REMOVE MOVE DOWN  MOVE TO
# Name Category State Applications Source Destination Action IP Protocol Legging
o 0 1 i I @ . s - o os - o p  Aow Pva »
V74 2 SharedServices User defined Enabled - Any SharedServices Allow IPv4 Disabled
& C, default_rule Default Enabled - Any Any Drop IPv4 and IPvE Disabled

Process for Editing or Deleting Firewall Rules

4. To edit a rule click the pencil button, then click save button when finished

Edit Rules

NEW ON TOP

Name Category State
1 SharedServices User defined Enabled
& default_rule Default Enabled

5. To delete a firewall rule, select the rule and click Remove, then click on save button.

Edit Rules
E P EW ABOVE REMOVE MOVE TO
# Name Category State Applications Source
° g 1 SharedServices User defined Enabled - Any
L':J default_rule Default Enabled Any

Enabling and Configuring Distributed Firewall
In this section you can activate and configure your Distributed Firewall.



Within the available functionalities of Enterprise Claro Cloud, you will be able to communicate
through extended networks with multiple data centers in the same region, these communications
can be managed and segmented through a Distributed Firewall.

Before you can activate the Distributed Firewall service, you must create a Data Center group with
the following process.

1. Enter in the top menu to the Networks section, in the submenu select Data Center Groups, click
on "New"

cloud E.mb(af? Data Centers Applications Networking Libraries

Administration Monitor More

Data Center Groups

Status Typ

2. The following screen will be displayed where you must select the initial Data Center, it is
advisable to select a Data Center that has an Edge instance assigned to allow connections to the
outside (Internet or MPLS), if required. Click "Next"

Create VDC Group Starting VDC

1 Starting VDC

Allocation Mode Organizatio

o USMIAOIP-UST138177P1368671 Flex US1138177

NEXT

3. Enter the name and optionally a description, when finished click on "Next"



Create VDC Group

1 Starting VDC

2 General

General

Name *

Description

Testl

CANCEL | BACK | NEXT

4. Select the Data Centers that will be added to the group, by default the Data Center indicated in

step 2 will be preselected, when finished click on "Next"

Create VDC Group

1 Starting VDC
2 General

3 Participating VDCs

Participating VDCs

USMIAQ1P-US1138177P1268671

USMIAOQTP-US1138177A1357805

Fault Domain

SMIAOIP

USMIAQTP

USMIAOTP

(D show selected

Organization

USn38i177

usnagzz

CANCEL l BACK NEXT

5. A summary with the defined group configuration will be displayed, click "Finish" to start the
creation of the Group. Upon end of group creation, you will be able to view your group in the
Data Center Groups section.



Create VDC Group Review

1 Starting VDC

General
2 General
Name Test
3 Participating VDCs Description
Group Type Loca
4 Review

Participating VDCs

@ UsMIAOIP

() USMIADIP-USTI3B177P1368671 (Y USMIAQTP-USTI38177A1357805

CANCEL | BACK

6. To enable distributed firewall, click the name of the group created.

Administration Monitor More

cloud fmb{até? Jata ( Applications Networking Libraries

Data Center Groups

Status

Local

) Normal

7. The following screen will be displayed, in General within the line Distributed firewall, click on

"Activate"

cloud Embratel Data Centers Applications Networking Libraries Administration Monitor

Data Center Groups

@ testHibrido svnc  pelete

General w General Details =
Participating VDCs Name tectUibrido

Edge Gateway Description

Security

v Distributed Firewall

Networks



8. A new option will be enabled within the left menu "Distributed Firewall", click on the new option

@ TESTUSER  svnc  oeLete
.
General v General Details EDIT
Participating VDCs Name TESTUSER
Edge Gateway Description
Distributed Firewall Status @ Normal
Security ~ Distributed Firewall
Static Groups
Status Active
IP Sets
Dynamic Groups
Application Port
Profiles
Networks
-

9. The dashboard for configuring firewall policies is displayed. To create a firewall rule click "Edit
Rules”

enter Groups > TESTUSER
@ TESTUSER  svnc  peLeTe

General Default Policy Status Enabled DISABLE

Participating vDCs
EDIT RULES
Edge Gateway

Distributed Firewall £ Name State Applications Context Source Destination Action

Security 1 Default_vdcGroup_TESTU.. Enabled - - nternal Interna Allow
Static Groups
IP Sets
Dynamic Groups

Application Port
Profiles

Networks

10. The following screen will open, click "New at the top", follow the process described in the
chapter "Configuring Firewall Rules"




Edit Rules

11. At the end click on "Save"

Configuring NAT Rules
In this section, you can configure, edit, and delete NAT rules according to your organization's needs.

cloud Embratel Data Centers Applications Networking Libraries

< GW-HM-01-US1134362A1349477

General

To configure a NAT rule, follow the following process

1. Select the NAT option and click the "New" button



<& GW-HM-01-US1134362A1349477

General

NEW
Services

Firewall Name
NAT

IPSec VPN Internet

Load Balancer
General Settings

OPEN IN VDC CONTEXT DELETE

Type External IP Application Internal IP

Enabled SNAT 198.57.31.198 - 0.0.0.0/0

2. The following screen will be displayed where you will have to enter the following information. At

the end of clicking the save button

Item
Name
Description (Optional)

Interface Type

External IP

External port

Internal IP

Application

Status (Advanced Settings)
Registration (Advanced Settings)
Priority

Firewall Match

Description

NAT rule name

Description of the NAT rule

Select NAT Type

DNAT / SNAT / NO DNAT / NO SNAT
External IP where NAT will be applied
External source port

IP to where the redirect is made

Port where the service is exposed
Service enabled/disabled

Events

NAT rule priority (Lower value higher priority)

Match Internal Address / Match External
Address / Bypass




Edit NAT Rule X

Name * Internet
Description
#l
Interface Type * SNAT ~
External IP * 198.57.31.198 6)
Translated IP or CIDR
Internal IP * 0.0.0.0/0

Source IP or CIDR

Destination IP

v & Advanced Settings

State [ @)

Logging C’

Priority 0]
If an address has multiple NAT rules, the rule with the
highest priority is applied. A lower value means a higher
precedence for this rule.

Firewall Match Match Internal Address EO)

DISCARD SAVE

3. To Edit a rule, select the rule to edit and click the Edit button

<» GW-HM-01-US134362A1349477  OPEN IN vDC CONTEXT  DELETE

General

Senvices NEW EDIT DELETE
Firewall Name k4 Category State T Type
MNAT
IPSec VPN © | Internet User defined Enabled SMAT

Load Balancer

4. The screen shown in step 4 will open to edit all previously configured parameters. When
finished click save

5. To Delete a rule, select the rule and click the Delete button



< GW-HM-01-US1134362A13494 /77

General
) NEW E
Services
Firewall Name
NAT
IPSec VPN © | Internet

Load Balancer

Configuring IPsec VPN

DELETE

COPEN IN

Category

User defined

VDC CONTEXT DELETE

State Type

Enabled SNAT

in this section you will find the procedure to configure an IPsec VPN

1. Within the T1 Edge Gateway panel, select the "IPsec VPN" option and click the "New" button

< GW-HM-01-US1134362A1349477

General
NEW
Services
Firewall Name
NAT
[ ipsecven | AREUSA
Load Balancer CHisA
General Settings COLUSA

Security

OPEN IN VDC CONTEXT

State

Enabled

Enabled

Enabled

DELETE

Security Profile

Default

Default

Default

Local IP
198.57.31198 (@)
198.57.31.198 (@

198.57.31198 (D)

2. The following screen will be displayed where you will have to enter the following information.

When finished click save
I[tem
Enabled

Pre-shared key

Safety Profile
IP Address (Local Endpoint)

Redes (Endpoint Local)

IP Address (Remote Endpoint)

Description

Slider button to enable/disable connection

Security key, must be shared with the other
party to ensure connection settings

Keep in the standard option

Edge Gateway public address

Local networks which will have access from the
VPN connection

Remote Gateway Public Address




Networking (Remote Endpoint) Remote networks which will have access from
the VPN connection

General

Name * ARGUSA

Description

Enabled [ @)

Pre-Shared Key *  sssssassnans

Security Profile Default v

> Profile Details

Local Endpoint

IP Address * 198.57.31.198 6}

Networks * [
200.100.50.0/24

Comma separated CIDRs (i.e. 192.168.10.0/24,
212.138.0.0/16)

Remote Endpoint

IP Address * 181.17.6.13

Networks *
192.168.1.0/24,192.168.10.0/24

~

DISCARD SAVE

Important: You need to replicate step 1 and 2 to the other end of the VPN connection. Whereas this
extreme is now considered the destination

3. To validate the correct VPN configuration select "View statistics"



NEW EDIT VIEW STATISTICS SECURITY PROFILE CUSTOMIZATION DELETE

Name T State T Security Profile Y Local IP
()| ARGUSA Enabled Default 198.57.31.198 (@
() | CHIUSA Enabled Default 198.57.31198
© |coLusa Enabled Default 198.57.31.198 (1)

4. The following screen will open where you can view the status of the tunnel as well as the
incoming and outgoing byte packets

w Status C
Tunnel Status Up
IKE Service Status Up

IKE Fail Reason

~ Traffic & Errors C
Local Subnet 200.100.50.0/24
Peer Subnet 192.168.100.0/24
Packets In 26
Packets Out 27
Bytes In 1560
Bytes Qut 3368

Packets Sent Error

Packets Received Error

Packets In Dropped

Packets Out Dropped




L2 VPN Configuration
In this section you will find the procedure to set up an L2 VPN from your control panel.

1. Within the T1 Edge Gateway dashboard, select the "L2 VPN" option and click the "New" button

cloud fmbldfa' Data Centers  Applications Networking L braries Administration Monitor More

Edge Gateways

All Edge Gateways » GW-HM-02-UST13B177P137155
& GW-HM-02-US1138177P1371551 orpen iN vDC CONTEXT ~ DELETE  INCREASE SCOPE

Configuration
Session Mode Not Set (i)

Name State Descriptior Org VDC Networks Local IP Remote IP

L2 VPN
vad Balancer

2. The following screen will be displayed, where you must specify the type of session with which
you want to configure the T1 Edge Gateway instance, click next.

Session type Description

Server In "Server" session mode, the T1 Edge Gateway
acts as the server side of the L2 VPN tunnel.
Generates peer codes to distribute for client
sessions.

Customer In the "Client" session mode, you must provide

the pair code generated from the server side of
the L2 VPN tunnel to establish a connection.
Only one tunnel can be created on the T1 Edge
Gateway.

Important: You will be unable to change the session type of the T1 Edge Gateway after the first VPN tunnel
is established




L2 VPN Tunnel

1 Choose Session Mode

Server Mode

Choose Session Mode

The session mode - se

rver or client - that you choose for the first L2 VPN tunnel that you create

determines the session mode for all other L2 VPN tunnels on the edge gateway.

CANCEL NEXT

3.1.1. The following information must be entered in the General section, at the end click next

Iltem

Name

Description

Pre-Shared Key

State

Description

Name by which the VPN tunnel will be
identified

Optional field, for a brief description

Secure key with which clients can link to the

tunnel
Enabled or Disabled



L2 VPN Tunnel

1 Choose Session Mode

2 General

General

Session Mode

Name *

Description

Pre-shared Key

State

Server

3.1.2. The Endpoint Setup section will be displayed, where the following information must be
entered, when finished click on Next

Iltem
Local IP

Tunnel Interface CIDR

Remote IP

Initiation mode

Description
Enter the public IP of the T1 Edge Gateway

Enter the segment to be published inside the
VPN tunnel

Enter the public IP of the remote node to
connect "Client"

Select the communication initiation mode from
the server to the client, there are 3 options:

1. Initiator - The Endpoint initiates tunnel
configuration and will also respond to
incoming requests from the Edge
Gateway.

2. Respond Only - will only respond to
incoming tunnel configuration
requests, it will not start tunnel
configuration.

3. On Demand - will initiate tunnel
creation once the first packet matching
the policy rule is received and will also
respond to incoming startup requests.



L2 VPN Tunnel Endpoint Setup x

1 Choose Session Mode

Local IP = Enter Local IP Address @
2 General
Tunnel Interface CIDR Enter tunnel interface CIDR
3 Endpoint Setup
Remeote IP * Enter Remote 1P Address
Initiation Mode ©Q Initiator

Respond Only

unnel setup requests, it

©n Demand

CANCEL PREVIOUS

3.1.3. The Org VDC Networks section will be displayed, where the internal networks of the DCV

that will allow the client to be published through the VPN tunnel must be selected, at the end
click Next.

L2 VPN Tunnel Org VDC Networks x

1 Choose Session Mode (I show selectad

2 General Name Status Gateway CIDR Tunnel ID

) . .
3 Endpoint Setup Lar &) Normal 10.10.10.1/2

4 Org VDC Networks

1-10f 1 network(s)

CANCEL PREVIOUS NEXT

3.14. A summary with the configuration made will be displayed, click Finish




L2 VPN Tunnel Ready to Complete X

General

Session Mode

3 Endpoint Setup Name

Description

DC Networks Pre-shared Key

State @ Enabled
5 Ready to Complete
Endpoint Setup
Local IP

Tunnel Interface CIDR

Remote IP

Initiation Mode nitiator

Org VDC Networks -

3.1.5.  Once the provisioning of the link is finished, the peer code can be generated, which the
client requires to establish communication, select the link and click on the "Copy Peer Code'
button

cloud Embratel

Edge Gateways

<> GW-10-06-US1138177P1368671 ©PEN IN VDC CONTEX DELETE  INCREASE SCOPE

Configuration
Session Mode server (D

Genera

Rate Limiting

Services NEW EDIT DELETE VIEW STATIS

Name State Description

E test ) Enabled

Load Balancer

General Settings

3.1.6. To display the Tunnel ID parameter simply click on "Edit”



cloud Bnbra@‘ Data Centers Applications Networking

Libraries Administration

Edge Gateways

< GW-I0-06-UST38177P1368671 OPEN IN VDC CONTEX

DELETE INCREASE SCOPE

Configuration

. Session Mode Server @3

Genera

Rate Limiting
Services NEW EDIT DELETE  VIEW STATISTICS  COPY PEER CODE

Firewall

Name State Description
PSec VPN .
© | test (©) Enabled
L2 VPN

Load Balancer

General Settings

The following screen will open, select the Org VDC Networks option and copy the Tunnel ID
parameter

Edit L2 VPN Tunnel

Qrg VDC Networks

(3P Show selected

Status Gateway CIDR Tunnel ID
LAN_VCDI10_ & No 20.20.20.1/2
LAN_APP A N 50.50.50.1/24
TEST @ Normal 10.10.10.1/24 1
KUBERNETES A Norm

DISCARD ‘ SAVE

Client Mode

3.2.1.  The following information must be entered in the General section, at the end click on next



Iltem

Name

Description

Peer Code

State

L2 VPN Tunnel

1 Choose Session Mode

L2 VPN Tunnel

1 Choose Session Mode

2 General

Choose Session Mode

Server

General

Session Mode

Name *

Description

Peer Code *

State

Description

Name by which the VPN tunnel will be
identified

Optional field, for a brief description

This parameter must be shared by the server
(see step 3.1.5 of a server mode configuration)
Enabled or Disabled

CANCEL NEXT

Client
Enter name

Enter description

CANCEL PREVIQUS

3.2.2. The Endpoint Setup section will be displayed, where the following information must be
entered, at the end click Next

Iltem

Description



Local IP Enter the public IP of the T1 Edge Gateway

Remote IP Enter the public IP of the remote node to
connect "Server"

L2 VPN Tunnel Endpoint Setup X
1 Choose Session Mode
Local IP * 181.117.6.80 @
2 General
Remote IP * 198.57.31134

3 Endpoint Setup

4 Org VDC Networks

CANCEL PREVIOUS NEXT

3.23. The Org VDC Networks section will be displayed, where the internal networks of the DCV
that will allow the client to be published through the VPN tunnel must be selected, it is required
to indicate the Tunnel ID, this parameter must be specified by the Server (see step 3.1.6), at the
end click Next

L2 VPN Tunnel Org VDC Networks X
1 Choose Session Mode () Show selected
2 General Name Status Gateway CIDR Tunnel ID

3 Endpoint Setup 1
Internet &) Normal 50.50.50.1/24

4 Org VDC Networks

1-10f 1 network(s)

CANCEL PREVIOUS NEXT

3.24. A summary with the configuration made will be displayed, click Finish



L2 VPN Tunnel

1 Choose Session Mode

General

N)

w

Endpoint Setup

4 Org VDC Networks

5 Ready to Complete

Ready to Complete

General
Session Mode
Name
Description
Peer Code

State

Endpoint Setup
Local IP

Remote IP

Org VDC Networks

©Org VDC Networks

© Enabled

181.117.6.80

198.57.31.134

Internet

CANCEL ‘ PREVIOUS

4. Once the Edge Gateway has been configured in "Server" and "Client" mode, you can validate
the status of the link by clicking on the View Statistics button

cloud Embratel

Centers

Applications

MNetworking

Libraries

Administration

Metworks Edge Gateways
All Edge Gateways » GW-10-06-US1138177F

< GW-IO-06-US1138177P1368671

Configuration

L2 VPN

Load Balancer

OPEN IN VDC CONTEXT DEL
Session Mode Server Q}
NEW EDIT DELETE TICS COP
Name State

test

& Enabled

ETE

INCREASE SCOPE

*EER CODE

Description



"TESTVPN" statistics X

General C .

Tunnel Status ~ Up

Statistics C

Packets & Bytes

Packets In

Packets Out 20
Bytes In

Bytes Out 840

BUM Packets & Bytes

BUM Packets In

BUM Packets Out

BUM Bytes In

BUM Bytes Out

Client-Server VPN Configuration (OpenVPN)
In this section you will find the procedure to configure a Client-Server VPN, by means of an
OpenVPN template

Important: Each virtual Appliance allows 2 concurrent sessions. If more sessions are required, you will need
to purchase a separate license with OpenVPN

It is necessary before provisioning the virtual machine with the VPN software, to configure the
network environment within your T1 Edge Gateway with which the Appliance will communicate in
order to extend connections.

1. Create a routed network with Internet access, please refer to how to configure a network in
Enterprise Claro Cloud

2. Within the T1 Edge Gateway control panel, select the "NAT" section and create the following
rules

e SNAT - Allow the output of the IP or segment configured in step 1 through the Public
IP of the T1 Edge Gateway



Edit NAT Rule X

Name VPN-SNAT
Description
v
Interface Type * SNAT
External IP * 198.57.31.196 ®

Internal IP * 35.35.35.3

Destination IP

8 Advanced Settings

DISCARD SAVE

e DNAT - Allow output of the IP or segment configured in step 1 through the Public IP of
the T1 Edge Gateway

Edit NAT Rule X
Name VPNDNAT
Description
g
Interface Type * DNAT
External IP 198.57.31196 ©
External Port o 7 N
Internal IP * 73; 3;) 353”
Application
& Advanced Settings )

Important: Validate that in the firewall of your T1 Edge Gateway, there is no rule that can block outbound
internet traffic from the private segment created in step 1

3. Within the main menu select the "Data Center" option and click on the Virtual Data Center box
where the VPN service will be deployed. It must be the same Data Center to which the T1 Edge
Gateway configured in steps 1 and 2 is associated



cloud Embratel Data Centers Applic

Virtual Data Center

Environment Running Applications

© Sites: 1 = Organizations: 1 ¢y Virtual Data Centers: 36 & VMs: 54 B8 vApps: 8

& USMIAOTP-USTI34362P1349287
@ USN34362, @ Claro Cloud

Applications CPU Memory Storage
1
vApP!

20 GHz 72 GB 202 GB
2of4
Running VMs

unlimited allocation

4. Within the Data Center select the option "Virtual Machines" and click on "New VM"

cloud Embratel Data Centers Networkin

J

£ All Virtual data centers Site: Claro Cloud Organization: US1134362 Data cel

Virtual Machines

PP

ii Compute

ddd

Find by: Name i

vApps

4 Virtual Machines Expired: No x Clear all filters
Virtual Machines

Affinity Rules NEW VM

5. The following screen will be displayed where you will have to enter the following information. At
the end of clicking on "OK" button

ltem Description

Name Appliance Name



Computer Name

Description (Optional)

Name that will appear within operating system

It is recommended to enter "VPN virtual

Select From Template

Keep the check selected

appliance".

Type
Power on

New VM

Name * VENClient

Computer Name * VPNClient

Description VPN virtual appliance

Type () New

© From Template
Power on

6. Inthe "Templates" section select the "OpenVPN Access Server" option

Templates
Name ® vApp Name
° OpenVPN Access Server ESXi OpenVPN

T Catalog T os

TESTAMX Ubuntu Linux (64-bit)

7. In the storage and compute sections keep the standard configuration parameters



Storage

Storage Policy SSDPremium (VDC Default)
Compute

Placement Policy Q MNone

Sizing Policy gp.custom

Virtual CPUs 1

Cores per socket 1

Number of sockets 1

Memory 1 GB

8. Inthe "NIC" section enter the following information. When you finish clicking "OK", you will start
provisioning the virtual machine

ltem Description

Connected Enable check

Network adapter type Select VMXNET

Network Select the network created in step 1

IP Mode Select Static - Manual

IP address Enter a valid IP of the selected network

Primary NIC NIC Connected Network Network IP Mode IP Address External IP Address MAC Address
Adapter
Type

o] | I
° WM L2\ Sta ~ 19216810 50 - 00'50:56:0 «

9. At the end of provisioning you will be able to view the virtual machine within your data center,
by clicking on details.



cloud Embratel Data Centers

¢ Al Virtual Machines Site: Claro Cloud | Organization: US1134362 | Data cen

Virtual Machines

Compute Find by: Name

vVApps

) . 1 Virtual Machines Name: open X | Clear all filte
Virtual Machines

Affinity Rules

Scale Groups
; . OpenVPN Access Server ESXI
) Networking
Powered on
Networks VM Console

Lease e
Created On (08,/20/202, 08:58:51 Al

IE-] Storage Crwner admin us1134362
— vADD OpenVPN

Named Disks C Ubuntu Linux (64-bit)

8 = @

Storage Memary Metwaorks
10GE g 2GB

r SUspen

Edges

Storage Policies

Settings

- BADGES
Kubernetes Policies

ACTIONS ~ DETAILS

10. Within the virtual machine panel select "Guest OS Customization" and click "Edit". A screen will
open where you can view the default assigned startup password.

AllvApDS > OpenVPN > OpenVeN Access

‘ompute
@ OpenVPN Access Server ESXi POWER OFF  LAUNCH WEB CONSOLE ~ LAUNCH REMOTE CONSOLE  ALL ACTIONS v

VAPPS Powered on

Virtual Machines

General
Affinity Rules =W

Hardware
Scale Groups ~ General
Removable Media
© Networking Hard Disks Enable guest customization Enabled

Compute
Networks Change SID Disabled
NICs
Edges Reset
Guest OS

£ Storage Customization Allow local administrator password Enabled

Named Disks Guest Properties Require Administrator to change password on first login Disabled

Storage Policies Auto generate password Enabled

Monitoring Chart

ttings Number of times to log on autematicall [}
= Metadata d Y

Kubernetes Policies B ~ Join Domain
Monitor

Tasks Enable this VM to join a domain Disabled
Events
Override organization's domain Enabled

 Seript

Script file




11. Open the console of your preference to be able to enter the virtual machine, enter as “root”
user and with the password obtained in the previous step. Once logged in you will be prompted

to answer the following questions
Question
Please enter 'yes’ to indicate your agreement
Will this be the primary Access Server node?

Please specify the network interface and IP
Address to be used by the Admin Web Ul

Please specify the port number for the admin
Web Ul

Please specify the TCP port number for the
OpenVPN Daemon

Should client traffic be routed by default
through the VPN?

Should client DNS traffic be routed by default
through the VPN?

Use local authentication via internal DB?

Should private subnets be accessible to clients
by default?

Do you wish to login to the admin as
“openvpn”

Should client traffic
Press ENTER for default

Should client DNS traffic
Press ENTER for default

Use local authentication via
Press ENTER for default [ues]: yes

Private subnets detected:

te subnets be ac
. for default [yes]: yes

To initially login to the Admin HWeb UI,
o sfully
later modify the

username and pa
with the host UNIX
so that RADIUS or

fugu can

You can login to the Admin Web UI as
a different user

Do you wilsh to

s ENTER for default [ues]l: _

internal DB?

['192.168.10.0

ible to

is used for authentication

IuUrHUpH“ ar
this

login to the Admin UI as

Answer
Yes
Yes

Enter the number where the card is indicated
with the IP address with which | configured the
NIC in step 8

943

443

No
No

Yes

Yes

Yes

YPN?

24 "]

clients by default?

Yyou must use a
authentica you

ttings
instead).

specify
our

"openvpn''?




12. You will be prompted to enter an activation key, leave blank and click "Enter"

[ Important: If you require a license, it must be purchased directly with OpenVPN ]

13. Finally, it will be required to specify a password which will be used to enter your administration
console, click "Enter”, and wait for the installation of the service to finish

Important: If the option to set the password does not appear, enter the following command
>passwd OpenVPN

14. After the installation is complete, accessing a web browser will require the public IP of your T1
Edge Gateway which was used to configure NAT policies in step 2

Enter https://<ip publica edge>:943/admin/, the next screen will open

(1) OPENVPN

Access Server

Admin Login
Username

Password

15. Enter in Username: openvpn and Password the password defined in step 13 then you can access
your administration console. Validate that the service is Powered on



SPENVPN Status Overview

Access Server

CONFIGURATION
USER MANAGEMENT
AUTHENTICATION
T00LS
DOCUMENTATION

SUPPORT

y ON

() Stop VPN services

tepfa4s, udpfnaa
3 (routing/NAT)
NAT

OpenVPN

16. In the menu within the "configuration" section click on the "VPN Settings" option. Locate the
Routing section and select the "Yes, using NAT" button and within the text box enter the private
segments to which you will allow access via VPN

OFLE
Access Server
285

STATUS

CONFIGURATION

Activation
Cluster 172272240

TLS Settings

EWOrK Setngs Static IP Address Network (Optional)
VPN Settings

Advanced VPN

wep server

CWS Settings

Failover Group Default IP Address Network (Optional)

USER MANAGEMENT

AUTHENTICATION

T00LS

DOCUMENTATION No Yes, using Routin

SUPPORT

traff No

17. Before creating your users go to the "Authentication" section in the generate option, validate
that the authentication settings are Local, if not, just slide the button to activate the option



VPN

Access Server

STATUS

CONFIGURATION

USER MAHAGEMENT

AUTHENTICATION

General

PAM

RADIUS

LDAP

10018

DOCUMENTATION

SUPPORT

o PN

18. To create your users, within the menu enter the "User Management" section and click on the

"User Permissions" option. Enter the username and select the permissions you want to assign to

the users.

STATUS
CONFIGURATION

USER MANAGEMENT
Group Permissions

Revoke Certificates
AUTHENTICATION

10018

DOCUMENTATION

SUPPORT

2

bpenvpn

Finally, click on the "more settings" button and define the access password

1
in

:
:

11
i B

|
?

Local Password




19. New users will be able to enter through the URL https://<ip publica edge>/, with the username
and password with which was registered. At the time of accessing the next page will open,
where you can download the client to connect to your VPN

(1) OPENVPN

Access Server

-
=)

-
ANy

Chanae Pas

20. Once the application is downloaded and installed the user must enter the public IP of their
service from step 19, and their username and password

OpenVPN Connect - x

£ Import Profile
URL FILE

https://192.168.1.1



21. In your Profile you must ensure that in the Server Override option your public IP from the
previous step is shown. If this is not the case, enter it and click on “Save"
— Profiles < Edit Profile Save

‘ DISCONNECTED | Profile Name
avnish@52.13.173.254 [bundled]

avnish@s2.13.173.254 [bundled] |:| Server Override (optional
https.//5213.173.254

Username (locked)

avnish

Q DELETE PROFILE ADD PROXY

22. Finally, just swipe the button on your profile, wait a few seconds, and you can connect to your
VPN link



— Profiles

‘ CONNECTED

@ |avni5h@52.13.173.254 lbundled]l

CONNECTION STATS

27KB/s

oB/s

40 B/S T 40B/S
00:00:09 0 sec ago

You
avnish o



Load Balancer Configuration
This section describes how to configure a load balancer

[ Important: It is necessary to request the activation of the service through Claro technical support ]

1. Within the panel of the T1 Edge Gateway, in the Load Balancer section select the "General
Settings" option, the following screen will be displayed that will contain

Item Description
State

Service Network Specification
instance

Libraries

MNetworking

Edge Gateways

Indicate whether the service is active or inactive

Indicates the address assigned to the balancing

Administration

< GW-HM-02-UST38177P1371551 oPEN IN vDC CONTEXT

Configuration

General Settings

Security

IP Management

2. ltis necessary to first configure a group, click within the panel of the T1 Edge Gateway, in the

Load Balancer section select the option "Pools"



cloud Eﬂ)bfd@ Data Centers Applications Networking Libraries Administration

Edge Gateways

<-:—> GW-IO-06-US1138177P1368671 o©OPEN IN VvDC CONTEXT DELETE  INCREASE SCOPE

Name t Health State

Pools

Security

Static Groups

3. Clicking on Add will open the following screen where you will need to enter the following
information in the General Settings section:

[tem Description

Name Enter the name of the group to be configured

Description Enter a brief description

Load balancer algorithm Specifies the algorithm by which traffic will be
distributed

State Enable or disable group status

Default server port The port of the destination server that the
traffic that is sent to the member

Successful de-enablement timeout Maximum time (in minutes) to successfully

disable a member. The virtual service waits for
the specified time before terminating existing
connections to members that are disabled.
Special values:

e 0 represents "immediate"

e -1 represents "infinity"

Persistence Specifies the persistence profile of a load
balancer group. The persistence profile will
ensure that the same user adheres to the same
server for a desired period of time



Passive state monitoring

Active health monitoring

Add Load Balancer Pool

General Settings

Name

Description

Load Balancer
Algorithm

Members

SSL Settings

Enter name

Enter description

Least Connections

Enables or disables passive state

Select the protocol with which the status is

checked

Default Server Port

Graceful Disable
Timeout

Persistence

80

None

4.

5.

State @ enabled
Passive Health () Enabled Active Health Monitor ADD MONITOR w l ®
Monitor
In the Members section, click on Add, a line will be displayed where you can define the
members of the group, entering their IP address and port

Add Load Balancer Pool X

Members

IP Address

Health Status

State

@D Enabled

Port

In the SSL section, you can enable SSL and verification by a domain

Ratio

CANCEL



Note: Enable common name checking for the server certificate. if it is enabled and no explicit domain name
is specified the incoming host header is used to perform the match check

Add Load Balancer Pool

SSL Settings

When finished, click on Save and the group will be created

Now the Virtual Services must be created. Click inside the panel of the T1

Load Balancer section, and select the option "Virtual Services"

cloud Embratel

MNetworking

Edge Gateway, in the

Monitor

Edge Gateways

< GW-10-06-US1138177P1368671

Configuration

Load Balance

Virtual Services

Name T Health

State

INCREASE SCOPE

Virtual IP



8. Click on Add, the next screen will open, where you will have to enter the following information,

click save when finished

Item

Name
Description
Enabled

Service Engine Group
Load balancer group

Virtual IP

Type of service

Port

Add Virtual Service

Name * |

Description

Enter the name of the Service
Enter a brief description
Specifies the status of the service

Select the service engine, at the time of
activating the service a default engine is added
Select the group that you want to link to the
service

Virtual IPs can be internal or external. External
virtual IPs must belong to the IP pool assigned
to the virtual service owner's Edge gateway
Important: If it is required to utilize a public IP,
it is not possible to reuse an IP in use, it is
necessary to acquire a new one.

Select the service you want to configure.

Note: In cases requiring a reverse HTTP and
HTTPS

Enter the port for load balancing

Description

Enabled ()

Service Type HTTP

Service Engine
Group *

Load Balancer
Pool *

Virtual IP *

Port

ADD PORT

I SELECT

l SELECT

80

CANCEL



Configuring Security Groups
This section describes how to configure static security groups to more efficiently establish
permissions and access to internal and external networks in a data center

Before you can create the static security group, perform the following process.

1. Within the T1 Edge Gateway dashboard, select the "Static Groups" option and click the "New"
button

Edge Gateways

All Edge Gateways » GW-I0-06-US1138177P1368671

& GW-10-06-US1138177P1368671 OPEN IN VDC CONTEXT ~ DELETE  INCREASE SCOPE

NAT NEW

Mame t Status

Load Balancer
General Settings

Service Engine
Groups

Virtual Services

Pools

Security

Static Groups

IF Sets

Application Port
Profiles

2. The following screen will be displayed where you will have to enter the following information.
When finished, click the save button

[tem Description
Name Security group name

Description Description of the Static Group



New Static Group X

Name * | @

Description

DISCARD

3. The created static security group will be listed and the following options will be enabled

ltem Description

Edit Edit the name and description of the created
group

Manage members Link the local networks of the Virtual Data

Center to the security group

Associated VMS Lists virtual machines associated with networks
linked to the security group
Delete Deletes the security group

Networks Edge Gateways

All Edge Gateways » GW-10-06-US1138177P1368671

< GW-10-06-UST1138177P1368671 OPEN IN VDC CONTEXT ~ DELETE  INCREASE SCOPE

Firewall -

NAT NEW EDIT MANAGE MEMBERS  ASSOCIATED VMS DELETE

IPSec VPN

L2 VPN Name ™ Status
Load Balancer © tstgroup @ Normal

General Settings

Service Engine
Groups

Virtual Services
Pools

Security
Static Groups
IP Sets

Application Port
Profiles



IP Address Set Configuration
This section creates the IP address sets that will help you efficiently define firewall rules

1. Within the T1 Edge Gateway dashboard, select the "IP Sets" option and click the "New" button

cloud -En'ﬂ_;rat?f Data Centers Applications Networking Libraries Admin

Edge Gateways

All Edge Gateways
< GW-HM-01-US1134362A1349477 opEN IN vDC CONTEXT  DELETE

General

Services
Firewall Name T Status

MAT
NA

PSec VPN SharedServices &) Norma
Load Balancer

General Settings

Security

Security Groups
IP Sets

2. The following screen will be displayed where you will have to enter the following information. At
the end of clicking the save button

[tem Description

Name IP address set name

Description (optional) Optional description of the IP address set
IP addresses Define pool of IP addresses or IP address.

3. The set of defined IP addresses will be listed and can be used later in the configuration of
firewall rules in the source and destination fields



Edit Rules X

NEW ON TOP NEW ABOVE REMOVE MOVE DOWN MOVE TO GO TO USER RULES
# 1 Name Category State Applications Action P Pratocol Logging
B Tieric2i7a58d-5544-4d4..  System Enabled E Any Any Allow . Disabled

8  Tierl-c217a58d-5544-404 System Enabled - Any Any Allow - Disabled

° & 1 SharedServices User defined Enabled - Any SharedServices Allow Pv4 Disabled

Configuring Application Port Profiles
In this section you can view the profiles with the most common network ports and you can
configure unusual port(s) profiles for later use in firewall rules

4

mportant: The following unusual ports are blocked for security. \

e TCP/UDP 27000-27050, TCP/UDP 5790-5850, UDP 2300-2400, TCP/UDP 3475-3480, TCP/445,
UDP/161/ SNMP, TCP/UDP 135-139

In cases requiring these ports being open, it must be requested through Claro Cloud support, to evaluate
the feasibility and its opening

- /

Process for creating an application port profile

1. Within the T1 Edge Gateway dashboard, select the "Application Port Profiles" option and click
the "New" button



cloud E.mbldﬁ Data Centers Applications Networking Libraries Administration Monitor

Edge Gateways

& GW-10-06-US1138177P1368671 OPEN IN VDC CONTEXT ~ DELETE  INCREASE SCOPE

“ | Custom Applications @

Name ) Status Description
Load Balancer

Default Applications @

Application Port P ' Description
Profiles

IP Management

2. The following screen will be displayed where you will have to enter the following information. At
the end of clicking the save button

[tem Description

Name Port profile name

Description (optional) Optional port profile description

Protocol Define the TCP port protocol | UDP | ICMP
Ports Enter the port(s) to be included in the profile

separated by commas



New Application Port Profile X
Name * Test

Description

ADD PORT PROFILE

Protocol Ports
TCP
TCP
UDP
ICMPv4
ICMPV6

DISCARD

Note: The protocol field may not show the selected option, but the selected option will be considered.

IP Address Management

In this section you can view the public address assigned to your T1 Edge Gateway service, as well as
the DNS configuration

1. Within the dashboard of the T1 Edge Gateway, select the option "IP Assignments", inside you

can view the range or public IP addresses assigned to your T1 Edge Gateway, and the services
to which the address is linked



Networking Libraries Administr

< GW-10-06-US1138177P1368671 OPEN IN VDC CONTEXT  DELETE  INCREASE SCOPE

L2 VPN

Allocated IPs

Load Balancer

IP Range IP Block
37 .31 38.57.31.134 29/26
IPs Used
o IP Used 0\ Usage

L2_WPN
IPsec_VPN

SNA

2. If you require additional public IP addresses, click on the top menu in the "Libraries" section and
select the "Service Libraries" option from the submenu

Important: Each T1 Edge Gateway includes a public IP address. Additional public addresses have an
additional cost

3. Inthe "Add Public IP Address" box click the "Execute" button

Administration

cloud Embratel da N Libraries

Service Library

[ Content Libraries Searc Currently showing: All results

vApp Templates
Add Edge Gateway Add Public IP Address Add User
Media & Other
Ca‘alws MNetworking MNetworking & UVse Management
[ Services Monthly fees apply Monthly fees apply Create new user

Service Library

Custom Entity Definitions

EXECUTE EXECUTE



4. The following screen will be displayed where you will have to enter the following information.
When finished click the "Run" button

ltem Description

Edge GW Identify the T1 Edge Gateway service to which
you want to assign public IP addressing

Quantity Enter the number of public IP addresses to be
purchased

Edge GW D

]

DNS Configuration
In this section, you can configure the DNS settings that the Edge will use for name resolution.

Important: The Domain service is not included in the T1 Edge Gateway service. If you do not have a specific
DNS, keep the configuration defined by default

To configure the DNS, follow the following process

1. Within the T1 Edge Gateway panel, select the "DNS" option, click the "Edit" button



cloud Embratel )a ters App 5 MNetworking Libraries Administration

Edge Gateways

s GW-I0-06-USTI38177P1368671 ortn i voe coNTexT  DELETE  INCREASE SCOPE
- DMNS Forwarder
Load Balancer e
ttings Listener IP ()

v Default Zone

The following screen will be displayed where you will have to enter the following information.
When finished, click the save button

[tem Description

State Enable/Disable service
Use default value Enable/Disable Default IP
IP address DNS listener IP address

Upstream servers DNS rule name



Edit DNS X

State »

Default Zone

Name *

Upstream Servers *

DISCARD

Purchase of an additional T1 Edge Gateway

Important: The T1 Edge Gateway service can manage the networks of more than one Virtual Data Center
in the same compute region.

1. If you require a T1 Edge Gateway, click on the top menu in the "Libraries" section and select the
"Service Libraries" option in the submenu

Important: Each T1 Edge Gateway includes a public IP address. Additional public addressing has an
additional cost

2. In the "Add Edge Gateway" box click the "Execute" button

Monitor

cloud Embratel Jata Centers Applications Libraries

Service Library

[y Content Libraries Search Currently showing: All results
vApp Templates
Add Edge Gateway Add Public IP Address Add User
Media & Other
Cﬂ‘alogs ‘4-:-?.‘-Q'k."g \ Networking ] - User Management
[k Services Monthly fees apply Monthly fees apply Create new user

Service Library

Custom Entity Definitions EXECUTE EXECUTE

3. The following screen will be displayed where you will have to enter the following information.
When finished, click the "Finish" button

ltem Description



DataCenter Data center where the new Edge Gateway will
be deployed

WAN Access Connectivity type, you can select Internet or an
MPLS hybrid connection

CIDR Private network segment

LAN Name Name to be assigned to this network

ARBUEOIP-USN3B177P1376055

Internet

CIDR 50.50.50.0/24

LAN Name Internet




6. Virtual Machines
In Enterprise Claro Cloud you will find two different methods for deploying virtual machines,

provisioning through our Public Catalog or from a custom image (Private Catalog)

To access the virtual infrastructure management panel follow the following process

1. Click on the top menu to the "Data Center" option.

cloud Embeatel Data Centers Applications — Libraries Administration Aorito More ( Adr Estivil

2. Select the Data Center where you need to create virtual machines, click the box.

Note: To identify the purchased data center, consider the following nomenclature

USMIAQ1P-US1134362P1349404

7 re i

Compute Region Cloud Account’ID Data Center Type Subscription ID




cloud Embraf;f Data Centers Applications king br Administration

Virtual Data Center

Environment Running Applications
@ sites: 1 & Organizations: 1 ¢ Virtual Data Centers: 36 @ VMs: 55 5 vApps: 8

O USMIAOTIP-UST134362A1349477
& USN134362, @ Claro Cloud

Applications CPU Memory Storage

o

) 7 GHz 8GB 270 GB
30fa \ AN

Funning e 80 GHz allocated 100 GE allocated 400 GB allocated

3. The following screen will be displayed, where you can deploy your virtual machines

cloud Embratel Data Centers tions Networking Administration Monitor More
Al Virtual data centers  Site: Claro Cloud | Organization: USH134362 | Data center: USMIAOIP-US1134362A1349477
Virtual Machines

e G Find by: Name ADVANCED FILTERING Sort by: Creation Date . 88

VAppS

4 Virtual Machines | Expired: No x| Clear all filters
Virtual Machines
. I Multiselect
Affinity Rules NEW VM
Scale Groups
5 SQLI9VPN reddcvi winvpn Testpriv2
© Networking N priv
don

Networks nsole

Edges
& storage

Named Disks

=
3 .
e 8 g B. =
. 4 1 ne@e 208
@ settings 5
BAD: BAD: BADGES. BADGES
Kubernetes Policies
ACTIONS v DETAILS ACTIONS v DETAILS ACTIONS v DETAILS ACTIONS v DETAILS

Create a Virtual Machine from the Public Catalog

In this section you will see the process to be able to deploy a virtual machine from the Enterprise
Claro Cloud public catalog

It is important to know that you will be able to find the following catalogs by default
ltem Description

VM-Catalog Includes available operating systems.



App-Cat Includes templates for deploying apps through
App LaunchPad.

K8s-Catalog Includes Kubernetes cluster deployment
templates.

Important: All catalogs have a country-defined nomenclature. For example, United States: USMIAO1P

Operating systems available in the VM-Catalog:

e  Windows Server 2012 Standard R2

e  Windows Server 2016 Standard R2

e  Windows Server 2019

e  Windows Server 2012 Standard R2 + SQL ST 2012
e  Windows Server 2016 Standard R2 + SQL ST 2017
e  Windows Server 2019 + SQL ST 2019

e RedHat7

e RedHat8

e RedHat Load Balancer

e RedHat for SAP HANA

e SUSE Enterprise Server 15

e SUSE Enterprise Server 12 for SAP HANA

e Debian Standard 10

e C(CentOS7

e C(CentOS8

e Ubuntu Server 16.04 LTS

e Ubuntu Server 18.04 LTS

e Ubuntu Server 20.04 LTS

e VeloCloud

Note: It is important to validate the Claro Cloud region where the data center is located in order to deploy
the catalog templates corresponding to that same region.

This definition can be found in the data center nomenclature and templates as shown in the example
below

cloud Embratel Data Centers Applications Networking Libraries Administration Monitor More v

< Al virtual data centers te: Claro Cloud
I

a center: USMIADIP-US1134362A1349477




1. In the Datacenter menu, select Virtual Data Center, click the check box

cloud Embrar;f Data Centers Applications Networking Libraries Administration Monitor
Virtual Data Center
Environment Running Applications
©® sites: 1 & Organizations: 1 ¢ Virtual Data Centers: 36 @ VMs: 55 5 vApps: 8

O USMIAQTIP-UST34362A1349477
@ USN34362, @ Claro Cloud

Applications CPU Memory

7 GHz

3of4

o

Z allocated

GB allocated

2. Within the Data Center panel, select the "Virtual Machines" option in the left panel and then
click on "New Virtual Machine".



cloud Embratel Data Centers

< All virtual data centers Site: Claro Cloud | Organization: US1134362

Virtual Machines
il Compute Find by Name

VAPRS

Data center: USMIAOIP-US1134362A1349477

ADVANCED FILTERING

4 Virtual Machines | Expired: No % | Clear all filters

Virtual Machines

Affinity Rules

Scale Groups
- SQL19VPN
® Networking
Powered an
Networks VM Console

Edges
g .

E storage acmin.ust

Microsoft Windows Server 201

@

Named Disks
Storage Policies
@ Settings
EBADGES

Kubernetes Policies

ACTIONS ¥ DETAILS

reddcvi

Powered on

ACTIONS v

winvpn

Powered on
VM Console

adminus!

Microsoft Windows Server 201

@ E] fox] @
< cPUS Memory s
268

BADGES BADGES

DETAILS ACTIONS v DETAILS

3. The following screen will be displayed where you will have to enter the following information. At

the end of clicking on "OK" button
ltem
Name
Computer Name

Description (Optional)

New VM

Description

Mame * redhat

Computer Name * redhat

Description
Virtual machine name
Name that will appear within operating system

Description of the virtual machine. Itis
recommended to fill this field with something
descriptive for documentation purposes.




4. Select the "From Template" option to upload the catalog of available virtual machines.

New VM X
Name * Ree Hat Hl -
Computer Name * Redhat I
Description Description

Type New

© From Template

Power on

5. Select the Power on option if you require the virtual machine to power on automatically after
creation.

Power on

6. In the Templates section you can find the different operating system images available in the
Enterprise Claro Cloud catalog for all regions where you have hosted data centers.

New VM X

Templates

All VM templates

All VM templates
General purpose VM templates

-

VvGPU enabled VM templates vApp Name Catalog os Compute

WINHOWS 2019 WINUOWS ZUTY SEnaara CLSCLUTF-VVFCAtaiog MICTOSOTT WINQOWS SETVET ZUTY (040 cPu
Memory

Windows2019 ‘Windows 2019 Standard COBOGO1P-VM-Catal... Microsoft Windows Server 2019 (64-b. cPU
Memory

VeloCloud-Edge VeloCloud Edge DOSDQOIP-VM-Catal Other 3 x or later Linux (64-bit) cpU
Memory

VeloCloud-Edge VeloCloud Edge USMIAQIP-VM-Catalog Other 3.x or later Linux (64-bit) cpU
Memory

7. In the Storage section, SSDPremium will load by default.



Storage

Storage Policy

S50DPremium (VDC Default)

8. By default, the placement policy will be preloaded, in the computing region where the virtual
machine will be provisioned and indicated

Compute

Placement Policy

Q USMIADTP-VM I v

Virtual CPUs
Cores per socket
Number of sockets

Memory

Important: If you select a template from a region other than the datacenter, the following alert will appear:
The selected virtual machine template is labeled with the "DOSDQO1P-VM" policy, which is not valid for this
VDC. Select another template.

10. Set the size policy, where you can choose from the following options:

Preconfigured templates:

Templates
gp-xsmall-01
gp.small-01
gp.small-02
gp.medium-01
gp-medium-02
gp-medium-03
gp.medium-04
gp.large-01
gp.large-02
gp-xlarge-01
gp-xlarge-02

vCPU RAM (GB)
1 1

2 4

2 8

4 8

4 16
8 16
8 32
16 32
16 64
32 9%
32 128

Custom template — You will be able to define the size in a custom way

Resource
vCPU
RAM (GB)

Limit
1-128
1-2048



Compute @
Placement Policy
Sizing Policy
Virtual CPUs
Cores per socket
Number of sockets
Memory

NICs

CANCEL

Important: By default, a base disk is added to each virtual machine, which will be used to install the

Operating System

20 GB for Linux Operating Systems and 50 GB for Windows Operating Systems

11. In the NICs section, you will be able to enter the settings for the virtual machine's network

card(s).
ltem
Primary NIC
NIC
Connected

Network adapter type

Net

IP Mode

IP address

MAC Address

Description

Select the primary NIC of the virtual machine.
Order of the NIC on the virtual machine.

NIC status (Connected/Disconnected).

Adapter type in the virtual machine

E100E / SRIOVETHERNETCARD / VMXNET3
(Recommended)

The network to which the NIC will connect.
For the generation of a new network, see the
section How to configure networks in Claro
Cloud

Mechanism for IP assignment

None / DHCP / Static — IP Address Pool
(Recommended) / Manual Static

IP address of the network adapter

The physical address of the network adapter.
Loads automatically



NICs

Primary NIC NIC Connected Network Adapter Type Network IP Mode IP Address MAC Address

Q
-] WMXNET3 None None 00:50:56:01:32 i

Important: We recommend that you configure at least one NIC in the virtual machine provisioning process.

Otherwise, the configuration can be done, but it is necessary to finish it at the operating system level
manually

12. Click "OK" to finish deploying the virtual machine. This may take a few minutes; you will be able
to see the progress on the taskbar.

Recent Tasks

Task Status Type

‘ Composing Virtual Application SQL-Prod-01-adf632al-3ddb-41bb-87¢7-911e403a61a7(a458h9d9-ac37-404c-9eb1-822130026882) | 1% @ vapp

13. When the process is finished, you will find the virtual machine available on the "Virtual
Machines" menu

cloud Embratel Data Centers

All Virtual data centers Site: Claro Cloud | Organization: US1138177 | Data center: USMIAOTP-US1138177P1368671

~

B (s Virtual Machines
VvApps
ADVANCED FILTERING
Virtual Machines Find by: Neme
Affinity Rules 7 Virtual Machines  Expired: No x = Clear all filters
© Networking
NEW VM
Networks
Edges Ubuntu20 SQL2019
& Storage Powered off

Named Disks

s @
07:05:32 PM

oy
admin.us138177

oV
admin.usT138177

Storage Policies

. vApp Test_VCD10_3 vApp Test_VCD10_3
{& Settings
0s Ubuntu Linux (64-bit) 0s Microsoft Windows Server 201
Kubernetes Policies & o
g 8 = @ g B = @
CPUs Storage Memory Networks CPUs Storage Memory MNetworks
3 52GB(@ 26GB o) 4 204GB(@M 4GB [0}
BADGES BADGES

14. To enter the virtual machine, click on "Actions" within the virtual machine box, select "Virtual
Machine Console" and then "Launch Web Console".



cloud Embratel Data Centers

a ud 01P-US1138177P1368671
it Compute Virtual Mak=== — - l

vApps

. Find by: Name nstall VMware Tool
Virtual Machines L

Affinity Rules 7 Virtual Machines
& Networking
Networks
Edges
& Storage
Named Disks

Storage Policies
& Settings

Kubernetes Policies

ACTIONS DETAILS ACTIONS

15. The following console will be deployed through which it is possible to access the virtual
machine:

SQL-Prod-01

O @ ved.darocloud.com/tenant/us 362/wmks-console/index.html

SQL-Prod-01 FULL SCREEN

16. You can also enter your virtual machine through a remote console, which will require you to
install an application, which you can download in the "Virtual machine console" option and then
in "Download VM Remote Console"



cloud Embratel

VM Console

Virtual Mal=—= g |
vApps
Virtual Machines Find by: Name nstall VMware Tools I Downloac VMR e I
Affinity Rules 7 Virtual Machines
& Networking
NEW VM
Networks v = e
Edges Fowereden
E Storage
Named Disks [
Storage Policies
@ settings o B8 = @ G 8
Kubernetes Policies ‘.H;:; : . ' 7‘ " ) . 8 omB - ,.,
e ‘ : BADGES
ACTIONS DETAILS ACTIONS

Clicking will open an alternate web page where you can download the application suitable to your
computer's operating system

Downloads

File Information
5% VMware Remote Console 12.0.0 for Windows
File size: 84.32 MB

File type: zip

,’_\ VMware Remote Console 12.0.0 for Linux
File size: 65.19 MB
File type: sh

.’ VMware Remate Console 12.0.0 for Mac (macQS 10.15 and later) is available in App Store

17. At the completion of the download, return to the Enterprise Claro Cloud control panel, click
"Actions" within the virtual machine box, select "Virtual Machine Console" and then "Launch
Remote Console".



Embratel

Data Centers

it Compute
vApps
Virtual Machines
Affinity Rules
Networking
Networks
Edges

& Storage
Named Disks
Storage Policies

@ Settings

Kubernetes Policies

o
A
VMRC ~ S O

Snapshot

VM Console

Virtual Ma

Find by: Name
7 Virtual Machines
NEW VM

Powered on

-]

ACTIONS w

Me

nstall VMware Tools

Wed 23:49

CDA-DOSDQ)

-ARBUE)

?
| Launch

I Launch Remc

nload VM Remote

Console l

»
o) o
B 0 MB 22)
7,
DETAILS ACTIONS ¥

&) O~



Create a Virtual Machine from a custom image
To be able to create a virtual machine with this option you must create the private catalog
beforehand, see the Section Creating Private Catalog

1. Perform the first 5 steps just like in the Virtual Machine Creation process from the Public

Catalog.
2. Select in the "Type" field the "New" option

© nNew

From Template

Power on

3. The following options will be displayed:
ltem Description

OS Family Choose the operating system family to which
the image to be deployed belongs

Operating system Specify the operating system version to deploy.
For Linuy, if the desired option does not exist,
select Other Linux

Boot image Select the ISO image that has previously been
uploaded to the catalog

4. Continue from step 9 of the virtual machine creation process from the public catalog

First access to a virtual machine
To access for the first time, a default password is generated, which you can find through the
following steps:

1. Select the virtual machine and click Details.



cloud Embratel Data Centers

< Allvirtual data centers Site: Claro Cloud | Organization: US1134362 | Data ce

Virtual Machines

Compute Find by: Name
VApps

. . 1Virtual Machines | Expired: No x| Clear all filters
Virtual Machines

Affinity Rules

Scale Groups
. redhat
Networking
Powered on
Networks WM Consale

Lease Mever Suspend
Created On 08/16/202
Cwner admin.us1134362

A

Edges

Storage

Named Disks Red Hat Enterprise Linux 8 (4.

<]

Storage Policies Vierory Cnorke
Settings

o BADGES
Kubernetes Policies

ACTIONS ~ DETAILS

Go to Guest OS Customization and click Edit

-
o) redhat POWER OFF LAUNCH WEB CONSOLE LAUNCH REMOTE CONSOLE  ALL ACTIONS ~
Powered on

General
Hardware
v General
Removable Media
Hard Disks Enable guest customization Enabled
Compute
Change SID Disabled
NICs
~ P Reset
Guest OS
Customization Allow local administrator password Enabled
Guest Properties Require Administrator to change password on first login Enabled
Monitoring Chart Auto generate password Enabled
Number of times to log on automaticall 0
Sharing o v
~ Join Domain
Metadata
Enable this VM to join a domain Disabled
Monitor
Tasks Override organization's domain Enabled
Events
~ Script

Script file -




3. The default password is located in the Specify Password field

Edit Guest Properties X

General

Enable guest customization

ered on. The following
=d: Change SID
Guest Propert

Password Reset

Allow local administrator password
Require Administrator to change password on first login

Auto generate password

Specify password TobfF

Important: It is advisable not to clear this password manually. At the time of first entering the virtual
machine, the operating system will request the password change.

Edit properties of a virtual machine
In this section you can view the main features of your virtual machines such as hostname,
description, and other properties of a virtual machine.

To change certain properties as an operating system, the virtual machine will be required to be
powered off.

1. In the Datacenter pane, click Virtual Datacenter, and from the menu on the left select Virtual
Machines

2. Select the virtual machine to edit and then Details



cloud Embratel

All virtual data centers

Virtual Machines
Affinity Rules
Scale Groups
Networking
Networks

Edges

Storage Policies
Settings

Kubernetes Policies

Data Centers

Site: Claro Cloud | Organization: US1134362 | Datace

Virtual Machines

Find by: Name

1 Virtual Machines Expired: No X Clear all filters

redhat

Powered on
WM Console

admin us1134362

Red Hat Enterprise Linux 8 (64

BADGES

ACTIONS ~ DETAILS

3. The following options described below will appear:

@ redhat

Powered on

General

Hardware
Removable Media
Hard Disks
Compute
NICs

Guest OS
Customization

Guest Properties
Monitoring Chart
Sharing
Metadata

Monitor
Tasks
Events

Item

General

Hardware

POWER OFF LAUNCH WEB CONSOLE LAUNCH REMOTE CONSOLE ALL ACTIONS ~

EDIT

Name

State

Computer Name

Description

Operating System

Boot Delay

Storage Palicy

Virtual Data Center

Owner

VMware Tools

Virtual Hardware Version

Enter BIOS Setup

redhat

Powered on

redhat

Red Hat Enterprise Linux 8 (64-bit)

(]

SSDPremium

COBOGOIP-US1134362A1350494

admin us1134362

10358

Hardware Version 18

Disabled

Description

Properties such as virtual machine name and

operating system family

Properties of compute, storage, and network

resources



Guest OS Customization Configurations about the operating system
such as SID, passwords, domains, use of boot

scripts
Monitoring chart Disk, CPU, and memory usage metrics
Metadata Additional tag-based information about the
virtual machine
Tasks Tasks performed on the platform, states,
initiator, start and end time, among others
Events Important events about the platform

Configuring Hard Drives
In this section, you can access disk configuration, expand disks, and add new disks to the virtual
machine.

Increasing the capacity of a hard disk

1. Within the panel of a virtual machine, select in the submenu the option "Hard Disks" and click
on "Edit"

-
oy redhat POWER OFF LAUNCH WEB CONSOLE LAUNCH REMOT
Powered on

General VM Storage Policy

Hardware

edia EDIT
Hard Disks
ompuUte Index MName Shared Size

NICs

o] - No

]
o
o3}

Guest OS
Customization

Guest Properties

Monitoring Chart

2. The following screen will be displayed where you can increase the capacity of your hard drives



Edit Hard Disks for redhat X

A\ Some hard drive properties cannot be modified while the virtual machine is powered on

ADD
Index Name Shared Size Policy 10PS Bus Type Bus Number Unit Number
o] - No 20 GB VM default p Not Applicable Paravirtua 0 o] I}
| DISCARD |
[ Important: It is not possible to decrease the capacity of a hard disk. ]

Create a new Hard Drive

1. Within the panel of a virtual machine, select in the submenu the option "Hard Disks" and click
on "Edit"

Claro Cloud tion: USN38177 ISMIAOTP-USH381T7
ANVADDS > edklestapp >
@ edk-test-lin POWER OFF  LAUNCH WEB CONSOLE  LAUNCH REMOTE CONSOLE  ALL ACTIONS v
Powered on
Virtual Machines a
General

VM Storage Policy

Affinity Rules

_ Security Tags
= Heentns -
Hardware

Networks -
Edges -Hard Disks dex Name Shared size Palicy ors Bus Type fus Humer i e
AP : = § e 10 GB VM default policy 3 Paravirtual (SCS: c
Named Disks
Guest OS5
Storage Policies Customization

2. The following screen will be displayed, click on "Add"

Edit Hard Disks for edk-test-lin X

A Some hard drive properties cannot be modified while the virtual machine is powered on

Index Name Shared Size Policy 10PS Bus Type Bus Number Unit Number

o - No 10 GB VM def Not Applicable (o] o]

DISCARD SAVE



3. Enter the information for the new hard drive. When finished, click "Save"

Edit Hard Disks for edk-test-lin X
A Some hard drive properties cannot be modified while the virtual machine is powered on
ADD
Index Name Shared Size Policy 10PS Bus Type Bus Number Unit Number
No 10 GB VM def Mot Applicable

»

DISCARD SAVE

Important: For Windows Operating Systems it is necessary to choose in the Bus Type the option
"Paravirtual".

All hard disks at the time of attachment to the virtual machine are added unformatted so it is the
customer's responsibility to format them and mount them to the appropriate partition

Configuring Separate Hard Drives

Enterprise Claro Cloud allows you to create virtual disks independent of virtual machines, which can
be used to increase the capacity of one or multiple virtual machines. The activation of this
functionality can be requested through Claro Technical Support.

Note: Like hard disks associated with virtual machines, independent drives are created unformatted, so it
is the customer's responsibility to give them the required format and mount them to the partition of their
preference to be used in virtual machines

If you attach a named disk, you cannot take VM snapshots. If a shared disk is connected to a virtual
machine, you cannot edit its hard disk settings from the virtual machine's details view.

If your organization's VDC has a storage policy with virtual machine encryption enabled, you can
encrypt virtual machines and disks by associating them with storage policies that have virtual
machine encryption capability.

Creating a separate disk

1. Verify that you have the appropriate administrator permissions to perform these tasks.
Otherwise, they can be requested from Claro Technical Support through your Administrator.



2. In the main menu select "Data Center", then in the menu on the left, select "Named Disks", click
"New"

cloud Embratel Data Centers

¢ AllVirtual data centers Site: Claro Cloud | Organization: US1134362 | Data center: USMIAQIP-UST

Named Disks

iii Compute

vApps

> Name T Status Shareable
Virtual Machines

Affinity Rules

Scale Groups
& Networking

Networks

Edges

E Storage

Named Disks
Storage Policies
& Settings

Kubernetes Policies

3. The following screen will be displayed where you will have to enter the following information.
When finished click the "Save" button

ltem Description

Name Disk name

Description Disc description

Storage Policy Disk storage policy

Disk size Disk capacity, can be specified in MB/GB
Bus type Selecting bus to use SCSI (Recommended) /

IDE / SATA / NVME

Bus subtype Bus Subtype Parallel Buslogic SCSI Controller /
Parallel LSI Logic SCSI Controller
(Recommended) / LSI Logic SAS SCSI Controller
/ Paravirtual SCSI Controller (Recommended for
Windows)

Shareable When this option is selected the disk is allowed
to be associated with more than one virtual
machine



Create Named Disk X

Name * DE Disk

Description Shared Backup Disk

Storage Policy * SSDPremium N
1oPS lot Applicable

Size of Disk * 500 MB

Bus Type * SCS!

Bus Sub-Type * LSI Logic Parallel SCSI controller

Shareable

4. At the end of the creation process, select the created disk and click on the "Connect" button

cloud Embratel Data Centers

€ Allvirtual data centers  Site: Claro Cloud | Organization: US1134362 | Data center: USMIAOIP-USTI34362A1349477

Named Disks

NEW EDIT  CHANGE OWNER DELETE | ATTACH

Name T Status Shareable Bus Type Size of Disk Storage Policy Owmer Atached VM Count

Virtual Machines
DB Disk Yes LSl Logic Parallel (SCSI) 500 MB SSDPremium faviol o
Affinity Rules E =) @ 8 &

5. The following screen will open where you can select the virtual machine to which you will be
presented with the hard disk

Attach Named Disk

A\ VMs that are expired, busy, or in a unsupported state are not shown.

Virtual Machine Select a virtual machine... A

tainer Name
reddcvl reddcvl-d37ed336-15e7-4044-a676-c8d7ci8b7dbe
@ SQL19VPN SQL19VPN-1af94b9f-991f-4863-a336-5a=16c4e5ad2

Testpriv2 Testpriv2-9231ce24-718e-4b86-3edf-400fcbf36fca

winvpn winvpn-4ab72697-6947-4124-8d23-252212b3ebc2

>

1- 4 of 4 virtual machine(s)

Note: If you enable "shareable" check in step 3, you can connect more machines to the disk, repeating step
4 and 5.




6. If you need to disconnect a separate disk from a virtual machine, select the disk and click
"Detach”

NEW CHANGE OWNER ATTACH DETACH

Name T Status Shareable Bus Type Size of Disk Storage Policy

@ Yes LSl Logic Parallel (SCSI) 500 MB E SSDPremium

7. The following screen will open where you can select the virtual machine to which the hard disk
will be disconnected, click on "OK" to finish the process

Detach confirmation

The named disk will be removed from the set of disks of the selected VM. The

WM will not be able to read or write from this disk.

Are you sure that you want to detach "DB Disk" from VM "SQLI9VPN"?

CANCEL

Resize an independent disk
Once the disk is created, you can modify its name, description, storage policy, and size. Consider

that making any changes to the disk requires that it not be associated with any virtual machine.

1. In the main menu click on "Data Center", in the left menu select "Named Disks"



cloud Embratel Data Centers

< Al virtual data centers Site: Claro Cloud Organization: US1134362

Named Disks

Compute

VAppS

Virtual Machines

Affinity Rules

Scale Groups

@ Networking
Networks
Edges

& storage
Named Disks
Storage Policies

& Settings

Kubernetes Policies

Select the disk and click Edit

CHANGE OWNER

Status

@

vata center: USMIAOIP-USN34362A1349477

DELETE

Shareable

Yes

ATTACH

Bus Type

LS| Logic Parallel (SCSI)




cloud Embratel Data Centers

< Al virtual data centers Site: Claro Cloud Organization: US1134362 | Data center: USMIAOIP-UST134362A1349477

Named Disks

Compute

CHANGE OWNER DELETE ATTACH

VAppS

. . Status Shareable Bus Type
Virtual Machines

. es LS| Logic Parallel (SCSI)
Affinity Rules ©

Scale Groups

@ Networking
Networks
Edges

& storage
Named Disks
Storage Policies

i Settings

Kubernetes Policies

3. The next screen will open where you can modify the disk parameters. At the end of clicking on

" "
Save

Edit Named Disk X
Name * DB Disk

Description Shared Backup Disk

Storage Policy * SSDPremium v
1OPS o]

Size of Disk * 500 MB

Bus Type SCsI

Bus Sub-Type LSI Logic Parallel SCSI controller

Shareable Yes

DISCARD

Changing the capacity of a virtual machine



1. Within the panel of a virtual machine, select the "Compute" option in the submenu and click
"Edit" in the first table.

-
@ SQL1I9VEN POWER OFF LAUNCH WEB CONSOLE LAUNCH REMOTE CONSOLE  ALL ACTIONS v
Powered on
o -
Hardware
Placement Policy USMIAQTP-VM

Removable Media
Hard Disks Sizing Policy

Compute

2. The following screen will be displayed, where you can choose the new size of your virtual
machine

Edit Compute Policies

Placement Policy Q USMIAOTR-VM

Sizing Policy (), None

System Default

USMIAOTP-

US1134362A1349477 AllocationPool-
DefaultPolicy @

In case of choosing the "gp.custom” option, you can configure the size of your vCPU and RAM in a
personalized way. Follow these steps

CPU configuration of a virtual machine:

1. Within the Compute section, select Edit in the CPU section.



@ SQLIOVPN  rowes POWER OFF LAUNCH WEB CONSOLE  LAUNCH REMOTE CONSOLE  ALL ACTIONS v

Powered on
General
EDIT
Hardware
Placement Policy USMIAQIP-VM
Removable Media
Hard Disks Sizing Policy
Compute
CPU
Guest OS v
Customization Number of virtual CPUs 4
Guest Properties Cores per socket 2
Monitering Chart Number of sockets 2
Sharing Virtual CPU hot add Enabled
Metadata Expose hardware-assisted CPU virtualization to guest OS Disabled
Monitor EDIT
Tasks
v Memory
Events
Memory 4GB
Memory hot add Enabled

2. Modify the required parameters and CPU distribution by sockets. At the end, click on "Save" to
finish the configuration.

Edit CPU Details e

Virtual CPUs 4 v
Cores per socket 2 ~
Virtual CPU hot add O
Expose hardware- C’

assisted CPU
wvirtualization to guest
0s

DISCARD SAVE

To modify the memory settings of a virtual machine:

1. Within the Compute section, select Edit in the Memory section.



@ SQLI9VPN

POWER OFF LAUNCH WEB CONSOLE

LAUNCH REMOTE CONSOLE ALL ACTIONS ~

Powered on
General
EDIT
Hardware
Placement Policy USMIAOIP-VM
Removable Media
Hard Disks Sizing Policy
Compute
NICs EDIT
Guest 05 v e
Customization Number of virtual CPUs 4
Guest Properties Cores per socket 2
Monitoring Chart Number of sockets 2
Sharing Virtual CPU hot add Enabled
Metadata Expose hardware-assisted CPU virtualization to guest OS Disabled
MOMitor
Tasks
~ Memory
Events
Memory 4 GB
Memory hot add Enabled

2. Allocate the required memory for the virtual machine. At the end, click on "Save" to finish the
configuration.

Edit Memory Details X
Memory 4 s GB
Memory hot add ()

DISCARD SAVE

4 )

Important:

. By default, virtual machines have the Hot Add parameter active, which allows for hot adding of
CPU and hot Memory resources from 4 vCPUs.

. For virtual machines smaller than 4 vCPUs or 4 GB of memory, you must shut down the virtual
machine if you need to increment/decrease resources.

° For data centers with on-demand schemes, you can increase/decrease virtual machine
capacity through predefined capacity templates or through custom sizes.

. For data centers with Resource Pool schemes, it is possible to increase/decrease the capacity




Configuring NICs
In this section you can modify the settings of the network cards assigned to the virtual machine.

1. Within the panel of a virtual machine, select the "NIC" option in the submenu and click "Edit" in
the first table.

=
] SOL19VPN POWER OFF LAUNCH WEB CONSOLE LAUNCH REMOTE CONSOLE ALL ACTIONS ~
Powered on
General
Hardware Primary NIC NIC Connected Network Adapter Type Network IP Mode
Removable Media
Hard Disks Yes Q0 O WMXNET3 L2VPN Static - IP Poo!

Compute

2. The following screen will appear where you can add a new NIC or modify an existing one:

Edit NICs for "SQLISVPN" X
@ Guest customization may be required to run for the NIC changes to take effect.
NEW
NIC Primary NIC Connected Adapter Type Network IP Mode P External IP MAC
':::' s} VMXNET2 L2VPN ~ Static - IPF « 192.168.80.2 - 001

1NIC(s)

DISCARD SAVE

3. Select the NIC to configure or click "New" to add a new NIC.



Edit NICs for "SQL19VPN" X
| @ Guest customization may be required to run for the NIC changes to take effect
| NEW I
NIC Primary NIC IP Mode P External IP MAC
] Static - 1P F 92.168.80.2 - 00

| DISCARD | SAVE

4. Enter the following data to perform the NIC configuration. At the end, click "Save"

Item
Primary NIC
Connected

Network adapter type

Network

IP Mode

IP address

MAC Address

Description
Select the primary NIC of the virtual machine.
NIC status (Connected/Disconnected).

Adapter type in the virtual machine
E100E / SRIOVETHERNETCARD / VMXNET3

(Recommended)

The network to which the NIC will connect.
For the generation of a new network, see the
section How to configure networks in Claro
Cloud

Mechanism for IP assignment
None / DHCP / Static — IP Address Pool
(Recommended) / Manual Static

IP address of the network adapter

Physical address of the network adapter




Edit NICs for "SQL19VPN" X

@ Guest customization may be required to run for the NIC changes to take effect

NEW DELETE
NIC Primary NIC Connected Adapter Type Network IP Mode P External IP M
[ - B O E1000E v None “ None v -
I o VMXNET3 L2VPN Static - P~ 192.168.80.2 - |

>

2 NIC(s)

DISCARD SAVE

Note: In the event that the NIC at the Operating System level is not active, repeat step 1 and 2 by
deselecting the "Connected" check and clicking "Save". Repeat step 1 and 2 but now enable the
"Connected" check and click "Save"

Guest OS Customization

In this section you can configure basic operating system options, such as default generation of a
password or forced assignment of a new password.

Reset the default password:

1. Within the control panel of a virtual machine, select the "Guest OS customization" option, click

n Ed it"
[
@ SQL19VPN POWER OFF LAUNCH WEB CONSOLE  LAUNCH REMOTE CONSOLE  ALL ACTIONS v
Powered on
General
EDIT
Hardware
v General
Removable Media
Hard Disks Enable guest customization Enabled
Compute
Change SID Enabled
NICs
~ Password Reset
Guest OS
Customization Allow local administrator password Enabled
Guest Properties Require Administrator to change password on first login Enabled
Monitoring Chart Auto generate password Enabled
Number of times to log on automaticall o]
Sharing < o
v Join Domain
Metadata
Enable this VM to join a domain Disabled
Monitor
Tasks Override organization's domain Enabled
Events
v Script

Script file




2. The next screen will open, disable the check "Generate password automatically” and click "Save"

Edit Guest Properties X

General

Enable guest customization

The computer name and netwark s d to its Guest OS when the VM is powered on. The following
and Force Recu: rformed: Change SID.

23
ion should not be enabled If the VM uses Guest Properties for

vill run S

v rep to change Windows SID. On Wind
uisite for comple:

@ domain join

ws NT, VMware Cloud Director uses Sidgen

Password Reset

Allow local administrator password
Require Administrator to change password on first login

Auto generate password

Specify password %70Gah3!

Number of times to log on o
automatically

Value of O will disable automatic log on as administrator.

Join Domain

\:\ Enable this VM to join a domain

() Use organization's domain

© Override organization's domain

Domain Name

Username

Password

3. Edit the Guest OS Customization again, and enable the "Generate password automatically"
check, click "Save".



Edit Guest Properties X

General

Enable guest customization

The computer name and network settings configured for this VM are applied to its Guest OS when the VM is powered on. The following
settings are only applied the 1st time the VM is powered on or if *Power on and Force Recustomization” is performed: Change SID.
Password Reset, Join Domain and Customization Scriot. Guest customization should nat be enabled if the VM uses Guest Properties for
customization.

Change SID

Appilicable for Windows VMs and will run Sysprep to change Windows SID. On Windows NT, VMware Cloud Director uses Sidgen
RUNNINg Sysprep is & prerequisits for completing domain join

Password Reset

Allow local administrator password
Require Administrator to change password on first login

Auto generate password

Specify password %70Gah3!

Number of times to log on o
automatically

WValue of O will disable automatic log on as administrator.

Join Domain

("] Enable this VM to join a domain

Use organization's domain

© override organization’s domain

Domain Name

Username

Password

4. Shut down the virtual machine from the Power, Power Off option.

SQLI9VPN reddcvi win
Powered on Powered on Powere
WM Console WM Console VM Conf
Lease Mever Suspends (@ Lease Mever Suspends (@ Lease
Created On 08/06/2021, O150:03 PM Created On 07/29/2021, 023233 PM Creats
owner i et AR P admin.us1134362 Owiner
vApp - vApp
o5 Red Hat Enterprise Linux 8 (64... o5
>

= m
CPUs Stora| Renew Lease
4 154G

Snapshot >

VM Console > Shut Down Guest 05
ACTIONS ~ Media > Suspend

Reset
Install VMware Tools

5. Power on the virtual machine with the Power on, Force Recustomization option.



SQL19VPN reddcvil winvpn

Powered off Powered on Powered on
‘WM Console ‘WM Console

Lease MNever Marks as expired @ Lease MNever Suspends (@ Lease
Created On 08/06/2021, 01:50:03 PM Created On 07/29/2021, 02:3233PM Created On
Owiner - e e admin.us1134362 Owner
vhApp - vhApp

os Red Hat Enterprise Linux 8 (64 os
>

@ Power On

CPUs Stora Renew Lease

4 154G
Snapshot >
VM Console > -

ACTIONS ~ Media 5 ON
Upgrade Virtual Hardware Version o

Move

Copy

6. Within the control panel of a virtual machine, select again the option of "guest OS
customization”, click on "Edit", you will be able to display the new password of your virtual
machine

Edit Guest Properties X

General

Enable guest customization

The computer name and network settings configured for this VM are appiied to its Guest OS when the VM is powered on. The following
settings are only applied the 1t time the VM is powered on o if "Power on and Force Recustomization” is performed: Change SID.
Password Reset. Join Domain and Customization Script. Guest customizatien should not be enabled if the VM u
customization.

Guest Properties for

Change SID

Applicable for Windows VMs and will run Sysprep to change Windows SID. On Windows NT. VMware Cloud Director uses Sidgen
Running sysprep is a prerequisite for completing domain join

Password Reset

‘Allow local administrator password
Require Aministrator to change password on first login

Auto generate password

Specity password %70Gan3!

Number of times to log on o
automatically

WValue of O will disable automatic log on as administrator.

Join Domain

[ Enable this VM to join a domain

() Use organization's domain

@ override organization's domain

Domain Name

Username

Password




Delete a virtual machine

1. Shut down the virtual machine by clicking "Actions" / "Power" / "Power Off"

SQL-DEV-ENV SQL19VPN r

Powered on Powered on P

WM Console WM Console v

Lease Mever Suspends @ Lease MNever Suspends () Le]
Created On 0%/20/2021, 08:00:14 PM Created On 08/06/2021, 015003 PM Cri
Crwmer Fsiad Frsmes admin.us1134362

vApp - v
o5 Microsoft Windows Server 201.. o

>

=
CPUs stors  Renew Lease
2 91GE Power Off

Snapshot > {”j

VM Console > Shut Down Guest OS
ACTIONS v Media > Suspend

Reset

Install VvMware Tools

Testpriv2

Powered off

2. Once turned off, click "Actions" and then "Delete".



SQL-DEV-ENV SQL19VPN

Powered off Powered on
VM Cansole

Lease MNever Marks as expired @ Lease
Created On 09/20/2021. 08:00:14 PM Created On
Owner Frwial Framns
vApD
05

Power b4
£ 8
PUs Stora  Renew Lease Stora
2 9NGH 154 G|

Snapshot >

VM Console >
ACTIONS ~ Media y |
Testpriv2
Powered off

Move
Lease Copy
Created On
Owner Change Owner
vApp
o5 Share

=e

[—5 Create Template
CPUs Stora

1 4266 Convert to vApp

Edit Badges

""""""" | Delete @
e

3. Confirm the action by clicking Delete to finish the process.

Delete X

Deleting this virtual machine will deallocate all resources used by it. This
operation cannot be undone.

Delete 'SQL-DEV-ENV'?

CANCEL 1l DELETE

Important: If you try to delete a virtual machine that was connected to the network and has not been
explicitly associated with a vApp, you may receive the following error message:

The requested operation could not be executed on vApp <VM Name>. Stop the vApp and try again.

Perform steps 4 through 9




4. Select Actions on the virtual machine to delete and then the Convert to vApp option

SQLISVPN reddcvi
Powered on Powered on
VM Console VM Console
Lease Never Suspends @ Lease
Created On 08/06/2021, 0150:03 PM Created On
Ovmer i e 1420267 P
vApp
0s
Power >
=
cPUs storsl  Renew Lease s
4 1546 2
Snapshot >

VM Console >

Media ’

Install VMware Tools

Move

Copy

Change Owner

Share

Create Template

Convert to VApp

Edit Badges

5. Assign a name to identify the vApp and press Save.

Convert Standalone Virtual Machine X
Name * WMDevrrr
Description

This vaApp is created automatically on behalf

of the user.

DISCARD

6. In the vApps section of your Data Center, you will find the newly created vApp. Select
Actions for that vApp and then Power and Power Off.



NEW ~

vAPP-Dev-Team

Powered on
Lease Never Suspends @
Created On 08/20/2021, OB:11:52 PM
Cwner fawviol
VMs Manage
1 WM Consoles.
g8 = @
CPUs Storage Memoary MNetworks
1 9GB| -
Power >
Power Off
ACTIONS ¥ ReEnew Lease
Snapshot >
Stop
Download Reset
ove Suspend
Copy Discard suspended sta

Change Owner

Share

Add >

Create Template

Convert To VM

Edit Badges

Avallability (VCDA-DOSDQ) >

7. Press the OK button in the dialog box to confirm the action.

Confirm Power Off

Power Off vAPP-Dev-Team? Virtual machines within this vApp will be

CANCEL

powered off.

8. Select Actions again and then Delete.




vAPP-Dev-Team

Powered off

Lease Never Marks as expired @)
Created On 09/20/2021, 0B:1:52 PM
Cwmner faviol

VMs Manage

1

g B @= @

CPUs Storage Memary Networks
1 9GBy -
Power >
ACTIONS v Renew Lease
Snapshot >
Move
Copy

Change Owner

Share
Add >

Create Template

Convert To VM

Edit Badges

Delete @

vailability (

CDA-DOSDQ) >

9. Press Delete again in the dialog box to confirm the action and permanently remove the vApp
and its associated virtual machine from your organization.

Delete vApp X

This will delete vApp and removes it from your organization

Delete 'vAPP-Dev-Team'?

CANCEL 1l DELETE

Copy a virtual machine to a different vApp

You can copy one virtual machine to another vApp.
When a virtual machine is copied:

e The original virtual machine remains in the source vApp.
e Snapshots are not included.



Important: This operation can only be executed by the owner of the virtual machine or users with an
"Organization Administrator" profile

From the Datacenter menu, vApps, select the vApp where the virtual machine you want to copy
is located.

cloud Embratel Data Centers

¢ All virtual data centers Site: Claro Cloud | Organization: US1134362 | Data center: USMIAOIP-USN134362A1349477

vADPS

i:; Compute Find by: Name ADVANCED FILTERING

VApPS

7 2 Virtual Applications | Expired: Mo x| Clear all filters
Virtual Machines

Affinity Rules HEVES

Scale Groups

App02 App01
Networking

Resolved Powered off

Lease Mewer Marks as expired @ Lease Never Marks as expired @
Created On 09/20/2021, 08:18:21 PM Created On 09/20/2021, 08:18:01PM
Owiner faviol Owmer faviol

Networks

Edges

Manage VMs Manage

&= Storage

T

Named Disks - - L
Cl 3 CPUs Memory
Storage Policies : : - 168

Py - BADGES BADGES
{8 Settings

Kubernetes Policies ACTIONS v DETAILS ACTIONS ~ DETAILS

Click on the "Details" button and select the "Virtual Machines" option in the submenu. Click on
the three-dot button of the machine you want to copy and click "copy".



cloud Embratel Data Centers
< All virtual data centers Site: Claro Cloud Organization: US1134362 data center: USMIADIP-US1134362A1349477

All vApps > AppO1

Compute
g8 AppO1 RENEW LEASE  CHANGE OWNER

I Powered off
Virtual Machines

General Find by: Name ADVANCED FILTERING
Affinity Rules

irtual Machines 1 Virtual Machines
Scale Groups

© Networking Start and Stop Order

Networks Network Diagram Comeole

Edges Networks

vm1 Powered Newver Marks as expir]
& Storage Guest Properties

. Power
Named Disks. Sharing
Snapshot

Storage Policies Metadata
Setti VM Console

ings Monitor

Media

Kubernetes Policies Tasks

Events

Move

CoPY

Edit Badges

Delete

3. The next screen will open where you can select the target vApp, by clicking "Next"



Copy Virtual Machine vm1 Select Destination vApp X

1 Select Destination vApp A Snapshots of the virtual machines in this vApp are not included in the copy.

. c
| deme v | s Borea | v omer 1| Geateaon
N O ‘ TESTSGL Poweredon  No 1 adminusii343.  6/28/2112:00 P.
( :\ ‘ testpass Powered on No 2 admin.us1343.. 7/29/21, 950 AM
( i ) ‘ testgrafana Powered ... No 1 admin.us1343.. 7/29/21, 415 PM
( : ) ‘ test Powered on No n admin.us1343.. 8/4/21, 415 PM
O ‘ pruebad Poweredon  No 3 adminusT1343..  8/26/21,11:30 AM
O ‘ OpenVPN Poweredon  No 1 adminusii3d3.  8/20/218:51 AM
( :'\ ‘ newtest Powered on No 3 admin.us1343.. 8/31/21,11:32 PM
( : ) ‘ DokuApp Powered ... No 1 faviol 8/18/21, 231PM
( : ) ‘ Clsuter-01 Powered on No 3 faviol 8/18/21,324 PM
O ‘ Cassandratest  Powered..  No 1 system 7/29/21,3:54 PM
O ‘ awingu Poweredon  No 1 adminusii3d3..  7/29/21, 7:54 PM
o ‘ AppO2 Resolved No o faviol 9/20/21,8:18 PM I -
( : ) ‘ AppO1 Powered ... No 1 faviol 9/20/21, 818 PM
O ‘ AMXTEST Powered..  No 2 adminustiad3..  7/12/21,10:04 A
b
& )

CANCEL NEXT

4. Validate the preloaded parameters "Configure Resources" page, and if necessary adjust the
parameters. Click "Next"

Copy Virtual Machine vm1 Configure Resources X

| 1 Select Destination vApp

Name vmi-copy
2 Configure Resources
Computer vmi-copy
Name *
3 nplete
I Storage Policy * SSDPremium I -
J
NICs

ADD VAPP NETWORK

Primary NIC | NIC Connected | Network Network P Mode 1P Address MAC A
Adapter
Type
(-] °
M Noi v Noi v o

CANCEL




5. Check the summary of the operation, and press "Done" to finish the process.

Copy Virtual Machine vm1 Ready to Complete X
1 select Destination vApp _ AppO2
) Description
2 COP'IQUFE Resources
Owner faviol
3 Ready to Complete Virtual data center USMIAOTP-USTI34362A1349477
Runtime lease 0O Seconds
Runtime lease expiration 9/20/21, 822 PM
Storage lease 0 Seconds
Storage lease expiration 9/20/21, 822 PM
Networks - 0
VM
Virtual Machine vmi-copy
Guest OS Ubuntu Linux (64-bit)
‘Storage Policy SSDPremium

o =

Configure Snapshots
It is possible to take a snapshot of a virtual machine to future return the virtual machine to a
previous state. It is not a substitute for a backup.

[ Important: Snapshots do not save NIC settings. ]

1. From the Datacenters menu, Virtual Machines, select the virtual machine from which you want
to take a snapshot. Click on "Actions" / "Snapshot" / "Create Snapshot"



2.

cloud Embratel Data Centers

¢ All virtual data centers Site: Claro Cloud Organization: USN34362 Data cent

Vit

iii Compute )

Fir Power
R Snapshot
6\

Virtual Machines

VM Console

Affinity Rules Media
Scale Groups

@ Networking
Networks
Edges

&= storage
Named Disks
Storage Policies

& Settings Delete

Kubernetes Policies

ACTIONS +|

Iltem

Take snapshot of virtual machine memory

Put the guest file system into idle mode
(requires VMware Tools be installed)

Edit Badges

3 ADVANCED FILTERING

>
Create Snapshot h I

>

P

vm1

Powered off

faviol

Appo1

Ubuntu Linux (64-H
Memory

1GB

Availability (VCDA-DOSDQ)

DETAILS DETAILS

The following optional screen opens, with the following options

Description

When the virtual machine memory state is
captured, the snapshot retains the active state
of the virtual machine. Snapshots created with
memory take a snapshot at a precise time, for
example, to update software that is still in
operation. If you create a snapshot of memory
and the update does not finish as expected, or
if the software does not meet your
expectations, you can revert to the previous
state of the virtual machine.

When memory state is captured, you do not
need to idle the virtual machine files. If the
memory state is not captured, the snapshot
does not save the active state of the virtual
machine, and the disks are fault-consistent
unless they are put into idle mode.

For this operation, VMware Tools must be
installed on the virtual machine. When you put
a virtual machine into idle mode, VMware Tools
puts the virtual machine's file system into idle



mode. An inactive mode operation ensures that
the snapshot disk represents a consistent state
of the guest file systems. Snapshots in idle
mode are suitable for automated or periodic
backups. For example, if the activity of the
virtual machine is unknown, but you want to
have several recent backups for rollbacking,
you can put the files into idle mode.

Virtual machines that have large capacity disks
cannot be put into idle mode.

3. Click "Create" to finish.

Create Snapshot X

Create a VM Snapshot? This will replace any existing snapshots for this VM.

Snapshot the memory

of the virtual machine

Quiesce the guest file
system (Requires
installed VMware
Tools)

DISCARD ‘ CREATE

~

/Important: Snapshots are not a Backup mechanism, therefore, it is not recommended to have Snapshots
for more than 5 days on the platform, since this causes a growth in the delta disk and can overwhelm the
capacity of the contracted storage.

Additionally, the larger the snapshot size, the more the performance of the virtual machine will be
negatively affected. Therefore, it is recommended that the snapshot be deleted once the activity for
which it was taken has been performed. /

Revert a virtual machine to a snapshot
You can restore a virtual machine to the state it was in when the snapshot was created.

1. In the main panel select Data Centers, Virtual Machines click on "Actions" / "Snapshot" / "Revert
to Snapshot"



cloud Embratel Data Centers

All Virtual data centers Site: Claro Cloud | Organization: US1134362 | Data center: USMIAOIP-US1134362

el (B Fir ADVANCED FILTERING
Power

VAppPs
oA 6\ Snapshot
Create Snapshot

Virtual Machines

VM Console
Affinity Rules )

Media Remove Snapshot
Scale Groups

. vm1
) Networking
Powered off

Metworks

Edges Never Marks as ex|

( 09/20/2021, 0818
Cvwiner faviol
= storage aviol
\ App

Named Disks ( Ubuntu Linux (64-

Edit Badges [
( Memory

1GB

Storage Policies
& Settings Delete

P Elie s Availability (VCDA-DOSDQ)

ACTIONS ~ DETAILS ACTIONS ~

2. The following pop-up window will be displayed, click "OK".

Revert to Snapshot X

Revert to Snapshot for vmi-copy?



7. Working with vApps

Creating a vApp

Enterprise Claro Cloud allows you to create a logical entity consisting of one or more virtual
machines, which use the OVF/OVA format to specify and encapsulate all the components of a
multilevel application, as well as the policies and service levels associated with it.

To create a vApp, follow these steps:

1. Select in the datacenter in which the VApp will be deployed.

cloud Embratel

Data Centers

Virtual Data Center

Environment

@ Sites: 1 &, Organizations: 1 & Virtual Data Centers: 36

& USMIAOIP-US1134362P1350028
@ USN34362, @ Claro Cloud

Applications cpu Memory
1

o 3 GHz
20of2

Running VMs

Running Applications

Administration

Used Resources

& VMs: 55 58 vApps: 8 3 CPU: 134 GHz @ Memory: 315 GB S Storage: 3TB
Find by Name
& USMIAOTP-UST134362A1349477
@ USN34362, @ Claro Cloud
Storage Applications CPU Memory Storage
2
76GB o 7 GHz 8B 304 GB
sofe \ \
uniimited allocation fun e 80 GHz allocated 100 GB allocated 400 GB allocated

2. Select vApp from the left menu, then New.

cloud Embratel

Data Centers

Administration

< Al virtual data centers Site: Claro Cloud Organ

zation

vAppS

Find by: Name

2 Virtual Applications

NEW ~

Virtual Machines
Affinity Rules
Scale Groups

@ Networking

Networks
Edges
M Manage
& storage 1
—e o
Named Disks fq &L
CPUs Storage  Memory
Storage Policies 1 #eBp  16B
) Settings
Kubernetes Policies ACTIONS v DETAILS

US1134362

Expired: No %

BADGES

nter: USMIAOIP-US1134362A1349477

ADVANCED FILTERING

Clear all filters

App0O1
Never Marks as expired @
09/20/2021, 08:18:01 PM
faviol

WM: Manage

1

U Storage Mem
1 17GB@E 168
BADGES
ACTIONS v DETAILS

3. You will be asked to enter the following data:

Iltem

Description




Name The name by which the vApp will be identified
in the VDC. (Required field).

Description Field to assign a label which describes the vApp
(Optional).

Power on Button to select whether the VMs to be
associated in the vApp are deployed powered
on or not.

Add Virtual Machine Button to start assigning VMs to the vApp.

New vApp X

Name * ®

Description

Power on

Virtual Machines os Compute

ADD VIRTUAL MACHINE

‘ CANCEL |

4. Clicking on the "Add Virtual Machine" button will prompt you to enter the characteristics of the
VMs that will be associated with the vApp. To do this follow the steps in the section Create a
virtual machine from the public catalog

5. Once all the VMs to be deployed in the vApp are associated, the create button is enabled.

Create a vApp from an OVF/OVA package.

Enterprise Claro Cloud supports the Open Virtualization Format (OVF) and Open Virtualization
Appliance (OVA) specifications. They can be uploaded to create vApp templates through a private
catalog. If the uploaded OVF file includes OVF properties, those properties are preserved in the
vApp template.

Note: This operation can be executed by users under the role organization administrator

1. Select in the datacenter in which the VApp will be deployed.



cloud Embratel Data Centers o

Virtual Data Center

Environment

@ sites: 1 & Organizations: 1

O USMIAOTP-UST134362P1350028
® USN34362, @ Claro Cloud

Applications CPU
1
vAsps

3 GHz
20f2
Running YMs

& Virtual Data Centers: 36

Running Applications

& VMs: 55

5 vApps: 8

Used Resources

{3 CPU: 134 GHz @5 Memory: 315 GB

B storage: 3TB
Find by Name

& USMIAOIP-USTI34362A1349477
& USN34362, @ Claro Cloud

Memory Storage Applications cpu Memory Storage
2

668 76 GB e 7 GHz 8GB 304 GB
30f6 \ \
Funning Vi
unlimited allocation 80 GHz allocated 100 GB allocated 400 GB allocated

2. Select in the left menu vApp, then Add vApp.

cloud Embratel

All Virtual data centers

:: Compute

VApps
Virtual Machines
Affinity Rules
Scale Groups

& Networking
Networks
Edges

& Storage
Named Disks
Storage Policies

& Settings

Kubernetes Policies

Data Centers
Site: Claro Cloud | Organization:
vApps

Find by: Name

3 Virtual Applications

NEW v

US1134362

Expired: No

New vApp

Add vApp From OVF

rao VApR rTom catary

Cremer faviol

WMs Manage

(11

=d
Memary

=

Storage
OMB @

ACTIONS v

pired (D
303 PM

@

NOITKS

BADGES

DETAILS

3. The following screen will open, click "Browse" to search for the file on your computer, click

"Next".



Create a vApp from an Select Source
OVF file
Browse to a location accessible from your computer, such as a local hard drive, a network share or a CD/DVD

1 select Source drive and select an OVF/OVA and all related files

2 Review Details Browse | I} |

File(s):
4 Configure Resources Mo selected file or No file is selected.

4. The step of reviewing details is enabled, in this option it indicates the size of the OVF / OVA that
will be used to deploy the VM, as well as the size of the disks, click on "Next".

Create a vApp from an Review Details
QVF file

Verify the OVF template details.
1 Select Source

) . Product Dummy-fb-Core01
2 Review Details
Version
elect vA
Vendor
£ CRminglE FER T Download size 174.68 MB
5 Configure Networking Size on disks 23.38 MB (thin provisionad)
N N 8 GB (thick provisioned)
Custom Properties Description

Ready to Complete

CANCEL PREVIOUS NEXT

5. Select the name of the vApp and its description, click "Next".



Create a vApp from an Select vApp Name
OVF file

A vApP is a cloud computer system that contains one or more virtual machines. Select a name and a

1 Select Source description for this vApp.

Name * Dummy-fb-Core01

2 Review Details

Description
3 Select vApp Name

v

CANCEL PREVIOUS NEXT

Configure the resources, in this step the assignment of the storage policy to be used by the
VM is made, click on "Next".



Create a vApp from an Configure Resources
OVF file

Select the Storage Policies that you want the deployed virtual machines of this vApp to use
1 Select Source

Virtual Machine Computer Name storage Policy
2 Review Details
Dummy-fb-Core0t

v Dummy-fb-Core01 SSDPremium ~
3 Sselect vApp Name e
4 Configure Resources
5
[}
7
8

CANCEL NEXT

7. Configure the networks to be used in the vApp, click next.



Create a vApp from an Configure Networking
OVF file

Select the networks to which you want each virtual machine to connect. You can configure additional
1 Select Source properties for virtual machines after you complete this wizard

Switch to the advanced networking workflow
2 Review Details

Virtual Machines Primary NIC Network
3 Select vApp Name

Dummy-fb-Corel [ . ) custom IP Pool
4 Configure Resources

5 Configure Networking

CANCEL PREVIOUS NEXT

Note: On this screen you can enable the option "Switch to Advanced Networking Workflow" which allows
you to select the type of network adapter, network, IP mapping.

If your application requires downloading packages from external repositories, make sure that
the network to be mapped in the NIC is of type Routed with Internet access, validate the chapter
Configuring a network in Enterprise Claro Cloud

8. Custom property settings, apply if your .OVA /.OVF file requires additional configurations. If not
required, click next.



Create a vApp from an Custom Properties
OVF file

There are no user configurable properties.
1 Select Source

~

Review Details

w

Select vApp Name

IS

Configure Resources

@

Configure Networking

‘Custom Properties

CANCEL PREVIOUS NEXT

9. Customize hardware, select the compute characteristics for the VM, at the level of vCPU,
number of sockets, RAM, click "Next".



Create a vVApp from an Customize Hardware
OVF file

Review the hardware of the virtual machines in this vApp

Select Source

Virtual Machine Compute and Memory

N

Review Details
Dummy-fb-Core01

Number of
3 Select vApp Name virtual CPUs

1 v
4 Configure Resources Cores per

socket
5 configure Networking ! -

Number of sockets

o

Custom Properties Total Memoery
512 MB v

~

Customize Hardware

1item(s)

CANCEL

10. Summary of your configuration will be displayed, click "Finish".



Create a vApp from an

OVF file
1 Select Source You are about
2 Review Details
OVE file
3 select vApp Name
Name

IS

onfigure Resources
Configure Resource Description

Rmq Owner

Virtual data center

o

Custom Properties

Runtime lease

~

Customize Hardware

Runtime lease expiration

@

Ready to Complete Storage lease

Storage lease expiration
Networks

VMs

Ready to Complete

and clicl

CoreQ1.ovf, Dummy-fi

sk1.vmdk,

Dummy-fb-Core01

USMIAOIP-UST

custom

Virtual Machine Storage Policy ~ CPUs  Cores per socket  Memory

Dummy-fb-Core01  SSDPremium 1 1 512 MB

CANCEL PREVIOUS

Create a vApp from Catalog

1. Select in the datacenter in which the VApp will be deployed.

Data Centers

Virtual Data Center

Environment

&, Organizations: 1 & Virtual Data Cen

& USMIAOTP-UST134362P1350028
® US1134362, @ Claro Cloud

Applications CcPU Memory

20of2

Running

Used Resources

& VMs: 55 8 {3} CPU: 134 GHz @3 Memory: 315 GB Storage: 378
Fin
& USMIAOTP-UST134362A1349477
® UST134362, @ Claro Cloud
Storage Applications CPU Memory Storage
76 GB 7 GHz 8GB 304 GB
unimited allocatior

2. Select vApp from the left menu, then new vApp.




cloud Embratel Data Centers

¢ Al Virtual data centers Site: Claro Cloud Organization: US1134362

vAppPsS

e Find by: Name
vApps

3 Virtual Applications | Expired: No % | Clear
Virtual Machines

NEW ~

Affinity Rules

Scale Groups New vApp

2 Networking Add vApp From OVF

Add vApp From Catalog @I"'EC'ZEI'

MNetworks 03 PM

Cwner fawicl
Edges

Vs Manage
= Storage 0
- Ll
Named Disks @ (UL
CPUs Storage Memory
Storage Policies - OME @

Settings BADGES

Kubernetes Policies ACTIONS v DETAILS

3. The next screen will open, select the template with which the virtual machines will be created
within the vAPP, click on "Next".



Create vApp from Select Template To Import

Template
1 Select Template To Import Name 1+ (@ | catalog T | Created On VMs T ‘\Sr::; -
“Windows Z0TZ RZ [ DOSDQOTP-VM-Catal..  U8/U3/2021, U924 PM - 1 5]
Windows 2012 R2 [} USMIADIP-VM-Catalog ~ 07/22/2021, 07:49:22 PM 1 s}
.Windows 2012 R2 [} COBOGOIP-VM-Catal..  07/22/2021,10:04:23PM 1 s}
Windows 2012 R2 ] ARBUEOIP-VM-Catalog ~ 07/22/2021, 07:47.58P.. 1 0
Windows 2012 R2 [ CLSCLOIP-VM-Catalog 07/22/2021, 07:48:04 P 1 0
.Windows 2012 R2 [ ECGYEQIP-VM-Catalog ~ 07/22/2021, 07:48:10PM 1 s}
Windows 2016 Standa.. [} DOSDQOIP-VM-Catal..  08/03/2021, 031546 PM 1 s}
Windows 2016 Standa..  [] ECGYEOIP-VM-Catalog ~ 07/22/2021, 07:48:09 P 1 0
windows 2016 Standa.. [ ARBUEOIP-VM-Catalog ~ 07/22/2021, 07:47:52 PM 1 0
‘Windows 2016 Standa [} USMIAOIP-VM-Catalog ~ 07/22/2021, 07:49:14PM 1 s}
.Windows 2016 Standa.. [T CLSCLOIP-VM-Catalog 07/22/2021, 07:47:57 PM 1 0
Windows 2016 Standa [} COBOGOIR-VM-Catal..  07/22/2021,10:0419PM 1 0
Windows 2019 Standa.. [} ARBUEOIP-VM-Catalog ~ 07/22/2021, 07:47:54P.. 1 [s}
.Windows 2019 Standa.. [ CLSCLOIP-VM-Catalog 07/22/2021,10:0417PM 1 0
I © Windows 2019 Standa.. [ USMIAOIP-VM-Catalog ~ 09/13/2021,11:04:09 AM 1 I 0
>
1 1-15 of 18 vApp Template(s) 172 > 3l

CANCEL NEXT

4. Enter the requested parameters, click next.

ltem Description

Name The name by which the vApp will be identified
in the VDC. (Required field).

Description Field to assign a label which describes the vApp
(Optional).

Runtime lease How long the vApp can run before it stops

automatically.

Storage lease The period in which this vApp is available
between the time it stops and the time when
the automatic cleanup occurs.



Create vApp from Select Name
Template

Name = vAppFromcCatalog
1 Select Template To Import

Description
2 Select Name

Runtime lease Never Expires v Hour(s) v

3 Configure Resources
How long this vApp can run before it is automatically stopped.

Storage lease Never Expires ~  Hour(s) v

The period this vApp is available between the time you stop it and its automatic cleanup.

@
T

CANCEL

5. In storage policies select "Premium SSD" which will be used by the virtual machine, then click
"Next".



Create vApp from Configure Resources
Template

1 Select Template To Import Select the Storage Policies that you want the deployed virtual machines of this VApp to use.

2 Select Name Name Storage Policy Defauit VM Template Storage Policy

3 Configure Resources Windows2019 SSDPremium

Select per-disk Storage Policies

ertie Selecta VM Windows2019 v
e ete Name Storage Policy 10PS Source VM Storage Policy
Hard disk 1 SSDPremium = Not Applicable

CANCEL PREVIOUS NEXT

6. Then select the vCPU capacity and RAM with which the virtual machines will be created within
the vApp. When finished, click "Next".



Create vApp from Compute Policies
Template

Configure the VM Placement and VM Sizing pelicies for each VM.
1 Select Template To Import

Virtual Machines 1 T | VM Placement Policy VM sizing Policy
2 Select Name
Windows2019 Neone System Default
3 Configure Resources
Compute
4 Compute Policies Placement Policy Q, Nene v
Virtual CPUs 2 v
N o Cores per socket 2 v
- Number of sockets 1
Memeory 2 GB v

1-10f 1 VM template(s)

CANCEL PREVIOUS NEXT

7. Select the storage capacity with which the virtual machines will be created within the vApp, then
click "Next".



Create vApp from Customize Hardware
Template

Review the hardware of the virtual machines in this vApp

Select Template To Import

Virtual Machine Storage
2 select Name
‘Windows2019
3 Configure Resources
Hard Disks
4 Compute Policies -
Name size
5 Customize Hardware Hard disk 1
50 GB v
6
1item(s)

CANCEL

8. Configure the networks to be used in the vApp, click on "Next".

Create vApp from Configure Networking
Template

Select the networks to which you want each virtual machine to connect. You can configure additional
Select Template To Import properties for virtual machines after you complete this wizard

[ Switch to the advanced networking workflow

~

Select Name

Virtus! Machines Computer Name | primary nic Network

w

Configure Resources

‘Windows2019
Compute Policies [ - 1lexe]

privi__ v IPPool

IS

@

Customize Hardware

>

Configure Networking

y to Complete

CANCEL




Note: On this screen you can enable the option "Switch to Advanced Networking Workflow" allows you to
select the type of network adapter, network, IP mapping

9. Once all the steps are configured, a summary of your configuration will be displayed, by clicking
on "Finish".

Create vApp from Ready to Complete
Template

Select Template To Import You are about t

with these specifications. Review the s

2 Select Name
vApp Tempiate Windows 2019 Standard

3 Configure Resources e S1124362A1349477
Al

4 compute Policies VAR name

vApp description

5 Customize Hardware
Runtime lease Never Expires

6 Configure Networking Storage lease Never Expires
7 Ready to Complete L privi

Storage VM Placement VM Sizing

M policy Policy Policy cpus Memory Storage
SSDPremium None 2 2GB 50 GB
CANCEL PREVIOUS

Delete a vApp

1. Select in the datacenter where the VApp to be removed is located.

cloud Embratel Data Centers

Virtual Data Center

Environment Running Applications Used Resources
@ sites: 1 & Organizations: 1 & Virtual Data Centers: 36 & vMs: 55 5 vApps: 8 3 CPU: 134 GHz & Memory: 315 GB S storage: 378
Find by Name
& USMIAQTP-UST134362P1350028 & USMIAQTP-UST134362A1349477
® USN34362, @ Claro Cloud @® UST134362, @ Claro Cloud
Applications CPU Memory Storage Applications CPU Memory Storage
1 2
36Hz 668 76 6B 7GHz 8GB 304 GB
20f2
Runring VMs
B uniimited allocation 400 GB allocated
&)




2. Enter the "vApps" section and select the vApp to be deleted

cloud Embratel Data Centers

¢ All virtual data centers Site: Claro Cloud | O

on: US1134362

vApps

Compute Find by: Name ADVANCED FILTERING
VvApPpS

3 virtual Applications | Expired: Mo x| Clear all filters
Virtual Machines

Affinity Rules NEW -
Scale Groups

New-vApp
@& Networking

Resolved
Never Marks as o Never Marks a Never Marks T
Networks 09/20/2021, 08:26:03 PM 0972072021, 09/20/2021, 08:18:01 PM
faviol faviol faviol
Edges
YMs Manage VMs Manage VMs Manage
|2 Storage 0

Named Disks

Storage Policies

{g} 5ettlngs BADGES BADGES BADGES
EElEsS ACTIONS v DETAILS ACTIONS DETAILS ACTIONS v DETAILS

3. If you need to run this action on multiple instances, enable the "multiple-select” button located

at the top of the vApps panel

cloud Embratel Data Centers

< Al virtual data centers Site: Claro Cloud

fon: USTI34362

1ter: USMIAQIP-USTI34362A134

.\
&
®
4
3

vApps
Find by: Name ADVANCED FILTERING Sort by: Name + 88
3 Virtual Applications | Expired: No x| Clear all fiters
Virtual Machines
W ACTIONS - Select all @D Muttiselect
Affinity Rules REW LENIONS

ala Grounc

4. Select the vApps you want to change



3 Virtual Applications  Expired: No x| Clear all filters

NEW ~ ACTIONS

M v v
New-vApp - App02 a AppO1 a
Resolved Powered off Powered off
Lease Never Marks as expired @ Lease Never Marks as expired Lease Never Marks as expired
Created On 09/20/2021, 08:28:03 PM Created On 09/20/2021, 08:18:21 PM Created On 09/20/2021, 08:18:01 PM
Owner faviol Owiner faviol Ovmer taviol
VMs VMs Manage VMs Manage
0 1 VM Consoles 1

— —e —_—
B = @ E m @ = @
CPUs Storage Memory Metworks CPUs Storage Memory Networks CPUs Storage Memory Networks
- OMB® - 1 33GBH  1GB 1 17683  1GB -

BADGES BADGES BADGES

ACTIONS DETAILS ACTIONS v DETAILS ACTIONS v DETAILS

5. Turn off the vApp(s) you want to delete, by clicking "Actions" / "Power" / "Power Off"

3 Virtual Applications | Expired: No % Clear all filters

NEW v~
r
Power )
A
New Power Off . AppOl
Resolved Snapshot 4 RN Powered on
Lease Convert To VM Mever Suspends @ Lease Mever Suspends @
Created O] Stop 09/20/2021, 08:18:21 PM Created On 09/20/2021, 08:18:01 PM
Owiner Delete faviol Owner faviol
Reset
VMs MEnage Manage VMs Manage
0 Suspend M Consoies 1 VM Consoles
8 m ¢ Cewswesons | @ g = e
CPUs Storage Memory M Memory Networks CPUs Storage Memory Metworks
- oMBg - - 1 33GBy 1GB - 1 17GBg  1GB -
BADGES BADGES BADGES
ACTIONS pETAILE ACTIONS v DRI ACTIONS v e

6. Confirm shutdown



Power Off 2 vApps?

This will start 'Power Off' operation on multiple vApps. Each vApp operation

will be started separately. You can track the progress of each operation in the

Recent Tasks pane.

CANCEL

Multiple operations execution tracking X

App02

) Succeeded

AppO1

& Succeeded

7. Once powered off, click on "Actions" and select "Delete"

3 Virtual Applications

Expired: No ®

NEW ~ ACTIONS ~

New-\
Resclved
Lease

Created O
Owimer

WMs
o

CPUs

Clear all filters

=
Storage
336B@

Power > J
App02
Snapshot > e ot
Convert To VM [=8@ Lease
23 PM Created On
Delete @ f—
ManaYE WMs
1
B = @
Storage Memary MNetworks CPUs
oOMB® 1
BADGES
peme ACTIONS »

Mever Marks as expired @
09/20/2021. 08:18:21 PM
faviol
Manage
VM Consoles
o= @
Memory Metworks
16B
BADGES
DETAILS

AppO1

Powered off
Lease
Created On
Owmer

VMs

1
CPUs
1

ACTIONS ~

MNever Marks as expired @

09/20/2021, 08:18:01 PM

faviel

Manage

/M Consoles
B = @
Storage Memary Networks
7GBm 16GB

BADGES
DETAILS

8. Confirm Delete to finish the process




Delete multiple vApps

This will start deletion o
organization. Each vApp deletion will be started separately. You can track the
t Tasks

progress of each

Delete 2 vApps?

operation in the Recen

nd removes them from your

pane.

‘ CANCEL ‘

Creating Snapshot in vApps

Taking a snapshot of a vApp takes a snapshot of all virtual machines in the vApp. After you take the
snapshot, you revert all virtual machines in the vApp to the snapshot or delete it if you don't need it.

vApp snapshots have some limitations.

e vApp snapshots do not capture NIC configurations.
e If any vApp virtual machine is connected to a named disk, it cannot take a snapshot of the

VApPp.

1. To take the snapshot select "Data Center" from the top menu, identify and click on the Data

Center box that contains the vApp

cloud Embratel

Data Centers

Applications

Virtual Data Center

Environment

© sites: 1 &, Organizations: 1

& USMIAOTP-UST134362P1350028
® US1134362, @ Claro Cloud

Applications CPU

1

3 GHz
20f2

& Virtual Data Centers: 36

Memory

Running Applications

& VMs: 55

Storage

76 GB

unlimited allocatio

Used Resources

{3 CPU: 134 GHz

@5 Memory: 315 GB

= storage: 378

Find by Name

G USMIAOTP-UST134362A1349477

® USN134362, @ Claro Cloud

Applications CPU Memory Storage
2

: 7 GHz 8GB 304 GB
30f6 \ \

fmna e 80 GHz allocatec 100 68 al 4 cated

2. Within the data center, select "vApps". Identify the vApp from which the snapshot will be taken,
by clicking on the "Actions" / Snapshot " / "Create snapshot”



cloud Embratel Data Centers

¢ All virtual data centers Site: Claro Cloud | Organization: US1134362 | Data center: USMIAOIP-UST134362A134947

vApps

i Compute Find by: Mame ADVANCED FILTERING
VApPPS

- 1Virtual Applications | Expired: No x| Clear all filters
Virtual Machines

Affinity Rules NEW v  ACTIONS >

Scale Groups
New-vApp
@ Ne“'urking Powered on
Never Suspends (D
09/20/2021, 08:28:03 PM
faviol

Networks

Edges
Manage

& storage VM Consoles

Mamed Disks L 2 UL &

515' age Memary

Storage Policies 1768 -

) Settings
Power

Kubernetes Policies -
ACTIONS Renew Lease

| Snapshot I
Create Snapshot E

3. If you need to run this action on multiple instances, enable the "Multiselect" button located at
the top of the vApps panel

cloud Embratel Data Centers
Claro Cloud
vApps
Find by: Name a0 TERING Sort by: Name

2 virtual Application

Virtual Machines.

Affinity Rules

4. Select the vApps you want to change and click on "Actions" / "Snapshot" / "Create Snapshot"



2 Virtual Applications Expired: No x| Clear all filters
NEW v ACTIONS ~
- - Snapshot I
e Create Snapshot @ I
Lease Convert To VM Newver Suspends (@
Created Or 09/20/2021, 08:28:03 PM
Crmer faviol
WMs
1 1
= U @ = &5
CPUs Storage Memory MNetwork: CPUs Storage Memory
1 17GB @ 1GB 1 17 GB @ 1GB
BADGES BADGES

5. The following optional screen will open, with the following options

Iltem

Take snapshot of virtual machine memory

Put the guest file system into idle mode
(requires VMware Tools be installed)

Description

When the virtual machine memory state is
captured, the snapshot retains the active state
of the virtual machine. Snapshots created with
memory take a snapshot at a precise time, for
example, to update software that is still in
operation. If you create a snapshot of memory
and the update does not finish as expected, or
if the software does not meet your
expectations, you can revert to the previous
state of the virtual machine.

When memory state is captured, you do not
need to idle the virtual machine files. If the
memory state is not captured, the snapshot
does not save the active state of the virtual
machine, and the disks are fault-consistent
unless they are put into idle mode.

For this operation, VMware Tools must be
installed on the virtual machine. When you put
a virtual machine into idle mode, VMware Tools
puts the virtual machine's file system into idle
mode. An inactive mode operation ensures that
the snapshot disk represents a consistent state
of the guest file systems. Snapshots in idle



mode are suitable for automated or periodic
backups. For example, if the activity of the
virtual machine is unknown, but you want to
have several recent backups for rollbacking,
you can put the files into idle mode.

Virtual machines that have large capacity disks
cannot be put into idle mode.

6. Click "Create"

Create Snapshot X

Create a vApp Snapshot? This will replace any existing snapshots for the VMs
in this vApp.

Snapshot the memory ()
of the vApp

Quiesce guest file ()
system (Requires

VMware Tools

installed)

DISCARD | CREATE

Revert a Snapshot of a vApp
Snapshots can be rolled back for all virtual machines in a vApp to the state they were in when you
created the vApp snapshot. To perform this process follow these steps:

1.

In the Data Center menu, select vApps, then choose the vApp to which you want to revert the
snapshot, later in the Actions menu select Snapshot and then “Revert to Snapshot”



3.

cloud Embratel Data Centers

< All virtual data centers ite: Claro Cloud Organization: USN34362 Data cent

vApps
i Compute Find by: Mame ADVANCED FILTERING
VAppS

. . 2 Virtual Applications | Expired: No x| Clear all filters
Virtual Machines

Affinity Rules NEW

Scale Groups Power ‘ ’ N

Old-vi4
WALITV

2@ Networking Snapshot

Powered o

ew-VApPP

Create Snapshot
Lesse Convert To VM Mever Suspends @
Created Or Revert to Snapshot @ 09/20/2021. 08:28:03 PM
Cwimer
Edges REMmOve SNapsnot
VMs
& storage 1 1
—e —

Named Disks = (=5 @ = [0
CPUs Memoary MNetworks CPUs Storage Memory
Storage Policies 1 1GB - 1 36O 168

Networks

faviol

- BADGES BADGES
& Settings

Kubernetes Policies

If you need to run this action on multiple instances, enable the "Multiselect” button located at
the top of the vApps panel

cloud Embratel

vApps

oo
oo

Find by Name ADVANCED FILTERING Sort by: Name

irtual Machines

Affinity Rules

Select the vApps you want to occupy and click on "Actions" / "Snapshot" / "Revert to Snapshot"



cloud Embratel Data Centers

< All Virtual data centers Site: Claro Cloud Organization: US1134362 Yata center: USMIADIP-US1134362A1349477

vApps

Eo UL Find by: Name ADVANCED FILTERING

VApPps

: . 2 Virtual Applications | Expired: No x| Clear all filters
Virtual Machines

Affinity Rules NEW ~ ] ACTIONS v

Scale Groups Power > ‘ ’ New

Old-v# vApp

@ Networking Powered o Sl sl ’ Create Snapshot

Lease Convert To VM Never Suspends (D)

Networks Created OF I Revert to Snapsho@ I 09/20/2021, 08:28:03 PM
Cwiner faviol

Edges Remove Snapshot
WVMs !
= storage 1 c
Named Disks [:9. jau| @ [:9. (L1 @

CPUs Storage Memaory Metworks CPUs Storage Memory Metworks
Storage Policies 1 33GB@ 1GB a 1 33GB D 1GB a

. BADGES BADGES
& settings

Kubernetes Policies

4. Then click "OK" to finish the process

Revert to snapshot for 2 vApps? X

This will start '‘Revert to Snapshot' operation on multiple vApps. The state of
those vApps will move back to your snapshot.

Each vApp operation will be started separately. You can track the progress of

each operation in the Recent Tasks pane.



Remove a snapshot from a vApp

You can delete a snapshot from a vApp. When you delete a vApp snapshot, you delete the state of
the virtual machines in the snapshot and cannot revert to that state again. Deleting a snapshot does
not affect the current state. You may remove a vApp snapshot by the following process:

1. On the Data Centers menu, select vApps, then click Actions, then click Snapshot, then click

Remove Snaps

cloud Embratel

hot

Data Centers

Compute
VApps
Virtual Machines
Affinity Rules
Scale Groups
& Networking
Networks
Edges
£ storage
Named Disks
Storage Policies
& Settings

Kubernetes Policies

Virtual data centers Site: Claro Cloud

vApps

NEW ~

Y-,
Ia-v4

Lease
Created Or

Owmer

WMs

Find by: Name ADVANCED FILTERING

2 Virtual Applications | Expired: No x| Clear all filters

>
Powered o

1 USN34362

nter: USMIAQIP-UST134362A1349477

ACTIO

APR

Create Snapshot
Convert To VM Never Marks as expired ([

Revert to Snapshot 09/20/2021, 08:28:03 PM
Delete =]
Remove Snapshot
.
S m @ g m
Storage Memory Networks CPUs Storage Memory
336B@m  1GB - 1 33GB@m  1GB
BADGES BADGES

2. If you need to run this action on multiple instances, enable the "Multiselect" button located at
the top of the vApps panel

cloud Embratel

Data Centers Al

< Al virtual data centers

iii Compute

VAppS

2
Virtual Machines

Affinity Rules

ite: Claro Cloud

vApps

Find by: Name

virtual Applications  Expired: No X

NEW v [ AcCTIONS

n: UST134362

enter: USMIAQIP-USTI34362A1349477

oo
ADVANCED FILTERING Sort by: Name + 88

Clear all filters

Deselect all @D Multiselect




3. Select the vApps you want to change and click on "Actions" / "Snapshot" / "Remove Snapshot"

cloud Embratel Data Centers

¢ All virtual data centers Site: Claro Cloud | Crganization: US1134362 | Data center: USMIAOIP-US1134362A1349477

vApps

(SN Find by: Name ADVANCED FILTERING
VApPS
2 virtual Applications | Expired: No x| Clear all filters

Virtual Machines

Afﬁnlty Rules e

Scale Groups Power > ‘ [ Ne

>I

Old-v4
2 Networking

el Create Snapshot

Lease Convert To VM Never Marks as expired @
Created Or Revert to Snapshot 08/20/2021, 08:28:03 PM
Owiner Delete faviol

Edges Remove Snapshot

Networks

E storage :
Named Disks = o = a )

Storage Memory i CPUs Storage Memory MNetworks
Storage Policies 336B@ 1GB - 1 33GBg@  16GB

gon - BADGES BADGES
{0; Settings

Kubernetes Policies

4. Click "OK" to finish the process

Remove snapshots for 2 vApps? X

This will start 'Remove Snapshot' operation on multiple vApps. The saved
state of those vApps will be removed and cannot be undone.

Each vApp operation will be started separately. You can track the progress of

each operation in the Recent Tasks pane.




Common actions applied to multiple vApps

You can perform the Shutdown, Power, Restart or Sleep on multiple vApps through the Enterprise
Claro Cloud panel

1. Above the Data Center meny, slide the "Multiselect” button to the right

cloud £mbratel Data Centers A s Networking braries Administration

Monitor More v

< Al virtual data centers  Site: Claro Cloud | Organization: USTI34362 enter: USMIAQIP-USTI34362A1349477

vApps
b (CELTE Find by: Name ADVANCED FILTERING Sort by: Name +~ 88
VAppS
2 Virtual Applications | Expired: No % Clear all filters
Virtual Machines
W~  ACTIONS v Deselect all @D Multiselect
Affinity Rules NEW RELChS

2. Select the vApps that you want to apply an action to them

3. Click on the "Actions” button, then click on "Power" and you can click on the option that you
need to apply

NEW v ACTIONS v

— 1T
Old-v,| FPower ‘
Snapshot
Suspendec ps Start
Lease Convert To VM Mever Marks as expired (@
Created Or 0972072021, 08:28:03 PM
Cwner Delete faviol
VMs
1
@ o ¢ Discard suspended state&] o
CPUs Storage Memory M Memoary
1 17GB D 1GB - 1 17GB D 1GB -
BADGES BADGES

4. Confirm the action by clicking OK



Discard suspended state for 2 vApps? X

This will start "Discard suspended state' operation on multiple vApps. Each
vApp operation will be started separately. You can track the progress of each

CANCEL

operation in the Recent Tasks pane.




8. Public and Private Catalogs
In this section you will find the different available catalogs and images, library of services for
workflows such as adding a Gateway, a new public IP, user management, among others.

cloud Embratel Data Cente App Networking Libraries A trat Monit. -

vApp Templates

[\ Content Libraries

VApp Templates

Name T Status Expired @ | catalog Gatalog Owner Greated on Expires On Storage Used | VMs Shadow
Media & Other Type VMs
Catalogs Cent0s 6 © Normal No [] DOSDGOIP-VM-Catalog ~ Shared 2 system 08/03/2021, 031547 M Never Expires (5 20GB 1 o
[ services Centos 6 © Normal No [} COBOGOIP-VM-Catalog Shared & system 07/26/2021, 10:14:41 AM Never Expires B2068 1 o
SEERIEY Centos 6 © Normal No [] ARBUEOTR-VM-Catalog Shared 2 system 07/26/2021,10:0247 AM  Never Expires [ 20GB 1 o
(T TR DTS Centos 6 @ Normal No [ CLSCLOIP-VM-Catalog Shared 2 system 07/26/2021,10:27:22 AM  Never Expires [ 20GB 1 o
Centos & © Nermal No [ USMIAQTP-VM-Catalog Shared 2 system 07/26/2021,10:07:37 AM  Never Expires 5 20GB 1 o
Centos 6 © Normal No [] ECGYEOTP-VM-Catalog Shared 2 system 07/22/2021,07:4805PM  Never Expires [ 20GB 1 o
Centos 7 Q@ Normal [ CLSCLOIP-VM-Catalog Shared & system 07/26/2021,10:36:50 AM  Never Expires 5 20GB 1 o
Centos 7 @ Normal No [ ARBUEOIP-VM-Catalog Shared 2 system 07/26/2021,10:36:55 AM Never Expires (5 20GB 1 o
Centos 7 @ Normal No [ COBOGOIP-VM-Catalog  Shared 2 system 07/26/2021,10:37:02 AM  Never Expires [ 20GB 1 o
Ccentos 7 Q@ Normal No [ ECGYEOTP-VM-Catalog Shared & system 07/22/2021,10:04:20PM  Never Expires (5 20GB 1 o
Centos 7 @ Normal No [] DOSDAOIP-VM-Catalog  Shared 2 system 08/03/2021, 031546 PM  Never Expires (5 20GB 1 o
Centos 7 @ Normal No [ USMIAOTP-VM-Catalog Shared 2 system 07/26/2021,10:37:05 AM  Never Expires [ 20GB 1 0
Centos 8 © Normal No [ CLSCLOIP-VM-Catalog Shared 2 system 07/26/2021, 0312:53 PM Never Expires (£ 2068 1 o

Create a Catalog
To create new catalogs and associate them with a storage policy, follow these steps

1. On the main menu, point to Libraries, in the left pane, click Catalog, and then click New

cloud Embratel Data Centers pplications Netw Libraries

Catalogs

[l Content Libraries

vApp Templates
5 Mame Version Shared External
Media & Other
ARBUEOIP-App-Cat 1 5 Subscribed
Catalogs

[ Services ARBUEOTP-VM-Catalog 3 ] Subscrit

Service Library CLSCLO1P-App-Cat 1 Subscrit

Custom Entity Definitions i | CLSCLOIP-WM-Catalog 3 % Subscrit

COBOGO1P-App-Cat 1 =3 Subscrik

COBOGOIP-WM-Catalog Subscrik

DOSDQOIP-App-Cat e Subscrit

DOSDQOIP-WM-Catalog 3 3 Subscrik

ECGYEOIP-Apps-Cat 1 i, Subscrik

ECGYEOQIP-VM-Catalog 3 : Subscrit

2. Fill'in the information requested in the form

ltem Description



Name
Description

Pre-provisioning on specific storage policy

Subscribe to an external catalog
Subscription URL

Password

Catalog name
Catalog description

Define what type of storage policy the catalog
is deployed to

Enable/Disable External Catalog Subscription
External catalog address

External catalog password

Create Catalog X

Name this Catalog

vApp templates and media with other users in your organization. You can also have a private catalog for vApp templates and
Name CAT-0]
Description

4

Pre-provision on specific (I
storage policy
Subscribed Catalog
A d catalog is a read-only copy of an external published catalog and cannot be modified. Check the box and provide the location URL and an optiona
pass
subscribe to an external  (_J)

catalog

Subscription URL *

Password

| CANCEL

Add templates to a private catalog

You will be able to upload .ISO images of Operating Systems and customized applications
automatically. These templates can only be viewed by the catalog owner and users within your
organization who share access to them

Create a template from an existing virtual machine
You can create templates from an existing virtual machine, with the goal of being able to create new
virtual instances with the same configuration.

1. On the main menu, click Data Center, select the DCV where the virtual machine with which you
need to create the template is hosted.

Important: A template does not replace a backup, the template only maintains the base configuration of
the source virtual machine, but does not store the data on disk.




2. Select the Virtual Machines option and identify the Virtual Machine with which you need to create
the template, by clicking on the action button within the virtual machine box, a menu will be
displayed, click on create template.

cloud Embratel Data Centers

< Al Virtual data centers Site: Claro Cloud | Organization: USTI38177 | Data center. USMIAQIP-USTI38177P1368671

i Compute H
Virtual Ma
vApps
) Find by: Name ILTERING
Virtual Machines
Power
Affinity Rules 5 Virtual Machines Renew Lease
Scale Groups Snapshot
NEW VM

@ Networking M Console

Networks Template-tes  Media testwin

Edges T Install VMware Tools
£ Storage
MNamed Disks Maove admin.us138177 i admin.usM38177

testvapp v testvapp

Storage Policies 1 P
g Operating Syste Copy Ubuntu Linux (64-bit) Cperating System  Microsoft Windows Server 201,

G Eh Availability (VCDA-ECGYE) m 9 E m @

o g Memory nNetwarks cPUs storage Memory retuorks
Kubemetes Policies Availability (VCDA-USMIA) B 268 o 4 53GB(D) 3GB

Availability (VCDA-COBOG)

Change Owner

ACTIONS w| ACTIONS
Share
Create Template

Convert to vApp

Edit Badges

3. The next screen will open, where you must enter the following information, at the end of clicking
on the Ok button

ltem Description
Catalogue Select the catalog where you want to host the
template.

Important: Only private catalogs can be
modified.



Name Enter the name you want to give the template
within the catalog.

Description Optional enter a short description, it s
recommended to indicate the features of the
template

When using this template: If your VM is not associated with a default vApp,

the "Make an identical copy" option will be
preselected

Add to Catalog: Template-test X

Add this vApp to catalog:

Catalog: * Select Catalog
Name * Template-test
Description

When using this template:
@ Make identical copy Customize VM settings

This setting applies when creating a vApp based on this template. It is ignored when building a vApp using individual VMs from this template.

CANCEL

4. To create a virtual machine from the new template, enter the panel of your DCV and click on New
Virtual Machine.

Virtual Machines

Fina by: Name

@ Networking
Notworks

Edgos

5. In the Templates section filter by the name of the created catalog, the new template(s) will be
deployed, follow the standard process for creating Virtual Machines.



New VM X

© From Tempiate

Power on

Templates
All VM templates

Name vApp Name Catalog [/

Template-test Template-test CAT-01 CentOS 7 (64-bit]

Storage

Storage Policy SSDPremium (VDC Default)

‘ CANCEL |

Create a template from an existing vApp

You can create templates from an existing vApp, the template will include the features of all the Virtual
Machines associated with the vApp.

1. On the main menu, click Data Center, select the DCV where the vApp with which you need to
create the template is hosted.

Important: A template does not replace a backup, the template only maintains the base configuration of
the source virtual machine, but does not store the data on disk.

cloud Embratel Data Centers

6. Select the vApp option and identify the vApp with which you need to create the template, it will
be required to turn off the vApp, click on Actions, a click menu on Power / Power Off will be
displayed.



cloud Embratel Data Centers

¢ Al Virtual data centers Site: Claro Cloud Crganization: USN38177 Data center: USMIADIP-US1138177P1368671

VAPPS

vApps

_ . Find by: Name CED FILTERING
Virtual Machines

Affinity Rules 2 Virtual Applicatior

Renew Lease

Scale Groups NEW

Snapshot
2 Networking
estva Reset
Networks testvapp :
Powered on Suspend
Edges Runtime lease .
Copy
d on
= Storage
Change Owner
Named Disks
Share
Storage Policies
Availability (VCDA-ECGYE)
Settings
Availability (VCDA-USMIA)

CEETEEETEE Availability (VCDA-COBOG)
Add

DETAILS

Create Template

Edit Badges

2. Once the vApp is turned off, click the Actions button again, click the Create Template option

cloud Embratel Data Centers

< All Virtual data centers Site: Claro Cloud | Organization: USTI38177 | Data c . USMIAOTP-USTI38177P1368671

VApPpPS

Find by: Name CED FILTERING
Virtual Machines

Affinity Rules 2 Virtual Applicatior Power

Scale Groups 5 @ Renew Lease
Snapshot
& Networking
estva Lt
Networks testvapp 2st-vapp

Powered off Move
Edges B Never Suspends (T

Copy 01/31/2022, 08:22:22 AM
E Storage 3 aduard medkonyan

Change Owner

Named Disks
Share
Storage Policies o [
s Availability (VCDA-ECGYE) : Memary Hetwarks
Availability (VCDA-USMIA) o
Kubemetes Policies
Availability (VCDA-COBOG)

I ACTIONS I Add DETAILS
I Create Template I

Edit Badges

Delete




3. The next screen will open, where you will need to enter the following information, at the end of
clicking on the Ok button

ltem Description
Catalogue Select the catalog where you want to host the
template.

Important: Only private catalogs can be
modified.

Name Enter the name you want to give the template
within the catalog.

Description Optional enter a short description, it s
recommended to indicate the features of the
template

When using this template: Keep the default option "Customize virtual

machine settings"

Important: If any VM within the vApp has separate disks associated with it, it is necessary to unlink them.
Otherwise the creation of the template will fail

Add to Catalog: testvapp X

Add this vApp to catalog:

Catalog: * Select Catalog
Mame * testvapp
Description

When using this template:
Make identical copy o Customize VM settings

This setting applies when creating a vApp based on this template. It is ignored when building a vApp using individual YMs from this template.

CANCEL

4. To create a vApp from the new template, enter the panel of your DCV and enter the vApps section,
click on New / Create vApp from catalog



5.

cloud Embratel

¢ Al Virtual data centers

Compute
vApps
Virtual Machines
Affinity Rules
Scale Groups
4 Networking

MNetworks
Edges

= Storage
MNamed Disks
Storage Policies
Settings

Kubemnetes Policies

The next screen will open, in the template section | filtered by the name of the Catalog, and

Data Centers

Site: Claro Cloud Organization: USTI38177 D

VAppPS

Find by: Mame

2 Virtual Applications Clea

New vApp

Expired: Mo =

Add vApp From OVF

| 2dd vapp From Catalog | preco
T2 AM

admin.usH38177

e

WMz Manage
2

= o @

EIGI'E-;E NE"-:\I"-J-' Metwaorks
5G8 1o

75 GB(D

BADGES

ACTIONS ~ DETAILS

selected the template you want to occupy, click next.

Create vApp from
Template

1 Select Template To Import

Name

Template-test

testvapp

Select Template To Import

Catalog @ | Created On VMs Shadow VMs
[ CAT-01 05/16/2022,10:3228 AM 1 0
[ CAT-01 05/12/2022,12:00:04PM 2 0

1-20f 2 vApp Template(s)

CANCEL

3




In the Name section, enter the name and description of the new vApp, keep the default values

of Runtime lease and Storage lease, click next.

Create vApp from Select Name
Template
Name * Nueva vApp
1 Select Template To Import
Description prugba desde template
2 Select Name
2 Configure Resources Runtime lease Never Expires ~  Hour(s) -
How long this vApp can run before it is automatically stopped
Storage lease Never Expires ~  Hour(s) ~
- s available between the time you stop it and its

CANCEL PREVIOUS NEXT

In the "Configure Resources" section, the name and storage policies of the new VMs to be
created will be displayed, the names of the VMs can be changed, keep the rest of the

parameters with the default values, click on next

7.

Create vApp from Configure Resources

Template

1 Select Template To Import Select the Storage Policies that you want the deployed virtual machines of this vApp to use
N

Storage Policy Default VM Template Storage Policy

2 Select Name Name
3 Configure Resources testwin SSDPremium
ubutest SSDPremium
-
Select per-disk Storage Policies
Selecta VM testwin

Source VM Storage Policy

Name Storage Policy 10PS
Hard disk 1 SSDPremium w Not Applicable

CANCEL PREVIOUS NEXT




8. In the "Compute Policies" section, the distribution of compute resources by Virtual Machine will

be displayed.

Template

Select Template To Import
Virtual Machines

2 Select Name
testwin

3 Configure Resources
Compute

4 Compute Policies Placement Policy
Sizing Policy
Virtual CPUs

Cores per socket

Number of sockets

Memory

Create vApp from Compute Policies

Configure the VM compute policies for each VM.

T+ T VM Placement / vGPU Policy

USMIAOQIP-WM

USMIAQTIE-WM

gp.custom

VM Sizing Policy

gp.custom

GB -

-

1- 2 of 2 VM template(s)

CANCEL PREVIOUS NEXT

9. in the "Customize Hardware " section the storage distribution per virtual machine is displayed

Template

1 Select Template To Import
Virtual Machine
2 Select Name

testwin
3 Configure Resources
4 Compute Policies
5 Customize Hardware

ubutest

Create vApp from Customize Hardware

Review the hardware of the virtual machines in this vApp

Storage

Hard Disks

Name

Hard disk 1

Size

50 GB

<

2 item(s)

CANCEL PREVIQUS NEXT

-




10. In the "Network Configuration" section, enter the network to which you want to associate the
NICs of the Virtual Machines, by default the VLAN that the source virtual machines are assigned
is pre-selected, click on next.

Create vApp from Configure Networking
Template
Select the networks to which you want each virtual machine to connect. You can configure additional
1 Select Template To Import properties for virtual machines after you complete this wizard
[ Switch to the advanced networking workflow
2 Select Name o
Virtual Machines Computer Name Primary NIC Network
3 Configure Resources
A EEEE RS testwin destwin Q NICo test IP Pool
5 Customize Hardware outect
ubutest oS O nNico test P Poal

& Configure Networking

CANCEL EVIOUS NEXT

11. Finally, a summary will be displayed with the configuration of the vApp to be created, click on
Finish.

Create vApp from Ready to Complete
Template
1 Select Template To Import You are about to create a vApp with these specifications. Review the settings and click finish.
2 Select Name
vApp Template testvapp
3 Configure Resources vDC USMIACIP-USTI38177P1368671
A i
4 Compute Policies Hlb Nueva vApD
vApp description prueba desde template
5 Customize Hardware
Runtime lease Mever Expires
6 Configure Networking Storage lease Never Expires
7 Ready to Complete LTI fest

Storage VM Placement VM Sizing
VM Policy £ vGPU Policy Policy CPUs Memary Storage
testwin SSDPremium  USMIAOTP-. gp.custom 4 3GB 50 GB
ubutest SSDPremium USMIADTP- gp.custom 1 2GB 20 GB

CANCEL PREVIOUS m




Share a catalog
You can share a catalog with all members of the organization or with someone in particular. This
requires being the owner of the catalog and having the appropriate permissions.

Below are the steps to follow to perform this process:

1. On the main menu, click Libraries, select catalogs in the left pane, and then select the catalog
you want to share.

cloud Embratel Libraries

Catalogs
[ Content Libraries
NEW
vApp Templates
di h MName T Version Status Shared External Qwner
Media & Other
_— ARBUEOIP-App-Cat 1 Ready ) Subscribed
atalogs
- ARBUEOQIP-VM-Catalog 243 Ready ) Subscribed
[ Services =

Service Library CAT-O1 1 Ready = = faviol

Custom Entity Definitions ! | CLSCLOIP-App-Cat 1 Ready ) Subscribed
CLSCLOIP-VM-Catalog 243 Ready = Subscribed
COBOGO1P-App-Cat 1 Ready = Subscribed
COBOGO1P-VM-Catalog 243 Ready = Subscribed
DOSDQOIP-App-Cat 2 Ready 3 Subscribed
DOsSDQOIP-VM-Catalog 243 Ready 3 Subscribed
ECGYEOQIP-Apps-Cat 1 Ready = Subscribed
ECGYEQIP-VM-Catalog 243 Ready = Subscribed
K8s-Catalog 20 Ready =

2. Select "Share" from the 3-dots menu



cloud Embratel

Catalogs

[ Content Libraries

vApp Templates

Moo

Media & Other Edit

Catalogs : Delete
Publish settings

[ Services

Service Library : Share th
Meracara

Custom Entity Definitions

Storage Paolicies
Change owner

CUDUOUTF AR Lal

3. The following form will appear, select if you want to share with all users and groups or a specific
member. You can also set the permission level assigned to the catalog. At the end of clicking on

"Save"
) Read-only
. Read/ Write

. Full Control



Share Catalog 'CAT-0T1 X

Users and Groups

Share with
() All Users and Groups

© specific Users and Groups

Users @ Groups
(I show selected

L Mame T Access Level

[_] | guillelos Read Only
- atrciod
L P Read Only

franciscof Read Only

Read Only !
— Read/Write
]| aleg

Users 1/72 > 3

DISCARD

Delete a catalog
In the event that you need to delete any catalogs from your organization, follow these steps:

Important:

o |[f there is a template or media in the catalog, you must move these items to another catalog
before deleting it.
®  Public catalogs added by default cannot be deleted

1. On the main menu click Libraries, then click Catalogs and verify that the catalog is not shared.



cloud Embratel Data Centers Applications Networking Libraries

Catalogs

[ Content Libraries
NEW
vApp Templates

_ Mame Version Status Shared External
Media & Other

ARBUEQIP-App-Cat 1 Ready P Subscribed
Catalogs

[y Services ARBUEQIP-WM-Catalog 3 Ready = Subscribed
3

Service Library T CAT-O1 1 Ready

Custom Emity Definitions CLSCLOIP-App-Cat 1 Ready & Subscribed

CLSCLOIP-VM-Catalog 3 Ready & Subscribed

If the catalog is shared, select the "Share" option to be able to remove permissions from shared
users

Mlamia E )

Edit
Delete

B Publish settings

Share

Storage Policies
Change owner

LD O AL

Select the Show Selection button to the right, to determine which user or group has
permissions, click the "X" to remove, and then click "Save".



Share Catalog 'CAT-0O1' X

Users and Groups

Share with
() AllUsers and Groups

| ° Specific Users and Groups

Users @ Groups @

O Show selected

Name Access Level

@ franciscof Read Only

1items

DISCARD SAVE

4. Once confirmed that the catalog is not shared, click on the 3-dot menu and click "Delete"

L Mama £

: Delete g
Share
Metadata

Storage Policies
Change owner

L= A= eIVl e Sy S |

Confirm delete X

Delete Catalog 'CAT-01'?

CANCEL il DELETE




9. Create a Kubernetes cluster

In this section you will find instructions for deploying Kubernetes clusters based on a VMware Tanzu
Kubernetes Grid. If you do not have the plugin active, it is necessary to contact Claro Cloud technical
support to enable it.

Prerequisites for installing a Kubernetes cluster
To create a Kubernetes cluster, you must pre-deploy the following:

Before you start the cluster provisioning process, it is important to implement the following steps:

1. It is necessary to configure an additional "Routed” type network, with which the cluster and its
nodes will be linked. Important, this network must have access to the Internet and the network
name must not match any of the existing networks.

1.1. Within the Data Center control panel, go to the Networks section, click on the "New" button

cloud Embratel Data Centers Applications Networking Libraries Administration Monitor More

< All virtual data centers Site: Claro Cloud Organization: US1138177 Data center: USMIAQ1P-UST138177P1377867

Networks
i compute

s NEW

Virtual Machines Name 1 Status Gateway CIDR Network Type Connected To 1P Pool Shared Route Advertised
c
Affinity Rules

Kubsdemo (@ Normal
Scale Groups

ivlemo @ Normal

© Networking

Networks

Edges

1.2. Enter the following parameters
[tem Description

Scope 1. Select Organization Data Center
2. Select the Data Center where your Cluster
will be provisioned
Network Type Select "Routed”

Edge Connection 1. Select the Edge Gateway where the network
will be created, this Edge must be hosted in
the Data Center you previously chose

2. Leave "Guest VLAN Allowed" off
General 1. Enter the name of the network, it must be
different from any existing network
2. Optionally enter a short description
Keep "Dual-Stack Mode" off
4. Enter an IP and network mask, which will
serve as a Gateway within the network, e.g.
192.168. 50.1/24

Static IP Pool Enter the static IP group to be assigned within

the network, e.g. 192.168.50.2 — 192.168.50.20

w



DNS Mandatorily, it is necessary to enter the primary
and secondary DNS, in case of not having a
specific service enter the following parameters:

1. Primary DNS: 8.8.8.8
2. Secondary DNS: 8.8.4.4
3. DNS suffix: leave blank

New Organization Ready to Complete
VDC Network
1 Scope Scope
Site @ Claro Cloud
2 Network Type
Scope O ECGYEO1IP-PR1148055P1374613
3 Edge Connection
General
4 General
Name Kube
5 Static IP Pools Description
Network Type Routed
B BN Connection «<» GW-10-02-PR1148055P1374613

Distributed Routi Acti
e e e istributed Routing ctive

Guest VLAN Allowed No
Gateway CIDR
Dual-Stack Mode No

Gateway CIDR 192.168.50.1/24

Static IP Pools

Static IP Pools 192.168.50.2 - 192.168.50.20
DNS

Primary DNS 8888

Secondary DNS 8844

DNS suffix

CANCEL PREVIOUS FINISH




2.

It is necessary to have at least 3 free public IPs, this because to validate the availability of your

IPs follow the following steps:

2.1. Enter the Networking section, click on the "Edge Gateways" section and select the Edge
instance of the Data Center where you want to install the cluster

cloud Embrar? Data Centers Ap e g Libraries Administration Monitor

< Allvirtual data centers Site: Claro Cloud O nization: US1138177 | Data center: USMIAO1IP-US1138177P1377867

Edge Gateways
i{ Compute
EXPORT EDGE GATEWAYS

VADPS
Virtual Machines

Name 1 Status Scope Distributed Used NICs External Org VDC HA State
Affinity Rules Routing Networks Networks

GW-0-04-Ust ) Norma ¢ USMIAGTP-US1138177P13778. Enabled 3 1 2 Not Applica

Scale Groups
@ Networking
Networks

Edges

2.2. By clicking on the IP "Allocation" option in the "IP Management" section, the following
information will be displayed:

[tem Description

Allocated IPs this section lists all public IPs hosted on your
edge instance

IPs Used this section shows which public IPs are in use

and what task it is being used for

cloud Embratel enters Networking Libraries Administration Monitor

vays » GW-10-04-USN38177P1377867

All Edge

< GW-IO-04-US1138177P1377867  oPeN IN vDC CONTEXT ~ DELETE  INCREASE SCOPE

Configuration Allocated IPs
General
Rate Limiting
Services
Firewall L) 7 Block
NAT
IPSec VPN

L2 VPN

Load Balancer 1-30f 3 1P ranges

General Settings

Security Ps Used
ps

Static G
IP Sets

1P Used % Usage

198.57.31.141 SNAT
Application Port
Profiles

IP Management
IP Allocations

DNS
DHCP Forwarding

2.3. If you do not have unused public IPs, enter the "Libraries" section and click on the "Service
Libraries" option, in the box that says "Add Public IP Address" by clicking on the "Execute"
button



cloud Embratel Libraries

Service Library
[y Content Librarles o Searct

vApp Templates

Add Edge Gateway Add Public IP Address Add User Delete User

Media & Other
Catalogs Networking Networking & User Management & User Management
Iy Services

Service Library

Custom Entity Definitions

Install SQL Server Modify User Role

& AMX-SP & User Management

Modify user permission:

2.4. A box will open where you must enter the Edge Gateway to which you want to add new IPs
and the number of Public IPs you want to add (at least 2, one IP will be occupied for the
configuration of an SNAT and the second is required to be left free to associate it with the
cluster during the provisioning process)

[ Important: For each cluster that you want to configure, you must have a public IP available ]

X
Edge GW GW-HM-01-PR1148055A1374441
Quantity * 1

m CANCE

Enable firewall rules to allow traffic to the created network (step 1) to the Internet through ports
443, 80, and 6443.

3.1. Go to Data Center, click on the "Edge Gateways" section and select the Edge instance of the
Data Center where you want to install the cluster



cloud Embratel Data Centers

£ Al Virtual data centers Site: Claro Cloud | Organization: US1138177 | Data center: USMIAOIP-US1138177P1377867

Edge Gateways

i{ Compute

VADpPS EXPORT EDGE GATEWAYS

Virtual Machines
Name Status Scope Distributed Used NICs External Org VvDE HA State
Routing Networks Networks

Affinity Rules
Scale Groups GW-10-04-Us1138177P13778. ) Norma ¢} USMIADIP-UST138177P13778 Enabled 1 2 Not Applica
@ Networking

Networks

Edges

3.2. Select the option of "Firewall" and click on the "Edit Rules" button, add a policy where traffic
is allowed through ports 443, 80 and 6443, for more details on how to configure a firewall
rule see the following section "Configuring Firewall rules"

[ Note: It is advisable to have the following protocols enabled: DNS, ICMP ]

cloud Embratel Data Centers
< Al Virtual data centers Site: Claro Cloud Organization: USN38177 Data center: USMIAOIP-UST38177P1377867

All Org VDC Edge Gateways > GW-I0-04-US1138177P1377867

i Compute
< GW-10-04-USN138177P1377867 DELETE  INCREASE SCOPE
VADPS

Virtual Machines
Configuration
Affinity Rules General EDIT RULES

Rate Limiting
Scale Groups

_ Services Name Category Applications Source Destination Action
@ Networking
Firewall
Networks NAT
IPSec VPN ICMP User defined ICMP ALL Any

L2 VPN

Kube User defined container Any

Edges

= DNS User defined DNS-UDP, DNS Any
& Storage
. goacibelancey Internet User defined HTTR, HTTPS
Named Disks General Settings
SharedServices User defined

Storage Policies Security

@ Settings Static Groups 9 default_rule Defautt
IP Sets

Kubernetes Policies Application Port

Profiles

Important: Ports are listed as applications, so port 443 is categorized as HTTPS, port 80 as HTTP and port
6443 as it is not a known port, it is necessary to configure a new profile, see the section "Configuration of
application port profiles"

Enable SNAT rule to allow traffic to the Internet, it is important to consider that it is not possible

to use 0.0.0.0/0 as an internal network, it is necessary to enter the segment of the specific VLAN.

4.1. Go to Data Center, click on the "Edge Gateways" section and select the Edge instance of the
Data Center where you want to install the cluster



cloud Embmr? Data Centers Applications Networking Libraries Administration Monitor

Site: Claro Cloud Organization: US1138177 | Data center: USMIAOIP-US1138177P1

< Al

Edge Gateways

i{ Compute

VADPS EXPORT EDGE GATEWAYS
Virtual Machines
Name 1 Status Scope Distributed Used NICs External Org VvDE HA State
_ Routing Networks Networks
Affinity Rules
GW-0-04-Us1138177P13778 ) Norma ¢ USMIAGTP-US1138177P13778. Enabled 3 1 2 Not Applica

Scale Groups
@ Networking
Networks

Edges

4.2. Select the option of "NAT" and click on the "New" button

cloud Embratel Data Centers Networking

Edge Gateways

Edge Gateways > GW
& GW-10-02-PR1148055P1374613  oren i NTE ELETE  IN

Configuration

4.3. Add a rule of type SNAT, where the External IP parameter is the public IP to be assigned to
the cluster, the Internal IP must be the segment of the routed VLAN that will be destined for
the cluster configuration.



Edit NAT Rule

Name Internet
Description

P
Interface Type SNAT
External IP * 198.57.31.141 (:
Internal IP * 192.168.100.0/24

Destination IP

o]

Create a Kubernetes cluster

1. In the main menu, select the "More" option, in the submenu choose the option "Kubernetes
Container Cluster"

Centros de datos

Aplicaciones Redes Bibliotecas Administracion Supervisar

Kubernetes Container Clusters

NEW

Name Status Kubernetes Provider Kubernetes Version

test UPDATE:SUCCEEDED Native 1212

2. To start deploying a new cluster click "New"

cloud Enh')lagl‘ Data Centers Applications Networking Libraries Administration Monitor More

Kubernetes Container Clusters

Name Status Kubernetes Provider Kubernetes Version Upgrade Virtual Data Center Qwner

admin.us113817

admin




3. The following screen will be displayed, click on "Next" to start the configuration

Create New VMware Kubernetes Runtime
Tanzu Kubernetes Grid
Cluster
Select a Kubernetes runtime for the cluster

1 Kubernetes Runtime
© VMware Tanzu Kubernetes Grid

" VMware hardened and signed upstream
compatible Kubernetes

" Single-node control plane

/" Named disk-based dynamic provisioning of
Persistent Volumes

" L4 load balancer automation

CANCEL NEXT

Important: The base configuration of a VMware Tanzu Kubernetes Grid Cluster through the control panel
can only have 1 Master node and "N" number of Workers nodes.

It is possible to add more master nodes through APIs

4. In the General section, you must specify the cluster name and operating system version with
which all nodes within the cluster will be deployed. At the end of clicking on "Next"

Important: The template to be selected must belong to the same country where your Data Center is
hosted. At the beginning of the name of each template you have a prefix of each country




Create New VMware General
Tanzu Kubernetes Grid

Cluster -
Name Clusterkgs
1 Kubernetes Runtime Kubernetes Template
2 General Name Catalog
° US-ubuntu-2004-kube-v1.22 5+vmware 1-tkg 2-f838b27ca494fee7083c0340ellce243 K8s
US-ubuntu-2004-kube-v1 21 8+vmware 1-tkg 2-ed3c93616a02968be452fe1934a1d37¢c K8s
US-ubuntu-2004-kube-v1 21 2+vmware 1-tkg 1 K8s
US-ubuntu-2004-kube-v1 20 8+vmware 1-tkg 1 K8s

US-ubuntu-2004-kube-v1.20.14+vmware.1-tkg.2-5a5027ce2528a6229acb35b38ff8084e K8s

1- 5 of 48 Kubernetes Templates 1 f100 > 2

SSH Public Key (Optional)

CANCEL BACK NEXT

[ Note: In the "Name" column you can see the Kube version integrated into the template. ]

5. Select the Data Center where the cluster will be deployed, click on "Next"

Create New VMware Virtual Data Center
Tanzu Kubernetes Grid
Cluster
Select a virtual data center for the cluster
1 Kubernetes Runtime Name oOrganizatien
USMIAQIP-USTI38177P1368671 UsN38177
2 General
USMIAOQIP-UST38177A1385264 usn3sz?
3 Virtual Data Center
ARBUEOIP-US1138177P1388278 UsN38177
©  USMIADIP-USTI3B177P1377867 Usn3sizz

1- 4 of & Virtual Data Centers

CANCEL BACK NEXT

6. Define the number of worker nodes that will be provisioned within the cluster, as well as the size
of both Control Plane and Workers nodes. At the end of clicking Next

[ Important: Node sizes should not be less than 2 vCPUs and 4 GB RAM ]




Create New VMware Compute
Tanzu Kubernetes Grid
Cluster , -
Input number of worker nodes, and select compute settings for the nodes
1 Kubernetes Runtime Number of Control Plane Nodes 1
2 General Number of Waorker Nodes 2
3 Virtual Data Center Select compute settings for control plane nodes (optional)
4 Compute @ sizing Policy () CPU & Memory
Name Description
gp.medium-01 CPU: 4 - Memory: 8 GB
@ gpsmall-02 CPU: 2 - Memory: & GB
gp.large-02 CPU: 16 - Memory: 64 GB
gp.xlarge-02 CPU: 32 - Memory: 128 GB
gp.large-01 CPU: 16 - Memory: 32 GB
gp.xlarge-01 CPU: 32 - Memory: 96 GB
gp.custom CPU: 11128 - Memory: 1-2048 GB
gp.small-01 CPU: 2 - Memory: 4 GB -

Note: Workers nodes are created the same size, we can vary the size within the cluster creation process

7. Enterprise Claro Cloud has high-performance SSD disks, so it will assign this storage policy by
default. At the end of clicking on "Next"

Create New VMware Storage
Tanzu Kubernetes Grid
Cluster .
Select storage profiles for the nodes
[stibemetesRuniime Storage profile for control plane nodes (optional)
2 General Name Status Default Used Limit
3 Virtual Data Center ) | SSDPremium Enabled Yes 73728 MB Unlimited
4 Compute
5 Storage

1-10f 1Storage Policy

Storage profile for worker nodes (optional)

Name Status Default Used Limit

SSDPremium Enabled Yes 73728 MB Unlimited

CANCEL BACK NEXT

8. In"Kubernetes Default Storage Class" section, enter the following. At the end of clicking on "Next"
Item Description

Storage profile for storage class Select Premium SSD



Kubernetes storage class name

Storage class reclaim policy

Filesystem

Enter the name of the storage class

e Delete Policy — During the cluster
erasure process, storage is included
e Retain Policy — If a cluster is allocated
separate disks, it does not delete any
volumes at the time of deleting the
cluster
Recommendation keep "Delete Policy" selected

Select format type

Create New VMware
Tanzu Kubernetes Grid

Cluster

1 Kubernetes Runtime - e

@D Create default storage class
2 General

Storage profile for storage class
3 Virtual Data Center

Name Status

gcompute SSOPremiu..  Enabled
5 Storage
6 Kubernetes Default Storage Class

Kubernetes storage class name

Storage class reclaim policy
© Delste Policy

Filesystem

Q =xtd

Kubernetes Default Storage Class

Configure a default storage class for the Kubernetes cluster

Default Used Limit

Yes o MBE Unlimited

o

1-10f 1 Storage Policy

This policy s used by default. It deletes the object

Retain Policy

hen the PersistentviolumeClaim s delete

9. Select the network previously created at the beginning of this process, as the main feature, this
network must have output to the Internet. At the end of clicking on "Next"



Create New VMware VDC Network
Tanzu Kubernetes Grid

Cluster )
Select a virtual data center network for the cluster
1 Kubernetes Runtime . .
@D Allow external traffic to be routed to this cluster
2 General
Mame Gateway CIDR IP Usage
3 Virtual Data Center ° Kubedemo 192168.100.1/24 0.00% (in use: 0, capacity: 29)
ivdemo 192168.200.1/24 0.00% (in use: 0, capacity: 39)
4 Compute
5 Storage
1- 2 of 2 networks
6 Kubernetes Default Storage Class

7 VDC Network

CANCEL BACK NEXT

10. The internal networks that will be assigned to the cluster will be displayed, keep the default
parameters.

Create New VMware Kubernetes Network
Tanzu Kubernetes Grid

Cluster
Configure network settings for Kubernetes pods and services

1 Kubernetes Runtime Pods CIDR % RESTORE DEFAULT

General Services CIDR 100.64.0.0/13 RESTORE DEFAULT

N

w

Virtual Data Center

~

Compute

wl

Storage

6 VDC Network

~

Kubernetes Network

CANCEL BACK NEXT

11. A summary with the cluster configuration will be displayed by clicking on "Finish"



Create New VMware Review
Tanzu Kubernetes Grid

Cluster
You are about to create a new Kubernetes cluster with these settings

1 Kubernetes Runtime

Cluster Name Tanzu
2 General Kubernetes Runtime VMware Tanzu Kubernetes Grid
3 Virtual Data Center Kubernetes Template US-ubuntu-2004-kube-v1.22.5
Virtual Data Center ECGYEO1P-PR1148055P1374613
4 Compute
Number of Control Plane Nodes
5 Storage
g Control Plane - Storage Profile SSDPremium
6 VDC Network Number of Worker Nodes 2
Worker - Storage Profile SSDPremium
7 Kubernetes Network e
VDC Network Kube
8 Review
Kubernetes Pods CIDR 100.96.0.0/11 v

CANCEL BACK FINISH

Kubernetes Cluster Access

1. Once the creation process is finished, select your cluster and click on "Download Kube Config",
this file contains the necessary information for you to enter your cluster.

cloud Embratel ): s Ap| e g bra Administration Monitor

Kubernetes Container Clusters

NEW RESIZE DOWNLOAD KUBE CONFIG DELETE

Hame Kubernetes Provider Kubernetes version Upsrade Virtual Gata Gentor owner

CREATE.SUCCEEDED

VMware Tanzu Kubernetes Grid v1.20.8+vmware.l Not Checke USMIADIP-UST128177A1385264 admin.us138177

CREATE.SUCCEEDED VMware Tanzu Kubernetes Grid v1.21.2+vmware.1 Not Checked ARBUEO1P-US’

admin.us1138177

° Clusterk8s CREATE:SUCCEEDED VMware Tanzu Kubernetes Grid Vv1.22. 5+vmware.l Not Available USMIAQIR-UST138177P1377867 admin.usn38177

2. Itis necessary to download the Kubectl package to your computer, then links to the installation
process according to each operating system:

e Windows - https://kubernetes.io/docs/tasks/tools/install-kubectl-windows/

e MacOS - https://kubernetes.io/docs/tasks/tools/install-kubectl-macos/

e Linux - https://kubernetes.io/docs/tasks/tools/install-kubectl-linux/

2.1 Once Kubectl is installed, the client will be able to enter through the Kubeconfig file, to
validate the nodes of its cluster and excute the command

Kubectl --kubeconfig=< Name_of _the _downloaded file.txt> get node


https://kubernetes.io/docs/tasks/tools/install-kubectl-windows/
https://kubernetes.io/docs/tasks/tools/install-kubectl-macos/
https://kubernetes.io/docs/tasks/tools/install-kubectl-linux/

x

lindows PowerShell
Copyright (C) Microsoft Corporation. Todos los derechos reservados.

Prueba la nueva tecnologia PowerShell multiplataforma https://aka.ms/pscore6

:\Users\ionly> kubectl get node
STATUS ROLES AGE VERSION
Ready control-plane,master 19m  v1.22.5+vmware.l
node-rrej  Ready <none> 15m  v1.22_5+vmwar
node-ul7g  Ready <none> 13m  v1.22.5+vmware.l
PS C:\Users\ionly>

2.2 Todisplay the status of your pods, run the command

Kubectl --kubeconfig=< Name_of _the _downloaded_file.txt > get pods

PS C:\Users\ionly> kubectl get pods

NAMESPACE NAME READY STATUS RESTARTS AGE

kapp-controller kapp-controller-76767677c9-p4b22 1/1 Running @ 18m

kube-system antrea-agent-69h12 2/2 Running © 18m

kube-system antrea-agent-6dc7j 2/2 Running @ 16m
antrea-agent-dlhhf 2/2 Running @ 22m
antrea-controller-88d6878dc-d5c8k 1/1 Running
coredns-6457cdfcd6-gkfcl 1/: Running
coredns-6457cdfcd6-quntj 1/: Running

ystem csi-ved-controllerplugin-@ 3 Running

kube-system csi-ved-nodeplugin-k5645 / Running

kube-system csi-ved-nodeplugin-pjflv / Running

kube-system etcd-mstr-w2qc 1/: Running
kube-apiserver-mstr-w2qc 1/ Running
kube-controller-manager-mstr-w2qc 1/: Running © 22m
kube-proxy-b49w5 1/: Running @ 16m
kube-proxy-fgbzr 1/: Running © 22m
kube-proxy-qc57h 1/ Running © 18m
kube-scheduler-mstr-w2qc 1/: Running @ 22m

\ metrics-server-854b9b59b-41861 1/: Running @ 14m
kube-system vmware-cloud-director-ccm-75bd684688-9q286 1/ Running © 22m
PS C:\Users\ionly>

Delete a Kubernetes cluster
1. To delete the cluster, just select the cluster to delete and click "Delete"

Kubernetes Container Clusters

© pruebad CREATE:SUCCEEDED Native 22 USMIADIP-USTI34362P1343054 adminusl134362

Virtual Data Center Owner

2. Confirm the deletion, click on "Delete"



Delete cluster 'pruebad’

Warning: Deleting cluster 'pruebad’ is irreversible

CANCEL DELETE

10. Scale Groups (automatic horizontal scaling)

This section will show you the process for configuring scale-out, which will allow you to mitigate
workload loads on your infrastructure by automatically adding virtual machines as your application
requires.

Important: It is important to ensure that the application is adapted and optimized to support automatic
scaling.

Additionally, if you want to implement scaling on an already provisioned machine, it is necessary to first
create a template. (see how to create a template)

1. Select "Data Center" from the main menu, choose the Data Center where automatic scaling is
required.

cloud Embratel Data Centers

Virtual Data Center

S USMIADIP-USTI38177P13686 71 & USMIADIP-USTI38177A1385264

@ UsSN38177 @ Claro Cloud

& COBOGOIP-USTI38177A1377868
@ USN38177 @ Claro Cloud

o

2. Choose "Scale Groups"

@ UST38177 ® Claro Cloud

o

oof0

& ARBUEQIP-UST138177P1369580
& USN38177 @ Claro Cloud

Applications

in the secondary menu within the Data Center, click on "New Scale Group"



cloud Embratel Data Centers

e Claro Cloud t ta center: USMIAOIP-USTI38177P1368671

Scale Groups

NEW SCALE GROUP Q) Se.

i Compute
vAppS
Virtual Machines
Affinity Rules

ps

© Networking
Networks
Edges

= Storage
Named Disks
Storage Policles

& Settings

Kubernetes Policies

3. The following General Settings screen will open where you must enter the following information,
at the end of clicking on "Next"

ltem Description

Group Name Enter the name of the scale group

Group Description Optionally enter a short description of the scala group

Min VMs Enter the minimum number of VMs your scale group can have.
Max VMs Enter the maximum number of VMs your scale group can have.

Create Scale Group
> 1. General Settings

Group Name * Enter Group Name

Group Description

Min VMs * 1

Max VMs * 2

NEXT

2. Application Settings

3. Network

CANCEL




4. In the Application Settings section enter the following information, at the end of clicking on

"Next"

Item
Template

Storage Policy

Description

Select the template that the group will take as a reference to create
the new nodes. Remembering that the new nodes are a faithful
copy of the base template.

Select the type of storage to be allocated to the new virtual
machines (only SSD storage is currently available)

Create Scale Group

> 2. Application Settings

NEXT

VM Name VvApp Template Catalog 0s
bitnami-mediawiki-1.37.1-13-r04-| bitnami-mediawiki-1.37.1-13-r04-l. ARBUEO1P-ALP-Cat Other Linux (64-bit)
bitnami-suitecrm-7.12.4-5-linux- bitnami-suitecrm-7.12.4-5-linux-. ECGYEQ1P-ALP-Cat Other Linux (64-bit)
bitnami-lappstack-8.0.1-0-r33-lin bitnami-lappstack-8.0.1-0-r33-lin. USMIAO1IP-ALP-Cat Other Linux (64-bit)
SLES15-SP2 .SUSE Linux Enterprise Server 1 ARBUEO1P-VM-Catalog SUSE Linux Enterprise 15 (64-bit)
° .Windows2012R2 .Windows 2012 R2 ARBUEOQ1P-VM-Catalog Microsoft Windows Server 2012 ...
5 VM Templates 11/93 >
Storage Policy * SSDPremium (Default)

CANCEL

5. In the Network section choose the means by which you will link the VMs within the scale group,
when you finish clicking on "Create group and add rules"

Iltem

| have a fully set-up network

| have set-up a Load Balancer

Description
Select the network within the data center to which the scale group
will be linked.
If you have the Load Balancing service, you can link your scale group
through a balancing pool, just enter:
e Network CIDR - IP of the gateway within the balancing
pool
e Edge Gateway — The Edge gateway where the balancing
service is hosted.
e Server group — Select the balancing pool to which you
want to link the scale group



Create Scale Group

| > @ General Settings

| > @ Application Settings
> 3. Network

° | have a fully set-up network I have set-up a Load Balancer

Network * TEST

CREATE GROUP AND ADD RULES

CANCEL

6. Once the Scale Group is created, the following screen will open where you can create your
scaling rules, by clicking on "Add rule"

cloud Embratel Data Centers

< Al Virtual data centers Site: Claro Cloud Organization. US138177 | Daf USMIAOQIP-USTI38177P1368671

< All Scale Groups

iii Compute = test eor  oEETE
vApps
General
Virtual Machines Rules
Virtual Machines

Affinity Rules ADD RULE
Monitor

Rules

S¢ S
# s Cooldown
£ Networking
Networks

Edges

£ Storage

Named Disks
Storage Policies
& Settings

Kubernetes Policies

7. The next screen will open where you will have to enter the following information, at the end of
clicking on "ADD"

[ Note: You will be able to enter the number of policies and conditions required by your application ]

ltem Description
Name Enter the name of the rule to be created.



Number of VMs Enter the number of VMs you want to create and/or delete when
scaling goes live.

Behavior Select the action you want to apply when scaling: Grow or Shrink.
Cooldown Define the time in minutes it will take for the platform to assess
whether any policies are being met.

Avg. Utilization Choose the virtual machine component(s) to evaluate.
Condition Choose the condition that must be met for scaling to be activated.
Amount Enter the percentage of usage to be met for the condition to be
met.
Duration Enter the time you require the condition to be met in minutes
Add Rule
General
Name * Incrementa Number of VMs * 1
Behavior © Grow Shrink Cooldown * 20 ®
Conditions

Conditions in a rule are grouped by an AND operator.
After a condition is met, it might be executed with a delay of up to 5 minutes depending on the metrics collector interval configuration.

ADD CONDITION

Avg. Utilization memory usage Amount 70 %
Condition greater or equal to Duration 15 minute(s)

cAmeE m

8. For the visualization of the virtual machines within the click scale group in the "Virtual Machines"
section, here you can see the main features of the template with which the virtual machines will
be created automatically.

cloud Embratel Data Centers

USMIAQIP-US138177P1368671

s 9 test o ELETE

vADpS
General
Virtual Machines Rules Virtual Machines
Affinity Rules _____ + Template Details - Windows2016
Monitor
Virtual Application

CPUs

Memory

Edges Storage

£ Storage os

9. Likewise, you can view the complete list of virtual machines provisioned at the moment, by default
when creating the group the first virtual machine in the group is automatically provisioned.



cloud Embratel

[T
vApDS
Virtual Machines

Affinity Rules

Networking
Networks
Edges

= Storage
Named Disks
Storage Policies
Settings

Kubernetes Policies

10. In the Monitor section,

Data Centers
Claro Cloud

¢
= test

General
Rules

Virtual Machines
Monitor

EDIT

usn3s77 USMIAOIP-USN3BR177F

Virtual Machines
+ Template Details - .Windows2016
Virtual Application
CPUs
Memory
Storage

os

52 GB

Microsoft Windc

us Server 2016 (64-bit

Name

test-dSed4a36- a96-af73-adSc71

Date Created

Primary IP Address

10.10.10.2

you can view each action executed in the group, the applied rule, the

status of the task, the date it was executed, and the date the task ended are recorded.

cloud Embratel

¢ Al Virtual data cer

Compute
vApps
Virtual Machines

Affinity Rules

Networks

Edges

= Storage

Named Disks
Storage Policies
5 Settings

Kubernetes Policies

Data Centers

< All scale Groups

= test

General
Rules

EDIT

Virtual Machines

Monitor

Recent Tasks |Running: @ Failed: @

DELETE
Task Rule
@ Create
A Grow(+1 VM) Initial grow

USMIAOIP-UST138177P1368671

Status

@ Complete

Start Time

Completion Time
04
04/29/2022, 05:46:41 PM
15 20f 2 Tas




11. You will be able to monitor the consumption of each resource in your virtual machines through
the usage board, enter the "Virtual machines" section by clicking on the name of the VM

cloud Embratel

i Compute
vAppS
Virtual Machines
Affinity Rules
5

@ Networking
Networks.
Edges

= Storage
Named Disks
Storage Policies

@ Settings

Kubernetes Policies

Data Centers

usn3sse7? 3 t USMIAOIP-USTI38177P136867

2 test eoim

General
Rules Virtual Machines
Virtual Machines

Monitor

~ Template Details - .Windows2016
Virtual Application
CPUs
Memory
Storage

os

Name

test-dSed4a36-8b26-4a96-af73-ad5cT

Primary IP Address

10.10.10.2

12. The next screen will open, click on the "Monitor Chart" option, select the metric and the period

you want

cloud Embratel

@ Netwarking
Metworks.
Edges

£ storage
Named Disks
Storage Policies

@ Settings.

Kubemetes Policies

to view and click on "Refresh"

@ test-dSedda36-8b26-4a96-af73-ad5c71ca638b

Powered on

General

Hardware

NICs

Guest 05
Customization

Guest Properties
Manitoring Chart
Sharing

Metadata

Manitor
Task

Metric: oo

Period:

, [l cvu usage sverae
y
Security Tags N\_/V_\NV\/—/\f\/_—\MAMA.M_f\_M/W—\AW




11. User and role management

In this section you can manage access to your organization. Enterprise Claro Cloud allows you to
manage, create, and delete users in addition to having predefined roles that will help you with the
management of your services properly.

Available user roles

Role Description

Administrator Can contract, modify, and cancel VDC on-Demand and Resource
Pool subscriptions in countries with available compute regions.
You have access only to the Claro Cloud Administration console

Organization Administrator Can purchase new services through the self-service portal (e.g.
Virtual Machines, IP's, Edges). In addition, this role can create
modify and delete resources instances networks within a vdc and
private catalogs.

Has access to administrative and billing information.
Can create, manage, and modify users and roles in your
organization.

Technical Administrator Can create instances, applications, and manage deployed laaS
resources, as well as be able to configure networks within a VDC.
Role cannot: purchase additional resources within the self-service
portal, change administrative information, modify resource limits,
change roles, or add additional users.

Compute Administrator Can create new instances within a Virtual Data Center, and you can
manage and modify existing instances.

Network Administrator Can manage functionality within T1 Edge Gateway instances, such
as creating new VLANs, managing and creating Firewall and NAT
rules, generating IPSec and L2 VPN connections.

Staff-Read Only Can view instance configuration parameters, network, and monitor
status.

Role cannot generate new instances, delete or change instance
configuration parameters, or perform administrative tasks.

Create a user
To create users within the Claro Cloud platform, perform the following process

[ Note: This action can only be performed by an Organization Administrator ]

1. Select "Libraries" from the main menu, from the left menu select "Service Library"



cloud Embratel Libraries

Service Library

[ Content Libraries Search Currently showing: All results

vApp Templates

Add Edge Gateway Add Public IP Address Add User
Media & Other

Catalogs (@ Networking ) (@ Networking ) (G User Management

[ Services Monthly fees apply Monthly fees apply Create new user
Service Library

Custom Entity Definitions
EXECUTE EXECUTE EXECUTE

Install SQL Server Modify User Role

(& AMx-sP ) (T User Management

Modify user permissions

EXECUTE EXECUTE

Page 10f1

2. Locate the "Add User" box and click the "Execute" button

Add User

f & User Management ‘j

Create new user

EXECUTE

3. The next screen will be displayed, enter the required information. At the end of clicking on
"Finish"

ltem Description
Username User Name
Email User email, it is possible to assign more than

one user the same email
First Name First name
Last Name Surname

User Role Role within the organization



Add User Step 1 W%

1 Step1
e Username * (D jsmith

Email * @  ismith@claro.com
First Name * () Jnon

LastMame * (D) Smith

Userrole * (@ [AMX- Organization Administrator |

AMX - Organization Administrator
AMX - Technical Administrator

AMX - Staff-Read Only A

CANCEL FINISH

Modify a user's role
You can modify a user role that was previously assigned to a created user

[ Note: this action can only be performed by an Organization Administrator

1. Select "Libraries" from the main menu, from the left menu select "Service Library"



cloud Embratel Libraries

Service Library

[ Content Libraries Search... Currently showing: All results

vApp Templates

Add Edge Gateway Add Public IP Address
Media & Other

Catalogs | Networking | i Networking

[ Services Monthly fees apply Monthly fees apply
Service Library

Custom Entity Definitions
EXECUTE EXECUTE

Install SQL Server Modify User Role

(' & AMX-5P (' &' User Management

Modify user permissions

EXECUTE EXECUTE

2. Locate the "Modify User Role" box and click the "Execute" button

Modify User Role

| & User Management |

Modify user permissions

EXECUTE

3. The next screen will be displayed, enter the required information. At the end of clicking on

"Finish"
ltem Description
Username Lists users created in your organization

Role New role to assign



Modify User Role

1 Step1

Delete a user

Step 1

Username *

Role *

OO —

@ AMX - Organization Administrator ~
AMX - Organization Administrator
AMX - Technical Administrator

A aff-Read O

CANCEL FINISH

[ Note: This action can only be performed by an Organization Administrator

1. Select "Libraries" from the main menu, from the left menu select "Service Library"

cloud Embratel

[ Content Libraries
vApp Templates
Media & Other
catalogs

v Services
Service Library

Custom Enity Definitions

Service Library

Search

Add Edge Gateway

Libraries

Currently showing: All results

Add Public IP Address Add User

Delete User

Networking

Networking D) (& User Management

(& User Management

Monthly fees apply

EXECUTE

Install SGL Server

Monthly fees apply Create new user

EXECUTE EXscuTE

Modify User Role

(& amxsp

(& User Management

EXECUTE

Modify user permissions

EXECUTE

Delete existing user

EXECUTE




2. Locate the "Delete User" box and click the "Execute" button

Delete User

( & User Management )

Delete existing user

EXECUTE

3. The following screen will be displayed, where the active users in the organization will be listed,
select the user to delete, click on "Finish"

Delete User Step 1 X

1 Step1

Usemame © @

CANCEL FINISH “




11. Application Catalog in Enterprise Claro Cloud
Enterprise Claro Cloud offers you a catalog of open source applications that you can use to deploy
virtual machines directly in your Organization's Data Centers.

Process to enter the catalog

1. In the main menu select "More", in the submenu click on "App Launchpad".

cloud fma[g Data Centers Applications Networking Libraries Administration

Virtual Data Center

& USMIAOTP-USTI38177A1357805

38177 @ Claro Cloud

2. The following screen will be displayed, where you can view an overview of the applications that
are deployed in the organization

cloud Embratel

63 2 O



3. Select the Marketplace option to deploy the application catalog

4. In case you have contracted infrastructure in more than one computing region, it is advisable to
filter the catalog in the region you want to provision

cloud Embratel A

Welcome to App Launchpad

5. You can use the built-in search engine to find a particular application.

cloud Embratel

Applications (2)

DokuWiki Virtual Appliance packaged by Bitnam

20200729.0.0_95_r78

DokuWiki Virtual Appliance packaged by Bitnam

20200729.0.0_95_r78

Creating an application

1. Find and select the application to deploy, click on "Details" then select it.



Akeneo Virtual Appli..

This Akeneo virtual
machine is secure, up-to-

date, and pre-configured to

LAUNCH DETAILS

R —

2. The following screen will be displayed to show you the overview of the application, versions,
and technical specifications. To start the implementation click "Launch Application”

cloud Embratel

Marketplace

@ Akeneo Virtual Appliance packaged by Bitnami

< Technical Specifications

I ————————————————— |

@ akeneo P S, ——c®

3. The following screen will be displayed, first you must enter the name to define the hostname of
the virtual machine to be deployed. After clicking show details to display the rest of the
parameters to configure.

ltem Description

Location Select the Data Center where you want to
deploy your application



Size Define the size of the virtual machine where
the application will be installed

IP address Define the internal or external IP address to
assign

cloud Embratel Data Centers Applications

Libraries Administration Monitor More

Marketplace

Launch Akeneo Virtual Appliance packaged by Bithami 6.0.5_1

me of the Application est

SHOW DETAILS >
LAUNCH APPLICATION

cloud E”'b’a';i Data Centers Applications Networking Libraries Administration Monitor More

Marketplace

HIDE DETAILS v

ocatior Claro Cloud-US1138177-ARBUEO1P-US1138177P1369580

4. Optionally, you can click Advanced Settings to define the following parameters. When finished,
click "Start Application”

Item Description



Network Select an existing network from the previously
chosen Data Center

Storage Profile Type of storage, as the only option Enterprise
Claro Cloud has SSD disks

Startup script You can load a customization script into a
virtual machine. The script runs before and
after guest customization when you deploy a
virtual machine based on an application
template.

Tags User-defined tags are useful when adding
additional properties to your application.

cloud Embrafg Jata Centers Apj ons working Administration Monitor

Marketplace

IP Address Internal IP Address

HIDE ADVANCED SETTINGS w

Network

Storage Profile SSDPremium

Startup Script (Optional) + ADD SCRIPT

Tags (Optional) @ In ]

LAUNCH APPLICATION

Upon completion of provisioning, you will be able to view your application from the "My
Applications" option or directly in the selected Data Center



cloud Embratel Data

Launched Applications

Launched Applications(2)

LAUNCH NEW

jenkins Apache
231935 10.0.16_9_r03

» Running » Running
Location Claro Cloud-US11 Location aro Cloud-US11
vCPUs 2 vCPUs 2

Memory 4GB Memory 4GB

Storage 24 Storage

Internal IP 0:0:25... [3 Internal IP

OPEN CONSOLE ACTIONS v OPEN CONSOLE ACTIONS v

6. To access your application see the First access to a virtual machine section
7. To be able to reset your password the Reset password section by default




12. Monitoring

Enterprise Claro Cloud has a section where you can visualize metrics of consumption, health, and
general platform behavior.

To enter this module follow the steps

1. From the main menu, select More, and then select the Operations Manager option.

cloud Embratel Data Centers Applications Networking Libraries i o Monitor More

Operations Manager

VRealize Operations Manager Tenant App for VMware Cloud Director

Virtual Machines

iii Compute Sort by: Creation Date L oo

Find by: Name ADVANCED FILTERING

VApps

4 Virtual Machines | expired: No x ear all filters
Virtual Machines
Multiselect

Affinity Rules

2. Within the Operation Manager menu there will be a menu on the left which offers options
where you can review a summary of your Organization, as well as the resources provisioned and
consumed for CPU, Memory, and Storage.

Data Centers Applications Networking Libraries Administration Monitor More v

Home

Dashboards US1134362 Organization Summary
Organizati Overview
CromestenvEe 26 7 48 43 0
vApps

ORGANIZATION VDCS VApPpS VIRTUAL MACHINES RUNNING VIRTUAL MACHINES TOTAL COST
Virtual Machines

Metric Selector
Monitoring
. Capacity Overview
Met
clenme {3cPU EEMEMORY ESTORAGE

Tenant Reports

Bills

Used (86 GHz) M Free (377 GHz) Used (202 GB) M Free (464 GB) Used (2.19 TB) M Frez (1.36 TB)
Limit (400 GHz) Limit (500 GB) Limit (1.95 TB)

System Status

3C'\tc:ﬂ

Criticality Alert Definition Object Name Object Type

vApp is Powered Off ISO-dc5ba2db-4968-4c61-b9e3-4d45115cc943 vApp



3. In the Organization VDC section you can see the list of your VDCs. For each of them you can see
the type of VDC, the number of vApps that it contains, the number of virtual machines that it
groups and how many of them are running. You'll also be able to validate the percentage of
CPU used, along with memory and storage. Finally, the total cost for each VDC is observed.

cloud £mbratel Data Centers Applications Networking Libraries Administration Monitor More

List of Organization VDCs

Home
Dashboards
(oo
Organization VDC Allocation Model Hmberof Number of VMs Number of Running PU Used (%) A e Total Cost
vApps M )

Monitoring
Metering

Tenant Report:

Bills

>

4. The vApps section will show the list of vApps with the resources used (vCPU, Memory, and
Storage), as well as the number of VMs that it has.

cloud Embratel Data Centers Applications Networking Libraries Administration Monitor More v

List of vApps

Home
Dashboards

vABp vCPU Memory Allocated Storage Allocated Number of VMs Snapshot Size Dwne! Total Cost

Monitoring

Metering

5. In the Virtual Machines section it will show you the list of virtual machines along with their
vCPU, Memory and Storage resources. You can also view the Snapshot size, if any, and the total
cost.



cloud Embratel Data Centers Applications Networking Libraries Administration Monitor More v Q - : faviol

Home List of Virtual Machines

Dashboards

Virtual Machine vePU Memory Allocation

Total Cost

Monitoring
Metering
enant Reports

6. In the Metric Selector section you can opt for different parameters that will help you create
personalized dashboards of the different contracted services, to be able to visualize the use in
periods of time.

cloud Embratel Data Centers Applications Networking Libraries Administration Monitor More v

. Metric Selector

Dashboards _
¥ Filters

Filter By

none

Metri

R e Typ
Monitoring
vAPD
- Organizatior 9
Metering Organization VDC USMIAOIP-US1134362A1349922

@ soi t
Start Date End Date
All Metrics 09/19/2021 i 09/20/2021 E]
badge Resource Name : OpenVPN
K= e 866
- i
|
777777 o — _ N || — -
I T T T m
oarion. 2205 ooz021. 10:00 oarz02 21:58
W cpulUsage

7. In the Alerts section it will show you a summary of important events to validate, where you can
also observe the criticality and the services that could have a problem or incident.



faviol

cloud Embratel Data Centers Applications Networking Libraries Administration Monitor More v

Home Alerts Summary
Dashboards
8 0
Monitoring List of Alerts
Alerts
Metering (o |
Ten port: Criticality — Object Name P

8. In the Bills section, you can view detailed consumption reports by Data Center, which contain
the details of the contracted services that will be included in your billing

Important: For Data Centers in Resource Pool scheme, computing resources (vCPU, RAM and Storage) will
not be displayed, these will be detailed in your Claro Cloud invoice.

The reports will be generated according to your Claro Cloud billing cycle

cloud Embratel Dat: s Applica

Home My Bills
Dashboards
Select OVDC Select Range
ARBUEO1P-USTI38177P1369580 LastOne Month
Title Billing Date Start Time End Time
Met
Monitoring
Alert N

Metering




13. APIs
Enterprise Claro Cloud offers you the ability to manage your service through Restful APIs. For more
information, go to https://developer.vmware.com/apis/1196/vmware-cloud-director)

Below are the different methods to access this functionality.

Direct access via control panel (Swagger)
Through its self-service panel you will be able to access an interface where you can use APIs without
downloading additional software,

1. From the main menu, select the help icon (?) and then the "API Explorer” option.

cloud Embratel Data Centers

Virtual Data Cente [0 copiore |

G USMIAQIP-USIZB177P1368671 G cC Q1P-US3B177A1377868
@ US138177 @ Claro Cloud &L ® Claro Cloud

2. The following web page will open, where you can run Restful API calls, without the need to
install additional software

@ | fapr<xptoretenanis1138177 outap son m

VMware Cloud Director OpenAPI®

ctor APl and establishes new patterns for use

Authentication

Authentication and Authorization schemes are the same as those for the legacy APIs. You can authenticate
using the JWT token via the Authorization header ors
x-vcloud-authorization (The latter form is deprecated).

ng a session using

Operation Patterns

This API follows the following general guidelines to establish a consistent CRUD pattern:

Operation Description Response Code Response Content
GET /items Retur of items 200 Response will include Nav al links to the items in the list.
POST fitems ted item 20 Content-Location header links to the newly ed item
individual item 200 A single item using same data type as that included in list above
Updates an individual item 200 Updated view of the item is returned
DELETE fitems/urn Deletes the iten 208 No content is returned

Asynehronous operations

Asynchronous operations are determined by the server. In those cases, instead of responding as described above, the server responds with an HTTP Response code 202 and an empty body.
The tracking task (which is the same task as all legacy API operations use} is linked via the UR! pr

ded in the Location header ~

Note: No registration or login is required, the platform automatic links your organization and user



https://developer.vmware.com/apis/1196/vmware-cloud-director

Administration through Terraform Provider

One of methods of administration and access to your service that Enterprise Claro Cloud makes
available to you is Terraform Provider, which allows you to manage, implement and access your
services through code.

For more information, go to https://registry.terraform.io/providers/vmware/vcd/latest/docs

It is necessary to create an additional user in order to be able to enter your service through
Terraform, perform the following steps.

1. From the main menu, select Administration

cloud Embratel enters B tions Networking Libraries Administration

‘& Access Control

Users

Groups
Full Name
[ER Certificate Manage...

Trusted Certificates

Certificates Library

2. Click "New"

cloud Embratel ers s Networking Libraries Administration Monito

& Access Control
Users
Groups

Full Name
[E3 Certificate Manage...

Trusted Certificates

Certificates Library

3. The next screen will open and enter the following information, when finished click “Save"


https://registry.terraform.io/providers/vmware/vcd/latest/docs

Create User

Credentials

User name

Password

Confirm password *

Enable

Configure user's quota ()

Role

Available roles

Contact Info

Full name

Email address

Iltem
User name

Password

Enable

Configure user's quota

Available features

Full name
E-mail address
Phone Number
ID

Quota of all VMs

Running VM quota

DISCARD

Description
Enter user name

Define a password. It is recommended to
include at least one capital letter a number and
a special character

Keep this option on

Enables user resource limits

Select the user role to assign it is
recommended to assign an Organization
Administrator

Enter your full name

Please enter a valid email account
Enter a contact phone number
(optional) Enter your ID number

The maximum number of virtual machines in
vApps that an organization member can store
in an undeployed state.

The maximum number of virtual machines that
a member of this organization can deploy
simultaneously.



14. Glossary

App Launchpad

It is a VMware Cloud Director service extension that service providers can use to create and publish
application catalogs ready for deployment. Users of the leasing service can then deploy the
applications with a single click.

App Launchpad supports the use of applications from the Bitnami App Catalog that is available on
the VMware Marketplace.

Load Balancer / Load Balancer

It is one of the features included in Claro Cloud with the power of the new AVI Networks
component, which allows load balancing or applications with different algorithms for applications
that are running on several virtual machines by exposing a VIP (Virtual IP).

Distributed Firewall

The distributed firewall allows you to segment virtual datacenter entities in your organization, such
as virtual machines, based on the attributes and names of the virtual machines. NSX software
provides distributed firewall capability in the vCloud Director environment.

Kubernetes Cluster

This cluster is a complete distribution of the open source Kubernetes container orchestration
platform compiled, signed, and supported by VMware. This is a cluster instance integrated with
vCloud Director that is CSE (Container Service Extension) enabled.

Private and public IP range

The main differences between public IP and private IP is that the former is accessible from the
Internet and the latter is not, and that the former is assigned to the internet endpoint and access
(the router) and the latter to the devices connected to that endpoint.

T1 Edge Gateway

It is an NSX service which in turn supports network services such as Routing, VPN (IPSec, L2), Load
Balancing, DHCP.

Coat

It is a logical organization within vCloud Director that allows you to operate virtual infrastructure
with its different compute, network and storage components.

vCloud Director

Cloud service delivery platform developed by VMware, allows to operate infrastructure efficiently
and elastically

Virtual Firewall

It is a firewall integrated into a fully virtualized environment, allows you to perform traditional and
advanced filtering functions when integrated with other components

VM



Initials corresponding to virtual machines for its acronym in English
VMware Cloud Availability

VMware product used for replication and disaster recovery

VPN IPSEC

Connection between two sites that you make using the concept of tunnel or secure network on
another network that is not, for example, a secure connection on the Internet, the basis of its
operation corresponds to two systems at the ends that are responsible for encrypting the message
in the middle and encapsulating the useful information. This is achieved with different algorithms,
protocols and in some cases, with digital certificates. For the VMware platform this system is
managed by the Edge Gateway

VPN L2

An L2 or Layer 2 VPN is a type of VPN where data links are virtualized to simulate a local network
over geographically remote sites where data service providers are not involved in IP routing and
control of this depends on the client completely.

VXLAN

It is one of the network encapsulation protocols that allows to solve the limitations of traditional
VLANs, among which are the number of networks and the reuse of addressing in environments
where thousands of machines are used typically in virtualized environments. The basic operation
corresponds to an increase in information from the TCP/IP packet header which carries additional
information that is processed in the VTEPs which are responsible for encapsulating and de-
encapsulating the useful information. MTU greater than 1600 must be enabled to support VXLAN
protocol



