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1. Introduction

This document is intended for Enterprise Claro Cloudusers to configure and manage their cloud
services.

The instructions in this guide reflect the Enterprise Claro Cloudweb console (HTML5based Ul)and
provides you with clear and precise guidance on the processes required to manage the platform.

Enterprise Claro Cloudis a cloud platform where you can host applications and simplify the
development of new applications. It integrates the cloud services needed to develop, test, deploy
and manage your cloud computing resources.

With Enterprise Claro Cloudyou can easily s@le your resources as your demand increases, while
also offering the reliability you need to ensure high availability between different Enterprise Claro
Cloud regions. The Enterprise Claro Clouddashboard allows you to easily manage all services within
Claro Cloud. In addition, you are also able to manage your cloud services using APIs.



2. Howto purchase Enterprise Claro Cloud
You can purchase theEnterprise Claro Cloudservice through
https://www.usclarocloud.com/portal/us/cld/products/infrastructure/enterprise _-claro-cloud

cloud Products Q

Control Panel

@Enterpriseclaro Cloud Description Benefits Ourproducts Plans Documentation

Enterprise Claro
Cloud

Federated Cloud infrastructure to
quickly and easily support busi
growth in Latin Amer

Buy Now >

1. Go to the "plans and pricing" section where you will find the available plans of the service, by
clicking on the "Buy" button of the plan that suits your needs

Plans and Prices

On-Demand Resource Pool
Only pay for what you use, deploy the Fixed, predictable monthly or yearly
right VM for your workload (custom price. Assign a fixed pool of vCPU,
&right-size) RAM, and Storage resources—

flexibility to deploy and control
resources within the pool

v Hourly pricing for vCPU, RAM, and w Start from 20 vCPUs, 50 GB
Storage. Memory and 200 GB Storage
v Unlimited Resources w No hidden cost
$0.00* $142.70%
/manth /month

I BUY NOW > ] ’ BUY NOW >



https://www.usclarocloud.com/portal/us/cld/products/infrastructure/enterprise-claro-cloud

2. The following screen will be displayed, where you can select, the type of plan, contracting
period, computing region and the type of connectivity y ou require, by clicking on "Continue"

T On Demand

cloud Products

Control Panel

Service configuration

e On-Demand - Monthly

Hourly pricing for vCPU, RAM, and Storage

Regionand N

ork Setup

USA Miami v
1 Edge Gatewa
Internet N

Claro Cloud Infrastructure Web Presence Collaboration Security

What is Claro Cloud? Business Cloud Server Business Website McAfee

P Totalcart: $0.00*

cloud Products
Conirol Panel

Choose your plan and Region Resou

Claro Cloud Region

USA Miami v

e Monthly

No cancellation fees

Monthly with commitment

A canceliation fee will apply
Select Subscription Period

Select a period v

Total cart: $0.00 *

Back



3. If you chose a Resource Pool plan, you must define the size of the Resource Pool (vCPU, RAM,
and Storage), as well as the "T1 Edge Gateway" connectivity type. At the end of clik "Continue"

cloud Products

ol and Network Setup

Resource Pool

Quantity Unit price Total
vCPU $6.30* $126.00

Virtual Data Genter Total Gompute resource pool. 1¥CPU = 2 GHz VCPU

Total

SSD Premium Storage Auenty

Unit price
RAM Quantity Unit price Total
sl bt CenterToe P po 6B §6.00 530000

T1 Edge Gateway

Internet v

e e s

Important:

1 The minimum capacity to contract is 20 vCPUs, 50 GB of RAM and 200 GB of Storage.

T The T1 Edge Gateway service in its Hybrid version, does not include the MPLS link, it
purchased separately, through Claro.

i Thecontracting of the MPLS link is subject to availability and technical feasibility.

i For second purchases in the same compute region, the T1 Edge Gateway service will

provisioned, in case a second instance is required to validate the Purchase section
additional T1 Edge Gateway

- J

4. The summary of the purchase will be displayed, click on "Process purchase"



cloud Products

Control Panel

Qty. Product Period

Price
Resource Pool - Miami - Monthly 1 month $444.00
=) Hide Details
$444.00 Delete Plan

1 Resource Pool - Miami - Monthly
1 1 Month(s)
20 vCPU
50 RAM
200 SSD Premium Storage
1 Internet

Do you have a promotion code?

Subtotal $444.00
Promotion code Apply Tax $70.02

— el cerisasaos

5. If you are already a Claro Cloud customer, it will be required to enter your username and
password of your Cloud account, by clicking on "Login"

If you are not a customer please call our Sales Team at+1-833-992-5276

cloud Products Search Q Bﬁg

Condrol Panel

\(

6. After login in t he following screen will be displayed where you must accept the Terms and
Conditions of the Enterprise Claro Cbud service, by clicking on "Place your order"

Important: Payment for the service will be made through your monthly Claro invoice




cloud Products Search Q

Control Panel

Qty. Product Period Price
1 Resource Pool - Miami - Monthly monthly charge $444.00
R - Miami - Monthly
: 0 remium Storage
a
Total: $444.00
O 1have read and agree 1o the Claro Enterprise Solutions, LLC Terms of Service.

8. The following screen will be displayed confirming your order

cloud Products

Thanks!

Your purchase has been successful S0001402

Keep buying >

9. You will receive two natifications to your email account:

1  Purchase confirmation



Order Sales Order SO001407 placed -

Provisioning

US Claro Cloud <cloudinfo@usclaro.com>
To [ Activation Specialist Cloud Services

@ If there are problems with how this message is displayed, click here to view it in a web browser.

Below are your current account details including the most recent updates and changes.

Account Details

Adriaana Peerez

FF CES Test 06

38 sw 160 av,

Miramar FL, 33028, United States of
America

Detail

Order Number: 50001407
Order Type: Sales Order
Order Status: Provisioning
Order Date: 26-Nov-2021

ID. Service Description Quantity Unit of : From fo Total
. H Measure Date Date  Amount
On-Demand - . usD
1 Monthly 1 item 0.00 0.00

Estimated tax to b
stimated tax to be USD 0.00
collected:

Total Purchase: usD 0.00

1 Welcome email with your username and URL to define your password to enter the Enterprise
Claro Cloud portal

Workspace ONE Access Local User Notification

&« | o] .-
no-reply@clarocloud.com 9%
Para Jonathan Vallejo (c) 11:39 AM

@ Haga clic aqui para descargar imagenes. Para ayudarle a proteger su confidencialidad, Outlook ha impedido la descarga automatica de algunas
imagenes en este mensaje.

Hello Jonathan Vallejo:,[

Welcome to Workspace ONE Access!
Workspace ONE Access provides secure, managed access to Windows, SaaS and enterprise web applications across
different devices while retaining control and visibility via policy-driven management.

Your username is admin.US333444
Your First Login URL is https://sso-lab.clarocloud.com/SAAS/auth/reset?
token=eyJ1c2VybmFtZSI6ImFkbWIuLIVTMzMzNDQOliwiZG9tYWIuljoiQ2xhcm9jbG91ZC5jb20iLCljb2R1Ijoi)S5YFTV3bWZI

WjJuOT9iTSJ9
This link will expire in 7 day(s).

Please click this link to access your account.

Thank you for using Workspace ONE Access.



3. Howto purchase Enterprise Claro Cloud with SMS

Access to the Enterprise Claro Cloud portal with tokens via SMS
In countries such as theDominican Republic and Puerto Rico, SMS messages may not be received for
linking the Verify application, so it is necessary to run the following process to enter your service.

1. At the end of the purchase process you will receive an email with the necessary access
information to be able to enter your service. As shown in the following image

Workspace ONE Access Local User Notification

&« ..
no-reply@clarocloud.com %
Para Jonathan Vallejo () 11:39 AM

@ Haga dlic aqui para descargar imagenes. Para ayudarle a proteger su confidencialidad, Outlook ha impedido la descarga automatica de algunas
imagenes en este mensaje.

Hello Jonathan Vallejo:,[

Welcome to Workspace ONE Access!
Workspace ONE Access provides secure, managed access to Windows, SaaS and enterprise web applications across

different devices while retaining control and visibility via policy-driven management.

Your username is admin.US333444
Your First Login URL is https://sso-lab.clarocloud.com/SAAS/auth/reset?
token=eyJ1c2VybmFtZSI6lmFkbWIuLIVTMzMzNDQOIliwiZG9tYWIuljoiQ2xhecm9jbG917C5jb20iLCIjb2RIIjoilS5YTV3IbWZI

WijJuOT9iTSI9
This link will expire in 7 day(s).

Please click this link to access your account.

Thank you for using Workspace ONE Access.

2. Enter in the web browser of your preference the URL attached to the e-mail, the following
interface will be displayed where you will define your access password. At tre end of clicking on

the "Change Password" button
W \

1
Claro“cloud

Change Password

vmware




3. Enter your username, which you will find in the body of the e-mail previously received

Claro“cloud

vmware

4. Enter the previously defined password

Claro“cloud

Forgot password?

Click here if this is not your name

vmware




5. Enter a phone number and country code, click Sign in

Claro“cloud

VMware Verify is required for
additional authentication. Enter a
phone number to get started.

Clard“cloud

Country Code

You will get an SMS confirmation at the number
entered.

6. Enter again to https://sso.clarocloud.com/SAAS/auth/login, indicate your previously defined
username and password, click on Sign In, the following screen will appear

Claro“cloud
Embratel

Action is required:

Check the VMware Verify App to
approve the authentication
Request

Waiting on approval...

Didn't get the request?

Click here



https://sso.clarocloud.com/SAAS/auth/login

7. By clicking on the Click here button, the following screen will appear

Claro“cloud
‘Embratel

Action is required:
Copy the token from VMware
Verify to sign in

Ciard cloud

Enter Token from VMware Verity

Having an issue with VMware Verify?

Sign in with SMS

vmware

8. By clicking on the "Sign in with SMS" button, the following screen will appear.



Claro®cloud
Embratel

Action is required:
Click the link or reenter the code
from your SMS to sign in.

Cinrd cloud

Code from SMS

Didn't get the SMS? Send again

9. In parallel you will receive an SMS message to the phone registered in step 5, the SMS will
contain a code which must be entered on the screen shown in the previous step, click on Sign In

11:07 wll 4G @)

@ o

AUTHMSG

Su codigo para
Sso.clarocloud.com es 6223888

10. When you enter the click code in Sign In, your web browser will open automatically the
following screen



C Y @& ssodarocloud.com/cat

Clard“cloud Apps

Q) Search apps

All Apps

]

US1138177

11. Click on the icon with the red arrow to enter your Claro Cloud Enterprise control panel where you
can manage your cloud services. The following screen will open

G C { & voddarocioudoom

Data Centers

For upcoming sessionsto your Claro Cloud Enterprise dashboard use the following URL:
https://sso.clarocloud.com/SAAS/auth/login



https://sso.clarocloud.com/SAAS/auth/login

Resource Limit Management in Resource Pool Subscriptions

If you chose a subscription with the Resource Pool scheme you can manage the amount of vCPUSs,
GB of RAM and GB of storagefrom your portal .

Important: The minimum amount of resources allowed in a data center is 20 vCPUs, 50 GB of RA
200 GB of storage.

1. Log in to your admin panel https://cp.usclarocloud.com/

cloud

‘You are now working as Ivan Chavez.

Dashboard

Dashboard

L. Users

Marketplace 1 2ot e
Enterprise Claro Cloud Resour... .‘
Enterprise Claro Cloud On-De...
B USERS MARKETPLACE
Domains Browse for new services
Total

Account

ADD NEW USER

I

2. Click on the Enterprise Claro Cloud Resource Pool section, located on the left within the
gray menu.



https://cp.usclarocloud.com/

cloud

You are now working as Ivan Chavez.

Dashboard

Dashboard i

Marketplace
Enterprise Claro Cloud Resour..,l

Enterprise Claro Cloud On-De...

MARKETPLACE

Domains Browse for new services
Total

Account

ADD NEW USER

ORDERS ENTERPRISE CLARO CLOUD
RESOURCE POOL

3. The following screen will open

cloud

You are now working as lvan Chavez.
Dashboard -

@ Enterprise Claro Cloud Resource Pool

Enterprise Claro Cloud Resource Pool

Marketplace
You are now ready to start building, managing, and monitoring your cloud applications through the Claro Cloud portal

Enterprise Claro Cloud Resour...
GO TO THE PORTAL

Enterprise Claro Cloud On-De...

G Domains Data Center: ARBUED1P-US1142095A1360270
Organization Administrator: Admin.US1142095

Il Account We will send you an e-mail to complete your secure access to the Claro Cloud Portal with two-factor authentication.

SUBSCRIPTION INFORMATION O Acmive

Expires Automatic Renewal
Mar 22, 2022 @ Enabled

Monthly Price
$230.00

ACTIONS =

4. If you have more than one Resource Pool subscription just click on the name of the
subscription you want to modify.



cloud

Dashboard fEE—— g 25 van

Enterprise Claro Cloud Resource Pool

Marketplace
ENTERPRISE CLARO CLOUD RESOURCE POOL

Enterprise Claro Cloud Resour.

Enterprise Claro Cloud is a next-generation platform

I / based on VMware technology. Secure, agile, robust,
Enterprise Claro Cloud On-De... - easy to mange and with no hidden costs.

Cloud Servers

Marketplace

Subscriptions
Domains
PLAN NAME SUBSCRIPTION ID =
Il Account
1007409
1007395
1007385

& Ivan Chavez o

SUBSCRIPTION STATUS

® Ready

@ Ready

® Ready

MANAGE SUBSCRIPTION

MANAGE SUBSCRIPTION

MANAGE SUBSCRIPTION

5. At the bottom you will find a button called "Manage Limits", click on it.

cloud @ wete

You workir ivan Chavez.
Dashboard e A

M ce
$430.00

ACTIONS =
Marketplace

Enterprise Claro Cloud Resour... [l =1=Y3e10] g el - 13

Enterprise Claro Cloud On-De... ml

Cloud Servers

SSD PREMIUM STORAGE USMIAO101 CPU

Marketplace

Domains

I Account

RAM

50°

sset ID: AS

‘ Ivan Chavez

200 GB 1 Virtual Data Center 40 GHz




6. The following screen will open where you can select the amount of resources you want to
add to your Data Center. When you finish click "OK"

@ Help ‘ Ivan Chavez

Account

& Enterprise Claro Cloud Resource Pool

B orger isory Change Resource Limits

©f Subscriptions
Yo

B3 Payment Methods

£

r changes will be applied to the subscription #1007409 “US: Resource Pool - Miami - Monthly Payment

| Account Profile RESOURCE CURRENT LIMIT NEW LIMIT MAX LIMIT FEE

vCPU 2

o

) 1,000 vCPU $6.00/vCPU per month

RAM 50 total 50 5,000 GB $6.00/GB per month

i Action Log

SSD Premium Storage 200 total 200 50,000 GB $0.05/GB per month

CANCEL

ﬂmportant: \

1 Increased compute resources are possible up to a maximuin080 vCPUs, 5,000 GB of RA
and 50 TB of storagdf you require more capacity contact your Claro support team.

1 Itis not possible to decrease the pool of resources to an amount lower thanwdsatontracted.

Additional resources can be decreased if they have not been used.

1 vCPU is equivalent to 2 GHz

If your subscription is tied to a 12, 24, or Bfnth contracting period, capacity changes a

\ updated in the contracting period. J

7. A confirmation screen with the changes and new charges resulting will be displayed, click
on "Confirm" if you agree with the amounts. You will receive an email with the requested
change order.

—a =a

Confirm Your Order

sou will be charged using the payment method you have selected below. Changes to your subscription will be applied as

Order Details Payment Information

ITEM
ORDER ITEMS QTY/PERIOD TOTAL
Cla
/CPU Recurring $1.38
56
- $0.01
Total: $3.13

Tax Total: $0.00
Order Total: $3.13

o m




-~

Claro Cloud USA <cloudinfo@usclaro.coms
parami =

Order Notification No.
UG000076

Below are your Cursent aceourt Getaiis Inudag the mest Fecert spates asd Carger

Acsoure Deals

Ivan Chave: Garcia Detail
CES AMX Ordar Number: UG000076
3350 SW 148th, Ave #400, Order Type: Change Order
Miramar FL, 32027, United States of Ordar Status: Creating Order Detais
Amesica Order Date: 26-May-2021
. Sen Desci Unit of Unit From To Totsl
5 s o] [Mmsi Measure | Price Date Date  Amount

26- 31- usD
1 | vPuReumng |20 wey (1000 (May- [way- | D

2001 32021

% |3t =
2 | RaMRecumng | 20 Ge 700 |waye [wye |90

2021 2021

6 |3t
3 3""::"; 200 Gt 007 | May- | May- "‘;‘;

aunt rring 2021 2021 2
Estimated
tax to be USD 0.00
collected:
UsD 59.01

8. Within two to three minutes the capacity of your data center will be updated with the
requested resources.



3. How to use the Claro Cloud portal

Access to the Enterprise Claro Cloud portal
At the end of the purchase process you will receive an e-mail with the information necessary access

to your service. As shown in the following image

Workspace ONE Access Local User Notification

“« ...
no-reply@clarocloud.com 9%
Para Jonathan Vallejo () 11:39 AM

@ Haga dlic aqui para descargar imagenes. Para ayudarle a proteger su confidencialidad, Qutlook ha impedido la descarga automatica de algunas
imagenes en este mensaje.

Hello Jonathan Vallejo:,[

Welcome to Workspace ONE Access!
Workspace ONE Access provides secure, managed access to Windows, SaaS and enterprise web applications across

different devices while retaining control and visibility via policy-driven management.

Your username is admin.US333444
Your First Login URL is https://sso-lab.clarocloud.com/SAAS/auth/reset?
token=eyJ1c2VybmFtZSI6lmFkbWIuLIVTMzMzNDQOIliwiZG9tYWIuljoiQ2xhecm9jbG917C5jb20iLCIjb2RIIjoilS5YTV3IbWZI

WijJuOT9iTSI9
This link will expire in 7 day(s).

Please click this link to access your account.

Thank you for using Workspace ONE Access.

1. Utilizing the web browser of your preference, enter the URLprovided in the e-mail. The
following interface will be displayed where you wi ll set your password. When finished, click on
the "Change Password" button

1
Claro“cloud

Change Password




2. Enter your username, which you will find in the body of the e -mail previously received

Claré“cloud

3. Enter the previously defined password

Claré“cloud

Forgot password?
Click here if this is not your name

vmware

4. Enter a phone number and country code, Thisis required to be able to send download
information in order to activate the two -factor authentication



Claro“cloud

VMware Verify is required for '
additional authentication. Enter a g
phone number to get started.

Glrécloud

Country Code v

vmware

5. Via text message you will receive a link to download the mobile application that is utilized to
generate an access validation token for your acount.

6. Click on the download URL indicated in the text message which will redirect you to your mobile
application store (Google Play / Apple App Store)

7. Clickto download "Verify & Workspace ONE"

Verify - Workspace
ONE

Set up your pr¢

8. After downloading, click open, enter the PIN provided in the second text message

9. Your mobile token will automatically be linked with the information in your Enterprise Claro
Cloud account.



Q Search :I

Claro“cloud

12 487 34

18"

ssa- Add Account
lab.claroclo.

10. In your web browser the following screen will open automatically

Claro“cloud Apps

O, Search apps

All Apps

=

us1138177

11. Click on the icon to enter your Enterprise Claro Clouddashboard where you can manage your
cloud services. The following screen will open




12. After this initial setup you will access your Enterprise Claro Cloud dashboard via the following
URL: https://sso.clarocloud.com/SAAS/auth/login



https://sso.clarocloud.com/SAAS/auth/login

4. Introducing Enterprise Claro Cloud

Enterprise Claro Cloudis an efficient and flexible public cloud technology based on VMware services
with components such as vCloud Director, NSX, AVI, CSE among othersn the following chapters
you will find the necessary processes for the management of the different services

In the Enterprise Claro Cloudcontrol panel you can find multiple menus that will help you with the
creation, administration, monitoring , and management of your services.

Listed below are the different sections that you will have in your admin panel:

Main menu options

Data Center

Applications

Networks

Library

Administration

Supervise

App Launchpad

Kubernetes Container Cluster

Autoscale

Operations Manager

Availability

Guided Tours

Description

Distribution of data centers deployed in the
different regions of Claro Cloud

Visualization and management of virtual
applications, Virtual Machines and Scale
Groups

Management of T1 Edge Gateway instances,
virtual networks, VPN connections, NAT, DHCP,
LB, etc.

Viewing and managing public and private
catalogs, installation media (ISOimages) and
deployment of point workloads

Managing users, roles, groups, andcertificates
Visualization of logs related to events and tasks
performed on the platform

Application Catalog for creating virtual
machines in your Virtual Data Center
Managing and creating Kubernetes clusters
based on virtual machines

In this section you will find the management of
the scale-up rules for your applications and
virtual machines

Visualization of health dashboards and
monthly consumption reports in your data
centers

Manage and execute workload migrations to
different compute regions available in Claro
Cloud through the vCloud Availability solution
Short capsules of most frequent and common
operations on the Enterprise Claro Cbud
dashboard



5. Network Configuration in  Enterprise Claro Cloud

This section will show the steps necessary to be able to configure all the network services available
in Enterprise Claro Cloud taking into account the T1 Edge Gateway service as the main element.

To be able to access the general network administration panel click on the top menu to the
"Networks" option.

Note: We recommend that you configure lastone routed networkbefore creatingKubernetes virtual
machines or clusterd-or Edge instances that are generatienling thedefault purchase procesthey have
the first routed network configured.

Creating a network in  Enterprise Claro Cloud
Process for creating a new network in your Virtual Data Center

1. Enter in the top menu to the Networks section, select in the submenu the Networks section

2. Click "New"



cloud Embratel

Networking Libraries

3. The following screen will be displayed
New Organization VDC Scope
Network
1 Scope [- ] <?'g?"|i:5:|:::\' Virtual Data Center

Name T+ Allocation Model Organization

4. Choose the network range type and select the Virtual Data Center to which the network will be

linked, then click Next.

Scope Type
Organization Virtual Data Center

Data Center Group

Description

Provides connectivity only for virtual machines
in a single Virtual Data Center

Provides connectivity to virtual machines that
are part of a Virtual Data Center group



New QOrganization VDC Scope
Network

1 Scope ﬂ Organization Virtual Data Center

2 Network Type Data Center Group

Name T+ Allocation Model Organization

ARBUEOIP-USN38177P1369580 Flex Us1138177
© USMIAOIP-USI38177P1368671 Flex usi13s77

USMIADIP-UST138177P1371551 Flex Usn3g7zz

5. Choose the type of network you want to create

New Organization VDC Network Type
Network

Select the type of network that you are about to create
| 1 Scope

© Routed

I 2 Network Type

Isolated
Network Type Description
Isolated Provides a fully isolated environment, to which
only virtual machines can communicate within
a Virtual Data Center or Virtual Data Center
Group
Routed Provides controlled virtual machine access to

networks outside the Virtual Data Center or
Virtual Data Center Group

Note: If the Routed option is selected, an additional step will be displayed regarding the Edge conne

6. (For routed networks only), select the Edge Gateway where you want to host the network, click
next



New QOrganization VDC
Network

1 Scope
2 Network Type

3 Edge Connection

Edge Connection

Name

© GW-I0-06-US1138177P1368671

Distributed Routing

Guest VLAN Allowed

7. Setthe following parameters then click next

Item
Name

Gateway CIDR

Description (optional)

New Organization VDC
Network

1 Scope
2 Network Type
3 Edge Connection

4 General

Dual-Stack Mode

General

Name *

Description

Gateway CIDR *

External Networks

1

Description

0Org VDC Networks

4

1-10of 1 Edge Gateway(s)

CANCEL PREVIOUS | NEXT

Name of the network to be assigned, field
without character restriction
Private IP address to be assigned as network

gateway

It is recommended to fill in this field for
documentation and network administration

purposes

CANCEL | PREVIOUS |

8. Add the private IP segment that you want to enable on the network, this segment needs to be
compatible with the Gateway defined in the previous step. When finished click next



Important: The gateway CIDR field is set by default with the information from the previous step.

New Organization VDC Static IP Pools
Network

Gateway CIDR 192.168.1./32 (D

Scope
Static IP Pools

%)

Network Type
Enter an IP range (format: 192.168.1.2 - 192.168.1.100)

w

Edge Connection

S

General

@0

Static IP Pools

Total IP addresses: 0

CANCEL PREVIOUS NEXT

9. Enter the information regarding your DNS. If you do not have one you can use8.8.8.8 / 8.8.4.4.

Important: If your network is intended for private access, you must use private DNS instead of public

New Organization VDC DNS
Netwaork
Primary DNS
1 Scope

Secondary DNS
2 Network Type

DNS suffix
3 Edge Connection

4 General

5 Static IP Pools

6 DNS

CANCEL PREVIOUS NEXT

10. The summary of the network configuration will be displayed, click on finish



New Organization VDC Ready to Complete

Network
1 Scope Scope
Site @ Claro Cloud
2 Network Type ’
Scope ¢ USMIAOIP-USTI38177P1368671
3 Edge Connection
General
4 General
Name adada
5 Static IP Pools Description
Network Type Routed
© BhE Connection o GW-10-06-USTI38177P1368671
Distributed Routing Active
7 Ready to Complete
Guest VLAN Allowed No

Gateway CIDR
Dual-Stack Mode No

Gateway CIDR 192.168.1.1/32

CANCEL PREVIOUS

Configuring an Edge Gateway
During the purchase process of your first Data Center in Enterprise Claro Cloud an Edge Gateway is
added by default and at no cost

Note: If yourequire an additional T1 Edge Gateway, you can purchdeeahn additionaffee. If you have
Virtual Data Center in differeriEnterprise Claro Clouggions,you will needto have at least one T1 Edg
Gateway per region

The processes willbe able to configure each available network services listed below:

Firewall

NAT

VPN IPSec

Load Balancer

Safety

IP Address Management
Routing

=A =4 =4 -4 -4 -8 -4

To access the network services management panel, follow these steps:

1. Enter in the top menu to the Networks section, then in the submenu select Edge Gateways



cloud Embratel ters Applications Networking ibraries Administration

Distributed Routing Used NICs

2. Select the Edge Gateway to configure

Monitor

Embratel Ce Applications Networking ibraries Administration

Edge Gateways

Name 1 Status

(%]

GW-I0-01-US1138177P1373453 Normal ECGYEQIP-USTI38177P1273453 Enabled
2 ot

Important: In the Scope column, you can see which Virtual Data Center or Group each Edge Gatt
linked to

3. The following screen will be displayed which is the interface where you can configure your
network services



cloud Embfar;f Data Centers Applications Networking Libraries Administration Monitor

Edge Gateways

< GW-IO-01-USN38177P1373453  oren IN vDC CONTEXT  DELETE  INCREAS

Configuration

EDIT
General
Rate Limiting ~ General
Services Name s 77P137345
Firewall ~
Status

Description

Allow Non-Distributed Routing No
Type NSX-T
Connected Yes

Using Dedicated Provider

~ Scope

Task Status Type

Configuring Firewall Rules
Firewall rules settings are available in this section. It is possible to create, edit and delete rules
according to the needs of your organization,

1. Select the Firewall option and click the "Edit Rules" button



cloud Embfafg Data Centers Applications Networking Libraries Administration Monitor

Edge Gateways

2. The following screen will be displayed, where you must click on the "New On Top" button
Edit Rules
Name Category State Applications Source Destination Action
& 1 SharedServices User defined Enabled - Any SharedServices Allow
A | = _rule e Enabled A A

3. Aline will be added in the table, where you will need to enter the following information. When
finished, click the save button

ltem Description

Number Firewall rule name
State Enabled | Disabled
Applications TCP/UDP access ports
Origin Source IP segment
Destiny Source IP segment
Action Allow / Block / Deny

Protocol Protocol used for IPv4 / IPv6 communication



Registration Enable/Disable Event Logging over the Firewall

Edit Rules
NEW ON TOP  NEW ABOVE  REMOVE MOVE DOWN  MOVE TO
# Name Category State Applications Source Destination Action IP Protocol Legging
[ 1 Namd] User defined (@) - & - o & - o 2 G = »
V74 2 SharedServices User defined Enabled - Any SharedServices Allow IPv4 Disabled
& C, default_rule Default Enabled - Any Any Drop IPv4 and IPvE Disabled

Process for Editing or Deleting Firewall Rules

4. To edit arule click the pencil button, then click save button when finished

Edit Rules

Name Category State
1 SharedServices User defined Enabled
& default_rule Default Enabled

5. To delete a firewall rule, select the ruleand click Remove then click on save button.

Edit Rules
P EW ABOVE REN 4
# Name Category State Applications Source
° g 1 SharedServices User defined Enabled - Any
] ault_rul [= E Ar

Enabling and Configuring Distributed  Firewall
In this section you can activate and configure your Distributed Firewall.



Within the available functionalities @nterprise Claro Clouglou will be able to communicate
through extended networkwith multiple data centers in the same region, these communications
can be managed and segmented through a Distributed Firewall.

Before you can activate the Distributed Firewall service, you crastte a Dat&Center groupwith
the following process.

1. Enter in the top menu to the Networks section, in the submenu select Data Center Groups, click
on "New"

cloud E.mb(af? Data Centers Applications Networking Libraries Administration Monitor More

Data Center Groups

Name 1 Status Type

2. The following screen will be displayed where you must select the initial Data Center, it is
advisable to select a Data Center that has an Edge instance assigned to allow connections to the
outside (Internet or MPLS), if required. Click "Next"

Create VDC Group Starting VDC

1 Starting VDC

Name t Allocation Mode Organizatio

° USMIAOIP-UST138177P1368671 Flex US1138177

NEXT

3. Enter the name and optionally a description, when finished click on "Next"



Create VDC Group General

1 Starting VDC
Name * Tes

2 General
Description

CANCEL

BACK | NEXT

4. Select the Data Centers that will be added to the group, by default the Data Center indicated in
step 2 will be preselected, when finished click on "Next"

Create VDC Group Participating VDCs
1 Starting VDC Select a al e par s
(D show selected
2 General
Name Fault Domain Organization

3 Participating VDCs

USMIAO1P-US1138177P1368671 USMIAOIP usn38177

USMIAOTP-US1138177A1357805 USMIAOIP usnzg77

8: 3 eligble

A summary with the defined group configuration will be displayed, click "Finish" to start the

creation of the Group. Upon end of group creation, you will be able to view your group in the
Data Center Groups section



Create VDC Group Review

1 Starting VDC
General

General

Name

]

Participating VDCs Description

w

Group Type Loca

-

Review
Participating VDCs

@ UsMIAOIP
Y USMIADIP-U!

CANCEL | BACK

6. To enable distributed firewall, click the name of the group created.

cloud Embratel Data ¢ Applications Networking Libraries Administration Monitor More

Data Center Groups

Status

o testHibrido (&) Normal Local

7. The following screen will be displayed, in General within the line Distributed firewall, click on
"Activate"

Monitor

cloud Embratel Data Centers Applications Networking Libraries Administration

Data Center Groups

@ testHibrido svnc  pelete

General w General Details =
Participating VDCs Name tectUibrido

Edge Gateway Description

Security

v Distributed Firewall

Networks



8. A new option will be enabled within the left menu "Distributed Firewall", click on the new option

@ TESTUSER

General
Participating VDCs

Edge Gateway

Distributed Firewall

Security

Networks

SYNC DELETE

v General Details

Name

Description

Status

~ Distributed Firewall

Status

EDIT

TESTUSER

9. The dashboard for configuring firewall policies is displayed. To create a firewall rule click "Edit

Rules"

All Data Center Groups » TESTUSER

@& TESTUSER

General
Participating vDCs
Edge Gateway
Distributed Firewall
Security

Static Groups

IP Sets

Dynamic Groups

ation Port

Networks

SYNC

DELETE

Default Policy Status

EDIT RULES

# Name

Default_vd

cGroup_TE

Enabled DISABLE
State Applications Context Source Destination Action
STU Enabled - - Internal Interna Allow

10. The following screen will open, click "New at the top", follow the process described in the
chapter "Configuring Firewall Rules'




Edit Rules

11. At the end click on "Save"

Configuring NAT Rules
In this section, you can configure, edit, and delete NAT rules according to your organization's needs.

cloud Embratel Data Centers Applications Networking Libraries

< GW-HM-01-US1134362A1349477

General

To configure a NAT rule, follow the following process

1. Select the NAT option and click the "New" button



<& GW-HM-01-US1134362A1349477

General

NEW
Services

Firewall Name
NAT
IPSec VPN Internet

Load Balancer
General Settings

OPEN IN VDC CONTEXT DELETE

Type External IP Application Internal IP

Enabled SNAT 198.57.31.198 - 0.0.0.0/0

2. The following screen will be displayed where you will have to enter the following information. At

the end of clicking the save button

Iltem
Name
Description (Optional)

Interface Type

External IP

External port

Internal IP

Application

Status (Advanced Settings)
Registration (Advanced Settings)
Priority

Firewall Match

Description

NAT rule name

Description of the NAT rule

Select NAT Type

DNAT / SNAT / NO DNAT / NO SNAT
External IP where NAT will be applied
External source port

IP to where the redirect is made

Port where the service is exposed
Service enabled/disabled

Events

NAT rule priority (Lower value higher priority)

Match Internal Address / Match External
Address / Bypass




Edit NAT Rule X

Name * Internet
Description
#l
Interface Type * SNAT ~
External IP * 198.57.31.198 6)
Translated IP or CIDR
Internal IP * 0.0.0.0/0

Source IP or CIDR

Destination IP

v & Advanced Settings

State [ @)

Logging C’

Priority 0]
If an address has multiple NAT rules, the rule with the
highest priority is applied. A lower value means a higher
precedence for this rule.

Firewall Match Match Internal Address EO)

DISCARD SAVE

To Edit a rule, select the rule to edit and click the Edit button

<» GW-HM-01-US134362A1349477  OPEN IN vDC CONTEXT  DELETE

General

Senvices NEW EDIT DELETE
Firewall Name k4 Category State T Type
MNAT
IPSec VPN © | Internet User defined Enabled SMAT

Load Balancer

The screen shown in step 4 will open to edit all previously configured parameters. When
finished click save

To Delete a rule, select the rule and click the Delete button



< GW-HM-01-US1134362A13494 /77

General
) NEW E
Services
Firewall Name
NAT
IPSec VPN © | Internet

Load Balancer

Configuring IPsec VPN

DELETE

COPEN IN VDC CONTEXT DELETE
Category State Type
User defined Enabled SNAT

in this section you will find the procedure to configure an IPsec VPN

1. Within the T1 Edge Gateway panel, select the IPsec VPN" option and click the "New" button

< GW-HM-01-US1134362A1349477

General
NEW
Services
Firewall Name
NAT
[ ipsecven | AREUSA
Load Balancer CHisA
General Settings COLUSA

Security

OPEN IN VDC CONTEXT DELETE

State Security Profile Local IP

Enabled Default 198.57.31198 (D
Enabled Default 198.57.31.198 (@
Enabled Default 198.57.31.198 (1)

2. The following screen will be displayed where you will have to enter the following information.

When finished click save
Item
Enabled

Pre-shared key

Safety Profile
IP Address (Local Endpoint)

Redes (Endpoint Local)

IP Address (RemoteEndpoint)

Description
Slider button to enable/disable connection

Security key, must be shared with the other
party to ensure connection settings

Keep in the standard option
Edge Gateway public address

Local networks which will have access from the
VPN connection

Remote Gateway Public Address




Networking (Remote Endpoint) Remote networks which will have access from
the VPN connection

General

Name * ARGUSA

Description

Enabled [ @)

Pre-Shared Key *  sssssassnans

Security Profile Default v

> Profile Details

Local Endpoint

IP Address * 198.57.31.198 6}
Networks *
200.100.50.0/24
3
Comma separated CIDRs (i.e. 192.168.10.0/24,
212.138.0.0/16)

Remote Endpoint

IP Address * 181.17.6.13

Networks *
192.168.1.0/24,192.168.10.0/24

~

DISCARD SAVE

Important: You need to replicate step 1 and 2 to the other end of the VPN connection. Wherea:
extreme is now considered the destination

3. To validate the correct VPN configuration select "View statistics"



NEW EDIT VIEW STATISTICS SECURITY PROFILE CUSTOMIZATION DELETE

Name T State T Security Profile Y Local IP
()| ARGUSA Enabled Default 198.57.31.198 (@
() | CHIUSA Enabled Default 198.57.31198
© |coLusa Enabled Default 198.57.31.198 (1)

4. The following screen will open where you can view the status of the tunnel as well as the
incoming and outgoing byte packets

w Status C
Tunnel Status Up
IKE Service Status Up

IKE Fail Reason

~ Traffic & Errors C
Local Subnet 200.100.50.0/24
Peer Subnet 192.168.100.0/24
Packets In 26
Packets Out 27
Bytes In 1560
Bytes Qut 3368

Packets Sent Error

Packets Received Error

Packets In Dropped

Packets Out Dropped




L2 VPN Configuration
In this section you will find the procedure to set up an L2 VPN from your control panel.

1. Within the T1 Edge Gateway dashboard, select the "L2/PN" option and click the "New" button

cloud fmbldfa' Data Centers  Applications Networking L braries Administration Monitor More

Edge Gateways

All Edge Gateways » GW-HM-02-UST13B177P137155
& GW-HM-02-US1138177P1371551 orpen iN vDC CONTEXT ~ DELETE  INCREASE SCOPE

Configuration
Session Mode Not Set (i)

NAT Name State Descriptior Org VDC Networks Local IP Remote IP

L2 VPN
vad Balancer

2. The following screen will be displayed, where you must specify the type of session with which
you want to configure the T1 Edge Gateway instance, click next.

Session type Description

Server In "Server" session mode, the T1 Edge Gateway
acts as the server side of the L2 VPN tunnel.
Generates peer codes to distribute for client
sessions.

Customer In the "Client" session mode, you must provide
the pair code generated from the server side of
the L2 VPNtunnel to establish a connection.
Only one tunnel can be created on the T1 Edge
Gateway.

Important: You will be unabléo change the session type of the T1 Edge Gateway after the first VPN tt
is established




L2 VPN Tunnel Choose Session Mode X

1 Choose Session Mode The session mode - server or client - that you choose f

determines the session mode for all other L2 VPN tunnels on the edge gateway.

° Server

Client

CANCEL NEXT

Server Mode

3.1.1.The following information must be entered in the General section, at the end click next

Item Description

Name Name by which the VPN tunnel will be
identified

Description Optional field, for a brief description

Pre-Shared Key Secure key with whichclients can link to the
tunnel

State Enabled or Disabled



L2 VPN Tunnel

1 Choose Session Mode

2 General

General

Session Mode

Name *

Description

Pre-shared Key

State

Server

¢]

3.1.2. The Endpoint Setup section will be displayed, where the following information must be
entered, when finished click on Next

Item
Local IP

Tunnel Interface CIDR

Remote IP

Initiation mode

Description

Enter the public IP of the T1 Edge Gateway

Enter the segment to be published inside the
VPN tunnel

Enter the public IP of the remote node to
connect "Client"

Select the communication initiation mode from
the server to the client, there are 3 options:

1.

Initiator - The Endpoint initiates tunnel
configuration and will also respond to
incoming requests from the Edge
Gateway.

Respond Only - will only respond to
incoming tunnel configuration
requests, it will not start tunnel
configuration.

On Demand - will initiate tunnel
creation once the first packet matching
the policy rule is received and will also
respond to incoming startup requests.



L2 VPN Tunnel Endpoint Setup x

1 Choose Session Mode
Local IP = Enter Local IP Address @

2 General
Tunnel Interface CIDR Enter tunnel interface CIDR

3 Endpoint Sety|
J a Remeote IP * Enter Remote 1P Address

Initiation Mode @ initiator

CANCEL PREVIOUS

3.1.3. The Org VDC Networks section will be displayed, where the internal networks of the DCV
that will allow the client to be published through the VPN tunnel must be selected, at the end

click Next.

L2 VPN Tunnel Org VDC Networks x
1 Choose Session Mode C’ Show selected
2 General Name Status Gateway CIDR Tunnel ID

) . .
3 Endpoint Setup Lar &) Normal 10.10.10.1/2

4 Org VDC Networks

1-10f 1 network(s)

CANCEL PREVIOUS NEXT

3.1.4. A summary with the configuration made will be displayed, dick Finish



L2 VPN Tunnel Ready to Complete X

General
2 General
Session Mode Server
3 Endpoint Setup Name test
Description test

S

Org VDC Networks Pre-shared Key

State @ Enabled
5 Ready to Complete

Endpoint Setup

Local IP

Tunnel Interface CIDR

Remaote IP 20.20.20.20
Initiation Mode nitiator
Org VDC Networks -

3.1.5. Once the provisioning of the link is finished, the peer code can be generated, which the
client requires to establish communication, select the link and click on the "Copy Peer Code"
button

cloud Embratel Applicz 5 Networking Libraries Administration

<> GW-10-06-US1138177P1368671 ©PEN IN VDC CONTEX DELETE  INCREASE

Configuration
Session Mode server (D

Genera

Rate Limiting

Services NEW EDIT DELETE VIEW STATIS

Firewall

Name State Description

PSec VPN E test () Enabled
L2 VPN

Load Balancer

3.1.6. Todisplay the Tunnel ID parameter simply click on "Edit6



cloud Bnbra@‘ Data Centers Applications Networking Libraries Administration

Edge Gateways

< GW-10-06-US1138177P1368671 0PEN IN vDC CONTEX DELETE  INCREASE SCOPE

Configuration

Genera Session Mode Server @3
Rate Limiting
Services NEW EDIT DELETE VIEW STATISTICS COPY PEER CODE
Name State Description
© | test (©) Enabled

Load Balancer

Genera

Settings

The following screen will open, select the Org VDC Networks option and copy the Tunnel ID
parameter

Edit L2 VPN Tunnel

Org VDC Networks

Name Status Gateway CIDR Tunnel ID
LAN_VCDI10_: @ N 20.20.20.1/2
LAN_APF > N 50.50.50.1/24

TEST @ Normal 10.10.10.1/24 -
KUBERNETES A Normal

DISCARD ‘ SAVE

Client Mode

3.2.1. The following information must be entered in the General section, at the end click on next



Item

Name

Description

Peer Code

State

L2 VPN Tunnel

1 Choose Session Mode

L2 VPN Tunnel

1 Choose Session Mode

2 General

Choose Session Mode

General

Session Mode

Name *

Description

Peer Code *

State

Description

Name by which the VPN tunnel will be
identified
Optional field, for a brief description

This parameter must be shared by the server
(see step 3.1.5 of a server mode configuration)
Enabled or Disabled

CANCEL NEXT

Client

Enter name

Enter description

CANCEL PREVIQUS

3.2.2. The Endpoint Setup section will be displayed, where the following information must be
entered, at the end click Next

Item

Description



Enter the public IP of the T1 Edge Gateway

Local IP
Remote IP Enter the public IP of the remote node to
connect "Server"
L2 VPN Tunnel Endpoint Setup X
1 Choose Session Mode
Local IP * 181117 6 80 @
2 General
Remote IP * 198 57 31134

3 Endpoint Setup

4 Org VDC Networks

CANCEL PREVIOUS NEXT

3.2.3. The Org VDC Networks section will be displayed, where the internal networks of the DCV
that will allow the client to be published through the VPN tunnel must be selected, it is required
to indicate the Tunnel ID, this parameter must be specified by the Sewer (see step 3.1.6), at the

end click Next

L2 VPN Tunnel Org VDC Networks

1 Choose Session Mode (I Show selected

2 General Name Status Gateway CIDR Tunnel ID

3 Endpoint Setup
Internet &) Normal 50.50.50.1/24

4 Org VDC Networks

1-10f 1 network(s)

CANCEL PREVIOUS NEXT

3.2.4. A summary with the configuration made will be displayed, click Finish



L2 VPN Tunnel Ready to Complete

1 Choose Session Mode

General
2 General
Session Mode Client
3 Endpoint Setup Name test

Description

4 Org VDC Networks Peer Code

State
5 Ready to Complete

Endpoint Setup

Local IP 181.117.6

Remote IP 198.57.31.134

Org VDC Networks

©Org VDC Networks Internet v

CANCEL ‘ PREVIOUS

4. Once the Edge Gateway has been configured in "Server" and "Client" mode, you can validate
the status of the link by clicking on the View Statistics button

Applications Networking ibraries Administration

Metworks Edge Gateways

All Edge Gateways > GW-10-06-US113817 36867
< GW-10-06-US1138177P1368671 OPEN IN VDC CONTEXT ~ DELETE  INCREASE SCOPE

Configuration

Session Mode Server Q}
General
Rate L ing
Services NEW EDIT DELETE VIEW STATISTICS COPY PEER CODE
Name State Description
P VPN -
oEe © test (&) Enabled
L2 VPN

Load Balancer




"TESTVPN" statistics X

General C =

Tunnel Status ~ Up

Statistics C

Packets & Bytes

Packets In

Packets Out 20
Bytes In

Bytes Out 840

BUM Packets & Bytes

BUM Packets In

BUM Packets Out

BUM Bytes In

BUM Bytes Out

Client-Server VPN Configuration (OpenVPN)
In this section you will find the procedure to configure a Client -Server VPN, by means of an
OpenVPNtemplate

Important: Each virtual Appliance allows 2 concurrent sessilbnsore sessionare requiredyou will need
to purchase a separate license with OpenVPN

It is necessary before provisioning the virtual machine with the VPN software, to configure the
network environment within your T1 Edge Gateway with which the Appliance will communicate in
order to extend connections.

1. Create arouted network with Internet access, please refer to how to configure a network in
Enterprise Claro Cloud

2. Within the T1 Edge Gateway control panel, select the "NAT" section and create the following
rules

1 SNAT® Allow the output of the IP or segment configured in step 1 through the Public
IP of the T1 Edge Gateway



Edit NAT Rule X

Name VPN-SNAT
Description

v
Interface Type * SNAT
External IP * 198.57.31.196 ®

Internal IP * 35.35.35.3

Destination IP

8 Advanced Settings

DISCARD SAVE

1 DNAT - Allow output of the IP or segment configured in step 1 through the Public IP of
the T1 Edge Gateway

Edit NAT Rule X
Name VPNDNAT
Description
g

Interface Type * DNAT
External IP 198.57.31196 ©
External Port o o
Internal IP * 73; 3;) 353
Application -2

& Advanced Settings h

Important: Validate that inthe firewall of your T1 Edge Gateway, there is no rule that can block outbo
internet traffic from the private segment created in step 1

3. Within the main menu select the "Data Center" option and click on the Virtual Data Center box
where the VPN senice will be deployed. It must be the same Data Center to which the T1 Edge
Gateway configured in steps 1 and 2 is associated



cloud Embratel Data Centers Applic

Virtual Data Center

Environment

Running Applications

© Sites: 1 = Organizations: 1 ¢y Virtual Data Centers: 36 & VMs: 54 B8 vApps: 8
& USMIAOQTP-USTI34362P1349287
@ US1134362, @ Claro Cloud
Applications CPU Memory Storage
1
o 20 GHz 72 GB 202 GB
2o0f4
Running VMs
unlimited allocation

4. Within the Data Center select the option "Virtual Machines" and click on "New VM"

Data Centers

cloud Embratel

J

< All Virtual data centers

Virtual Machines

PP

ii Compute

ddd

Find by: Name

vApps

4 Virtual Machines Expired: No x

Virtual Machines

Affinity Rules NEW VM

Site: Claro Cloud Organization: US1134362

Networkin

Mok -
Lala cel

Clear all filters

5. The following screen will be displayed where you will have to enter the following information. At

the end of clicking on "OK" button
Item Description

Name Appliance Name



Computer Name

Description (Optional)

Name that will appear within operating system

It is recommended to enter "VPN virtual

Select From Template

Keep the check selected

appliance".

Type
Power on

New VM

Name * VENClient

Computer Name * VPNClient

Description VPN virtual appliance

Type () New

© From Template
Power on

6. Inthe "Templates" section select the "OpenVPN Access Server" option

Templates
Name ® vApp Name
° OpenVPN Access Server ESXi OpenVPN

T Catalog T os

TESTAMX Ubuntu Linux (64-bit)

7. In the storage and compute sections keep the standard configuration parameters



Storage

Storage Policy SSDPremium (VDC Default)
Compute

Placement Policy Q MNone

Sizing Policy gp.custom

Virtual CPUs 1

Cores per socket 1

Number of sockets 1

Memory 1 GB

8. Inthe "NIC" section enter the following information. When you finish clicking "OK", you will start
provisioning the virtual machine

Item Description

Connected Enable check

Network adapter type Select VMXNET

Network Select the network created in step 1

IP Mode Select Static- Manual

IP address Enter a valid IP of the selected network

Primary NIC NIC Connected Network Network IP Mode IP Address External IP Address MAC Address
Adapter
Type

o] | I
° WM L2\ Sta ~ 19216810 50 - 00'50:56:0 «

9. At the end of provisioning you will be able to view the virtual machine within your data center,
by clicking on details.



cloud Embratel

¢ All Wirtual Machines

Compute
vVApps
Virtual Machines
Affinity Rules
Scale Groups

& Networking
Networks
Edges

&= sStorage
Named Disks
Storage Policies
Settings

Kubernetes Policies

Data Centers

Site: Claro Cloud

Virtual Machines

Find by: Name

1 Virtual Machines Name: open X

OpenVPN Access Server ESXI

Powered on
WM Console

Lease e
Created On (08,/20/202, 08:58:51 Al
admin us1134362
OpenVPN

Ubuntu Linwe (64-bit)

= o5 @
Storage Memary \;',\-:-'4:5
10GE g 2GB

r SUspen

Crwner

BADGES

ACTIONS ~ DETAILS

Organization: US1134362 | Data cen

Clear all filte

10. Within the virtual machine panel select "Guest OS Customization" and click "Edit". A screen will
open where you can view the default assigned startup password.

‘ompute

VApps
Virtual Machines
Affinity Rules
Scale Groups

@ Networking
Networks
Edges

E Storage
Named Disks

Storage Policies

ttings

Kubernetes Policies

AllvApDS > OpenVPN > OpenVeN Access

@ OpenVPN Access Server ESXi

Powered on
EDIT

v General

POWER OFF

General

Hardware
Removable Media
Hard Disks
Compute
NICs

Enable guest customization

Change SID

Reset
Guest OS

Customization Allow local administrator password

Guest Properties Require Administrator ta change password on first login

Mornitoring Chart Auto generate password

Number of times to log on autematicall
Metadata d Y

i  Join Domain
Monitor

Tasks
Events

Enable this VM to join a domain

Override organization's domain

 Seript

Script file

LAUNCH WEB CONSOLE

Enabled

Disabled

Enabled

Disabled

Enabled

[+]

Disabled

Enabled

LAUNCH REMOTE CONSOLE  ALL ACTIONS v




11. Open the console of your preference to be able to enter the virtual machine, enter asor oot 6

user and with the password obtained in the previous step. Once logged in you will be prompted

to answer the following questions
Question

Pl ease enter 6yesd to

Will this be the primary Access Server node?

Pleasespecify the network interface and IP
Address to be used by the Admin Web Ul

Please specify the port number for the admin
Web UL.

Please specify the TCP port number for the
OpenVPN Daemon

Should client traffic be routed by default
through the VPN?

Should client DNS traffic be routed by default
through the VPN?

Use local authentication via internal DB?

Should private subnets be accessible to clients
by default?

Do you wish to login to the admin as
oopenvpno

Should client traffic
Press ENTER for default

traffic
default

Should client DNS
Press ENTER tor

Use local authentication wvisa

Press ENTER for default [yes]: yes

Private subnets detected: ['192.168.

subnets be ac

. for default [yes]: yes

To initially login
username and pa
with the host UNIX
so that RADIUS or

(you can

You can login to the Admin Web UI as
a different user
Do you wish to

s ENTER for default [ues]l: _

internal DB?

10,0

ible to

to the Admin Web UI,
sfully

you
authentica
z later modify the t
is used for authentication instead).

II_I[_Ir:rl‘-."t_lrll' ar
this

login to the Admin UI as

Answer
Yes
Yes

Enter the number where the card is indicated
with the IP address with which | configured the
NIC in step 8

943

443

No
No

Yes

Yes

Yes

24 "]

clients by default?

must use a
you

ttings

specify
our

"openvpn''?




12. You will be prompted to enter an activation key, leave blank and click "Enter"

[ Important: If you require a license, it must be purchased directly with OpenVPN ]

13. Finally, it will be required to specify a password which will be used to enter your administration
console, click "Enter", and wait for the installation of the service to finish

Important: If the option to set the password does not appear, enter the following command
>passwdOpenVPN

14. After the installation is complete, accessing a web browser will require the public IP of your T1
Edge Gateway which was used to configureNAT policies in step 2

Enter https://<ip_publica_edge>:943/admin/_, the next screen will open

(1) OPENVPN

Access Server

Admin Login

Username

Password

15. Enter in Username: openvpn and Password the password defined in step 13hen you can access
your administration console. Validate that the service is Powered on



SPENVPN Status Overview

Access Server " on

() Stop VPN services

CONFIGURATION -
USER MANAGEMENT

o
AUTHENTICATION

local
TOOLS

tho
DOCUMENTATION

2 . . N tepf443, udp/naa

SUPPORT

3 (routing/NAT)

MAT

OpenvP

16. In the menu within the "configuration" section click on the "VPN Settings" option. Locate the
Routing section and select the "Yes, using NAT" button and within the text box enter the private

segments to which you will allow access via VPN

ENVPN VPN

ess Server
a5

STATUS
CONFIGURATION

Activation

Cluster 17227.2240

TLS Settings
INBIWOTK Setungs Static IP Address Network (Optional)
VPN Settings
Advanced VPN

wep server

CWS Settings

Failover Group Default IP Address Network (Optional)

USER MANAGEMENT

AUTHENTICATION

T00LS

DOCUMENTATION No Yes, using Routin

SUPPORT

t ¢ No
rowssney () VPN
‘

17. Before creating your users go to the "Authentication" section in the generate option, validate
that the authentication settings are Local, if not, just slide the button to activate the option



VPN User Authentication

Access Server User credentials are validated using one of the three (external) user databases below or using the locally configured users on Users Permissions’ page.

o AN\IMPORTANT NOTE: if jin profiles on the User Permissions page). bear in mind that they authenticate using a certificate only and will therefore
STATUS : bypa iakbased al ication using the external authentication DBS balow.

USER MANAGEMENT S Configure Primary Authentication

Authenticate users using:

Local

PAM
RADIUS

LDAP

Google Authenticator Multi-Factor Authentication
Google Authenticator is a multi-facter authentication system which adds an additional authentication factor on top of username and password. Please note thot auto-login profiles and

the initial administrative account bypass the Google Authenticator log in requirements. An explanation of Google Authenticator and what caveats there are, as well as advanced
command line documentation, are to be found in the Google Authenticator multi-factor authentication article on our website.

Enable Google Authenticator MFA

18. To create your users, within the menu enter the "User Management" section and click on the
"User Permissions" option. Enter the username and select the permissions you want to assign to
the users. Finally, click on the "more settings" button and define the access password









































































































































































































































































































































































































































































